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Abstract  

Contemporary digital literary archives face challenges associated with the problems of textual 

authenticity, authorship attribution, and integrity owing to the rapid advancement of AI text 

generation and decentralized content sharing. In this regard, this research proposes a  

Blockchain-Inspired Architecture for Ensuring Textual Authenticity and Attribution (BIAAF). Main 

challenges are related to the inability of centralized archiving methods to ensure immutability and, 

consequently, risks of tampering, misattribution, and loss of credibility on the part of digital literary 

archives. Proposed methodology suggests a multi-layered framework, which includes a text 

ingestion layer, cryptographic hashing through the SHA-256 algorithm, a blockchain layer with 

immutability provided through smart contracts, and decentralized storage based on IPFS technology. 

The verification layer allows real-time authentication of texts through comparison of the hash codes 
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stored and recomputed, and authorship validation through metadata analysis. The framework is 

tested on a hybrid corpus of 50,000 documents containing human-authored and artificially generated 

literary texts. Experimentation shows that the proposed framework yields an accuracy of 99.2%, a 

precision of 96.8%, a recall of 95.4%, and a tampering detection rate of 99.5%, all of which are 

realized with a minimal verification time lag of less than 200 milliseconds. Relative to centralized 

systems and metadata frameworks, the proposed framework significantly enhances the security, 

scalability, and provenance of the archive. Overall, it is shown that the use of blockchain technology 

for the preservation of textual authenticity within literary databases is an effective approach. The 

use of decentralized database storage and intelligent contracts enables traceable authorship and 

secure documentation. Future research will include artificial intelligence-based stylometry and 

cross-blockchain capability for global literary archives. 

Keywords: Blockchain, Textual Authenticity, Digital Literary Archives, Smart Contracts, IPFS, 

Provenance Tracking, AI-generated Text. 

1 Introduction 

Digital literary archives are one of the core features of modern knowledge management systems that 

allow storing, retrieving, and disseminating extensive collections of literary works (AlKhanafseh & 

Surakhi, 2024). Due to the fast-paced digitalization of the literary field and the establishment of online 

archives, the term "digital literary archive" encompasses both historic and new digital literary content. 

Yet, at the same time, such development creates new problems related to the management of literary 

content in the long run (Adelia et al., 2025). 

The first and one of the most important issues concerning digital literary environments relates to the 

problem of authenticity and authorship (Sonkamble et al., 2021). In the process of editing, sharing, and 

generating texts using various automated tools, it becomes rather problematic to trace the originality of 

the content and make sure that nothing was changed. This issue becomes even more complicated with 

the advent of generative AI technology that allows creating realistic synthetic texts (Enayati et al., 2024). 

Even with the development of digital archiving systems, the existing systems still utilize centralized 

databases and conventional techniques of tagging metadata (Aldweesh, 2025). This means that they are 

vulnerable to manipulations and possible corruption and unauthorized modifications. In addition, the 

currently available attribution systems do not have adequate systems for verifying immutably the history 

of authorship. This shows a clear gap in the literature concerning the development of secure and  

tamper-proof literary authentication systems. 

Blockchain provides an effective technological solution for the above-mentioned problems owing to 

its distributed, immutable and cryptographically secure nature. With blockchain technology, it is possible 

to achieve reliable digital archives owing to transparency and capability of verifying the provenance of 

the content. Smart contracts help in the validation of the authorship and contents. 

The key contributions of this paper are: (i) a blockchain-based method to ensure textual authenticity 

within digital literary archives; (ii) the implementation of smart contracts for a robust attribution system; 

(iii) the utilization of IPFS for decentralized storage and verification; and (iv) a performance analysis 

demonstrating improvements in integrity, traceability, and security compared to traditional archiving 

methods. 

The structure of this paper is outlined as follows: Section I describes the Abstract, where the problem 

statement, methodology, dataset, and results are described briefly. Section (II) introduces the 

Introduction part of the research, which deals with background on digital literary archive, limitations, 
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and gaps in previous research, along with motivation to use blockchain-based solutions. Section (III) 

covers the Literature Survey, where blockchain applications, AI-generated authorship, and provenance 

systems are studied. Section (IV) discusses the Proposed Model, which includes the architecture of the 

system, algorithm design, and mathematical formulation of the framework. Section (V) includes the 

Results and Discussions part, which involves discussion about the implementation process, the dataset 

used, the parameters, the performance analysis, the ablation studies, and the comparisons. Section (VI) 

concludes the paper, discussing results, statistical improvements, significance, limitations, and future 

work. 

2 Literature Survey 

Modern studies have shown that blockchain is a useful instrument to ensure the integrity, 

decentralization, and immutability of digital archives in the long term. Thus, Ailakhu (2025) shows that 

the use of blockchain improves the authenticity and availability of digital libraries by preventing any 

alteration of the information stored in academic institutions. Moreover, Awad et al., (2022) offer an 

innovative blockchain model of historical text preservation, which allows storing sensitive cultural 

records safely (Demertzis et al., 2023). In addition, Vacchio & Bifulco, (2022) emphasize the role of 

blockchain in preserving cultural heritage due to the ability to guarantee the verifiable historical 

continuity. The connection between blockchain and digital sovereignty is presented in research by 

Khasanah et al., (2025). 

The emergence of generative AI technology poses certain problems in terms of authorship, copyright, 

and labor tracking. Ejiyi et al., (2026) describe how AI-generated works make it harder to evaluate 

authors' metrics and copyright, thus requiring traceability systems. In turn, Fitriawijaya & Jeng, (2024) 

point out that due to generative AI, the distinction between human and machine authorship becomes 

blurry. 

The ideas of provenance and metadata standards are crucial for the realization of transparency in 

digital content systems. According to Omogiate and Legal (2022), there is a need for standardized 

metadata to facilitate the tracking of AI media within the intellectual property system. Additionally, 

Farhan et al., (2025) advance this topic using self-sovereign identity models that use blockchain for 

provenance verification. These models underscore the significance of metadata for creating credible 

digital records (Avelino & Rocha, 2022). 

Smart contracts have been employed in many cases for the verification and creation of trust in 

decentralized systems. As per Han (2025), a blockchain digital arbitration system makes use of smart 

contracts for electronic evidence authentication. Alghathian et al., (2026) also employ smart contracts in 

blockchain-based trust models for AI-mediating transactions. The two studies indicate that smart 

contracts greatly eliminate the need for centralized verification agencies (Anzada et al., 2023). 

Even though there have been significant improvements made, most of the available approaches 

concentrate on industries like healthcare record management, supply chain management, and finance 

(Mohammed et al., 2023; Zhihui et al., 2026). The existing models do not cover the use of  

semantic-level verification of literary texts and the issue of authorship ambiguity in the combined 

human-AI literary environment. Moreover, the problem of interoperability of different archiving systems 

requires attention. 

There is a noticeable absence in the literature of the application of blockchain technology in literary 

digital archiving systems that involve textual authenticity, authorship determination, and semantic-level 

provenance tracking. Existing approaches pay attention to the structural integrity of the data but do not 
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consider the narrative aspect of literary text verification. Consequently, there is a necessity for the 

development of a framework that will include blockchain security, smart contracts, and metadata 

attributions for literary digital ecosystems. 

3 Proposed Model  

System Overview 

 

Figure 1: Blockchain-enabled multi-layer architecture for textual authenticity and attribution in Digital 

literary archives 
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The proposed Blockchain-inspired Authenticity and Attribution Framework (BIAAF) will provide a 

platform for safe, tamper-resistant, and verifiable preservation of literary works in below figure 1.  

In figure 1 presents the suggested four-tiered blockchain framework for textual authenticity and 

authorship attribution within the digital literary archives. The framework includes a Text Ingestion Tier, 

which is responsible for processing and extraction of metadata from digital documents; a Blockchain 

Tier, which will be used for creation of the cryptographic hash of the document and registration of 

transaction via smart contracts; an IPFS Storage Tier, which will be utilized for the decentralized storage 

of the document based on the content identifier (CID); and finally the Verification/Authenticity Tier, 

which validates the integrity of the document by means of comparing its hash and retrieving provenance 

information. 

Algorithm 1: Text Authenticity and Attribution Framework (BIAAF) 

Step 1: Text Hashing Procedure 

• Input document D  

• Generate cryptographic hash H(D) using SHA-256  

• Attach metadata M (author ID, timestamp, source type)  

Step 2: Smart Contract Logging 

• Store H(D) and M into the blockchain ledger  

• Assign transaction ID TID  

• Immutable record creation  

Step 3: Verification Mechanism 

• Retrieve stored hash H(D)_store  

• Recompute H(D)_new from the queried document  

• Compare both values for authenticity validation 

Input: Document D, Metadata M 

Function STORE_DOCUMENT (D, M): 

    H = SHA256(D) 

    𝑇𝐼𝐷 =  𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡. 𝑠𝑡𝑜𝑟𝑒(𝐻, 𝑀) 

    𝐼𝑃𝐹𝑆_ℎ𝑎𝑠ℎ =  𝐼𝑃𝐹𝑆. 𝑢𝑝𝑙𝑜𝑎𝑑(𝐷) 

    return 𝑇𝐼𝐷, 𝐼𝑃𝐹𝑆_ℎ𝑎𝑠ℎ 

Function VERIFY_DOCUMENT(D): 

    𝐻_𝑛𝑒𝑤 =  𝑆𝐻𝐴256(𝐷) 

    𝐻_𝑠𝑡𝑜𝑟𝑒𝑑 =  𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝑔𝑒𝑡𝐻𝑎𝑠ℎ(𝐷. 𝑖𝑑) 

    if 𝐻_𝑛𝑒𝑤 ==  𝐻_𝑠𝑡𝑜𝑟𝑒𝑑: 

        return "AUTHENTIC" 

    else: 

        return "TAMPERED" 
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Function ATTRIBUTION_CHECK(D): 

    𝑀 =  𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝑔𝑒𝑡𝑀𝑒𝑡𝑎𝑑𝑎𝑡𝑎(𝐷. 𝑖𝑑) 

    𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 =  𝑚𝑎𝑡𝑐ℎ(𝑀. 𝑎𝑢𝑡ℎ𝑜𝑟, 𝐷. 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒) 

    return confidence 

The suggested algorithm ensures safe authentication and authorship attribution of textual information 

by calculating a SHA-256 hash of each provided document and storing it together with metadata using 

blockchain technology. The original document, at the same time, is saved in IPFS with its content 

identifier (CID). While authenticating the information, the system recalculates the hash value and 

compares it with the stored one to find out any manipulations, and the metadata is used for verifying 

authorship certainty. 

Mathematical Model 

(i) Hash Function Representation 

Each document is mapped to a cryptographic fingerprint in equation (1): 

𝐻(𝐷) = 𝑆𝐻𝐴256(𝐷)                                                             (1) 

Where: 

• 𝐷 = input literary document  

• 𝐻(𝐷)= unique immutable hash value 

(ii) Authorship Confidence Model 

Authorship verification is computed using metadata matching in equation (2): 

𝐴𝐶 =
∑ 𝛿(

𝑛

𝑖=1
𝑀𝑖

𝑠𝑡𝑜𝑟𝑒𝑑 , 𝑀𝑖
𝑞𝑢𝑒𝑟𝑦

)

𝑛
                                        (2) 

Where: 

• 𝐴𝐶 = authorship confidence score  

• 𝑀𝑖 = metadata attributes (author, timestamp, source, edits)  

• 𝛿= similarity indicator function (1 if match, 0 otherwise)  

• 𝑛 = total metadata fields 

(iii) Integrity Verification Function 

Document integrity is verified using hash comparison in equation (3): 

𝐼(𝐷) = {
1, if 𝐻(𝐷𝑠𝑡𝑜𝑟𝑒𝑑) = 𝐻(𝐷𝑛𝑒𝑤)
0, otherwise

                            (3) 

Where: 

• 𝐼(𝐷) = 1indicates an authentic document  

• 𝐼(𝐷) = 0indicates a tampered or modified document 
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4 Results and Discussion 

Implementation Setup  

The suggested architecture has been implemented with the help of Python 3.11 for the pre-processing 

and validation parts, while the smart contracts have been written in Solidity and have been deployed in 

the Ethereum blockchain test net (Ganache). The IPFS protocol is employed for storing documents in a 

decentralized manner, whereas Web3.py is used for interacting with the blockchain. 

Dataset Description  

Experimental assessment is performed on a hybrid dataset of 50,000 documents that include literary 

texts authored by humans as well as computer-generated literature. This hybrid dataset is gathered from 

publicly available literature corpora, digital libraries, and synthetic documents as well. All the documents 

contain relevant metadata such as author identification number and creation time stamp. 

Parameter Settings  

The system configuration includes a hashing algorithm, SHA-256, a block size of 1MB, and a gas limit 

for smart contracts of 3,000,000 units. IPFS replication is three nodes to guarantee redundancy. To 

minimize transaction confirmation delay, a block time interval of 10 seconds has been set up. The whole 

system works within a distributed simulation framework. 

Metrics 

The following metrics are used to evaluate the proposed model shown in equations 4-8: 

• Accuracy  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                 (4) 

• Precision  

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                     (5) 

• Recall  

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                          (6) 

• Latency 

Latency = 𝑇𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 − 𝑇𝑟𝑒𝑞𝑢𝑒𝑠𝑡                          (7) 

• Tamper Detection Rate 

Tamper Detection Rate =
𝑇𝐷

𝑇𝐷 + 𝐹𝑁𝑡𝑎𝑚𝑝𝑒𝑟
  (8) 

Performance Comparison  

The proposed BIAAF framework is compared with traditional centralized archival systems and 

metadata-based authentication methods. The results indicate that the proposed blockchain system has 

performed significantly well compared to existing systems in terms of accuracy, security, and speed. The 

reason behind this is decentralization and immutable storage. 
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Table 1: System performance metrics comparison 

Method 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

Latency 

(ms) 

Tamper Detection 

Rate (%) 

Centralized Archival System 83.5 81.5 79.5 350–500 72.5 

Metadata-Based System 87.5 86.0 85.0 280–350 82.5 

Blockchain + Metadata (Proposed) 99.2 96.8 95.4 180 99.5 

In table 1 provides a comparative performance analysis of the proposed BIAAF framework against 

traditional centralized and metadata-based systems. The BIAAF consistently achieves superior metrics 

in accuracy, precision, and recall while maintaining a minimal verification latency of <180 milliseconds, 

confirming its suitability for high-security digital literary archives. 

 

Figure 2: Blockchain integrity confidence surface analysis under transaction load and tamper intensity 

In figure 2 demonstrates the 3D surface comparison of integrity confidence between the proposed 

blockchain architecture and conventional centralized architecture with various transaction counts and 

tampering intensity levels. The red surface is indicative of the blockchain approach, where the level of 

integrity and confidence remains high despite increasing adversarial situations. Conversely, the blue 

surface denotes the centralized approach, where there is a dramatic decrease in reliability due to an 

increase in tampering intensity levels. This demonstrates the superior strength, stability, and  

tamper-resistance of the proposed blockchain approach in ensuring textual integrity. 

Ablation Study 

The ablation analysis focuses on the significance of each component of the proposed architecture 

through the removal of a single component. In cases where the blockchain component is removed from 

the proposed framework, the system lacks the key characteristic of immutability. Therefore, the system 

is more vulnerable to any form of alteration, which reduces the credibility of the literary documents that 

have been stored in it. In addition, the removal of the use of IPFS for decentralized data storage makes 

the system highly dependent on centralized storage methods. This brings about latency, low fault 



Blockchain Inspired Frameworks for Ensuring Textual 

Authenticity and Attribution in Digital Literary Archives 

                 Shakhnoza Khujamberdieva et al. 

 

763 

tolerance, and reduced scalability of large document sizes. Similarly, the absence of the metadata 

component leads to poor accuracy of authorship attribution. The lack of provenance information makes 

it difficult to trace the authorship of any changes made to the documents. 

Table 2: Ablation study results 

Configuration Accuracy (%) 
Latency 

(ms) 

Tamper 

Detection (%) 
Observation 

Full System (Blockchain + IPFS + 

Metadata) 
99.2 180 99.5 Best performance 

Without Blockchain 84.5 220 72.1 Loss of immutability 

Without IPFS 90.3 310 88.4 Storage bottleneck 

Without the Metadata Layer 87.6 200 76.9 Weak attribution 

In table 2 presents an ablation study of each element contributing to the designed system by analyzing 

the system performance in different configurations. It is quite evident that the performance of the whole 

system (Blockchain, IPFS, Metadata) in terms of accuracy, latency, and tampering detection rate is the 

highest among all considered configurations. However, removing any one of the modules causes a 

considerable drop in performance, the most significant of which is the removal of blockchain owing to 

its immutability characteristic. In addition, removal of IPFS causes more storage and latency problems, 

while removing the metadata module reduces authorship attribution accuracy. 

Discussion  

The study indicates that integration of blockchain technology with IPFS and metadata-based attribution 

contributes to enhanced security and robustness of digital literary archives. This model provides a high 

level of tamper resistance and robust authorship validation, with minimal verification. The main 

advantage of the presented framework lies in its decentralized nature, which ensures transparency and 

immutability. Nevertheless, there are some limitations, including dependency on network scalability, 

transactional costs for blockchain, and increased computing power needs for larger implementations. 

Further development of this architecture can focus on optimization of lightweight consensus schemes 

and hybrid off-chain validation. 

5 Conclusion 

The framework Blockchain-Inspired Approach for Assurance of Texts' Authenticity and Attribution 

(BIAAF) has been presented in this research paper to resolve some of the core challenges facing the 

digital literary archives on authorship uncertainty, manipulation of textual contents, and provenance loss. 

The framework comprises a multilayered structure with a text ingestion layer, SHA-256-based 

cryptographic hashing, storing of smart contracts on the blockchain, decentralized document storing 

through IPFS technology, and a verification module for validation of integrity and authorship 

confirmation. The experiment results conducted using a dataset consisting of 50,000 documents of 

human-authored and artificially generated textual content have shown enhanced performance. The 

proposed approach has delivered the accuracy, precision, recall, and tampering detection rate of 99.2%, 

96.8%, 95.4%, and 99.5%, respectively, along with keeping the verification time below 200 

milliseconds. Compared to centralized and metadata-based archives, the model enhances security, 

reliability, and traceability. It also shows how efficient blockchain-powered decentralization could be in 

literary archiving. The significance of this model is in its ability to create immutable records of 

authorship and validate texts, particularly in the context of the growing influence of generative AI and 

the manipulation of digital content. Through the combination of blockchain immutability, decentralized 
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archiving, and metadata attributions, the model presents a robust tool for future digital literary archives 

infrastructure. There are some limitations to this study, which include the scalability of the blockchain, 

the cost of transactions, and computing power in large-scale usage. The future research will focus on the 

integration of AI-powered stylometric for authorship verification, the development of lightweight 

consensus mechanisms, and cross-chain compatibility for global digital literary archives. 
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