ISSN: 2093-5374 / E-ISSN: 2093-5382

Hybrid Fraud Detection Using Isolation Forest and Boosting
Models with SHAP Explainability for IEEE-CIS Dataset

Shankari Seethalakshmi Mohanakrishnan'*

"Doctorate Student, Department of Information Technology, University of the Cumberlands,
Richmond, Virginia, United States. shridurga.0193@gmail.com,
https://orcid.org/0009-0000-0566-1068

Received: March 05, 2026; Revised: April 10, 2026; Accepted: May 29, 2026; Published: June 30, 2026

Abstract

Financial fraud detection is still a major problem due to having highly imbalanced transaction data,
changing fraud patterns, and the need for explainable Al in financial decision-making systems. In
this study, a hybrid framework for fraud detection is proposed based on the IEEE-CIS Fraud
Detection dataset, which is a combination of Isolation Forest anomaly detection, boosting-based
classification models, and SHAP explainability. In the first step, Isolation Forest is used to detect
unusual behaviors in transactions and to create anomaly scores in the absence of class labels. These
anomaly scores are then combined with features of the original transactions to form an enhanced
feature representation for supervised learning. The most popular boosting algorithms to predict fraud
are compared: XGBoost, LightGBM, and CatBoost. The results of experiments indicate that the
proposed hybrid approach yields significantly better performance in detecting fraud than the
stand-alone boosting approaches. The best-performing of the evaluated approaches was Hybrid
IF-CatBoost with accuracy scores of 98.73%, precision scores of 95.61%, recall scores of 93.42%,
Fl-scores of 94.50%, ROC-AUC of 0.992, and PR-AUC of 0.966. The results of statistical
comparison showed that the use of anomaly scores in the boosting models resulted in the
improvement of the average F1-score by 4.49%. In addition, SHAP gave both general explanations
and local explanations, which indicated that the most important fraud indicators were anomaly
scores, the number of transactions, device information, and card-related attributes. The proposed
framework strikes a beneficial balance between the predictive power, robustness, and interpretability
of the model and can be used in practical financial fraud monitoring systems.

Keywords: Fraud Detection, Isolation Forest, CatBoost, SHAP Explainability, IEEE-CIS Dataset,
Financial Transactions.

1 Introduction

Financial transactions have been revolutionized in today's era of digital banking, e-commerce, and online
payment systems. This digital shift, however, has also made fraud more common and complex for
financial institutions and payment service providers. Financial fraud can lead to significant financial
losses, as well as trust issues, regulatory violations, and a general lack of security within digital financial
systems. The highly imbalanced nature of the transaction datasets (i.e., fraudulent transactions are only
a small proportion of the total transactions) further complicates the development of effective fraud
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detection models. Furthermore, in the constantly evolving world of finance, fraudsters can easily
outsmart previous machine learning methods, which were based on rules and static data.

The role of fraud detection has been greatly improved with recent developments in artificial
intelligence and machine learning technologies. There is a growing trend in research to develop
explainable machine learning methods that enable financial institutions to learn and justify fraud
predictions while retaining high predictive accuracy (Wang, 2024). Likewise, credit card fraud detection
models using both machine learning and deep learning methods have been shown to be more
explainable, which enhances user trust and regulatory approval (Alkhozae et al., 2025). Moreover, the
systematic studies of fraud detection under severe class imbalance have highlighted the importance and
necessity of using hybrid methods that can tackle both anomaly identification and classification
performance at the same time (Baisholan et al., 2025). Incorporating predictive intelligence with
explainability is crucial in financial security applications, and recent advances in adaptive deep temporal
networks and explainable fraud detection systems underscore this need (MI, 2025).

Although these progressions have been made, existing fraud detection systems tend to concentrate
on supervised classification or unsupervised anomaly detection, separately. Supervised models need
enough labeled fraud cases, and anomaly detection models can yield too many false positives from not
being able to learn contextual fraud patterns. Furthermore, some of the best models for fraud detection
are black-box models that are impractical for use in regulated financial settings. Thus, the need for a
single framework that can effectively combine anomaly detection, supervised learning, and explainable
artificial intelligence (e-Al) arises.

The dataset employed in the study is the IEEE-CIS Fraud Detection dataset. To overcome these
challenges, the study proposes a hybrid fraud detection framework, which is based on the combination
of Isolation Forest-based anomaly detection and boosting-based classification models with
explainability by SHAP. The proposed method is based on using anomaly scores calculated with the
Isolation Forest as extra predictive features to boost models while keeping the models transparent to
detect not only known fraud patterns but also emerging ones, too.

Contributions

The primary contributions of this research are summarized as follows:

e Design and implementation of a hybrid fraud detection architecture based on a combination of
anomaly detection, an unsupervised approach, and boosting, a supervised approach.

e Use of Isolation Forest anomaly scores as auxiliary features to enhance the fraud prediction
performance.

e Multiple boosting algorithms — XGBoost, LightGBM, and CatBoost — were compared for their
performance.

e Use of SHAP explainability for making decisions about fraud in a transparent and interpretable
way.

e Extend the proposed framework using the IEEE-CIS Fraud Detection benchmark dataset and
validate it comprehensively.

Objectives

1. To develop a hybrid fraud detection framework by integrating Isolation Forest anomaly detection
with boosting-based classification models using the IEEE-CIS Fraud Detection dataset.
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2. To evaluate the effectiveness of anomaly score fusion in improving the fraud detection
performance of XGBoost, LightGBM, and CatBoost models.

3. To enhance model transparency and interpretability through SHAP-based explainable artificial
intelligence for both global and local fraud prediction analysis.

Paper Organization

The rest of this paper is structured as follows. Recent literature on fraud detection, anomaly detection
techniques, boosting algorithms, and explainable artificial intelligence is reviewed in Section 2. Section
3 presents the proposed hybrid fraud detection framework and methodology. The dataset is described,
as are the preprocessing procedures, experimental setup, and evaluation metrics in Section 4. The results
of experiments and insights gained from SHAP analysis of interpretability are discussed in Section 5.
Finally, Section 6 wraps up the study and provides future research directions.

2 Literature Review

Fraud detection has received a lot of research focus because of the higher number of transactions,
growing sophistication of attacks, and demand for explainable decision-making. In recent years,
researchers have looked at different machine learning, deep learning, graph-based learning, and
federated intelligence techniques to increase the accuracy of fraud identification while decreasing false
alarms.

To identify the source path of fraud, Kumar and Raju suggested a framework that uses graph neural
networks, long short-term memory networks, and XGBoost. Their work showed that it is possible to
obtain a remarkable enhancement in fraud tracing and classification accuracy for complex financial
networks by using graph relationships along with temporal transaction patterns (Kumar & Raju, 2025).
In online markets, fraud detection systems as well as the significance of intelligent transaction
monitoring in guaranteeing secure online payments while upholding the significance of online
transactions. found that adaptive learning frameworks that can adapt to new fraud strategies are essential
(Koroma et al., 2026).

This class imbalance problem is solved by creating a hybrid model of graph attention networks and
variational autoencoders for detecting credit card fraud. Study found that their approach was able to
detect both transaction information and hidden fraud patterns and gain better detection sensitivity for
highly skewed datasets (Mienye et al., 2025). A detailed systematic review compared federated learning
and traditional ML models for blockchain-based fraud detection. That decentralized learning architecture
can improve privacy protection without compromising fraud detection accuracy (Farrukh et al., 2025).

The availability of good datasets is another crucial requirement in fraud detection research. FraudX
SimS is an artificial fraud dataset intended for detecting anomalies in payment card transactions. The
studies stressed the importance of creating realistic simulated fraud to build detection models able to
deal with novel attacks (Baisholan et al., 2025).

Explainability is becoming one more important property of a modern fraud detection system. An
extensive review of the use cases of explainable artificial intelligence in the cybersecurity area proved
that using interpretable machine learning algorithms improves the transparency, accountability, and
reliability of the decision-making processes in security-critical systems (Zhang et al., 2022). It should
be noted that the study concluded that such mechanisms can be especially helpful in financial fraud
detection since regulation requires justification of automated decisions.
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Risk-adaptive ensemble learning is yet another promising approach. The Risk Adaptive Bayesian
Ensemble Model (RABEM), a model that adapts risk evaluation depending on the transaction behavior
and contextual data. Their experimental results showed that RABEM works better than classical
ensemble methods in a fraud detection environment characterized by uncertainties and dynamic risk
assessment (Almarshad et al., 2025).

Recent studies have provided more insights on the applications of graph-based and distributed
learning models. A real-time framework for fraud detection based on adaptive graph neural networks
and federated learning. The proposed architecture managed to detect fraud efficiently without sacrificing
data privacy in distributed financial systems (Rahmati, 2025). In another investigation, the efficacy of
different machine learning methods for securing data and preventing fraud, showing that ensemble
learning methods are superior compared to single classifier methods in complicated financial data
(Alonge et al., 2021).

The application of fraud detection techniques is not restricted to financial transactions. The next
generation of machine learning techniques for healthcare fraud detection and listed explainability,
scalability, and adaptability as important aspects of future intelligent fraud prevention systems (Razzaq
& Shah, 2025). Also, in another study, discussed the increasing significance of Al-based frameworks for
anti-money laundering and fraud detection in securing financial systems through intelligent transaction
management and risk assessments (Iguodala & Oyiborhoro, 2025).

Several recent unsupervised learning methods have been developed to detect previously undetected
fraudulent patterns. An unsupervised learning algorithm capable of detecting abnormal credit card
transactions without being dependent on fraud cases. Their results indicated the usefulness of
anomaly-based detection algorithms for fighting new types of fraud behavior (Adejoh et al., 2025).
Moreover, a hybrid approach of decision tree and LSTM algorithms for the online payment fraud
detection system proved that the combination of sequence learning with classification enhances the
accuracy of predictions (Ranjan et al., 2025).

Finally, an intent-aware multi-source hybrid attention mechanism for fraud detection and capital flow
prediction. The proposed framework successfully incorporated heterogeneous data sources of
transactions and showed better results in detecting suspicious behaviors (Wang & Kang, 2025). Machine
learning-based systems for credit card security could considerably increase the ability of fraud
prevention with the help of efficient feature engineering and classification (Palit et al., 2025) In addition
to this, intelligent fraud detection systems for next-generation financial infrastructures (Dimakunne et
al., 2021).

Research Gap

Even though there is an evident improvement in the performance of fraud detection by using graph
neural networks, ensemble learning, deep learning techniques, federated learning, and explainable Al,
several drawbacks are still there. All the current methods are basically supervised learning methods and
use plenty of fraudulent examples for training purposes. There is some research about unsupervised
anomaly detection techniques but hardly any research where these unsupervised anomaly detection
techniques are used together with boosting classifiers. Also, most of the explainable fraud detection
frameworks only focus on explainability rather than exploiting anomaly-based features which can help
improve the model’s performance. Very limited work has been done in combining isolation forest,
advanced boosting algorithms, and SHAP explainability on a single framework by using the IEEE-CIS
Fraud Detection Dataset.
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3 Proposed Hybrid Fraud Detection Framework

The hybrid fraud detection approach suggested is based on using the unsupervised technique of anomaly
detection, supervised boosting-based classifiers, and explainable artificial intelligence due to the
limitations of existing approaches to fraud detection. Transaction data have an extremely high level of
class imbalance, which means that there is only a small portion of fraudulent transactions among all
transactions. Thus, classifiers built only on labeled data cannot detect new patterns of fraud. To solve
this problem, the proposed approach starts with Isolation Forest, used to detect anomalous transaction
behavior and to compute anomaly scores. The next step is to integrate anomaly scores with the initial
transaction attributes and feed this information to the boosting-based classifiers. In addition, the SHAP
explainability approach is applied to build transparent fraud predictions.

The structure of the proposed framework is presented in figure 1. It is necessary to note that the
suggested framework is composed of the following components: data preprocessing, anomaly detection,
anomaly score fusion, fraud classification, and explainability parts. The anomaly detection module
detects transaction behavior without class labels, whereas the boosting-based classifiers detect fraud
patterns learned from labeled data.
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Figure 1: Proposed hybrid fraud detection framework

As seen in figure 1, the first step for the IEEE-CIS fraud detection dataset involves preprocessing
tasks such as missing value imputation, categorical feature encoding, and feature normalization. The
preprocessed data is fed into the Isolation Forest model, which computes the anomaly score for each
transaction record. The anomaly scores along with the transaction features form the enriched feature
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space, which is later used for training XGBoost, LightGBM, and CatBoost models. The fraud prediction
results are explained with the help of the SHAP technique.

3.1 Data Preprocessing

Quality of transaction information directly impacts the effectiveness of fraud detection algorithms.
Consequently, preprocessing is done to remove inconsistencies and convert the raw transaction
information into an appropriate form. Numerical missing information is imputed using the method of
median, whereas frequency encoding and label encoding are used to encode categorical information. To
make sure that all features are uniformly scaled, numerical features are normalized using Min-Max
normalization as described by equation (1).

Xnorm = M (1)

Xmax - Xmin
Where X denotes the original feature value, while X,;,;;, and X4, represent the minimum and
maximum values of the corresponding feature, respectively. This normalization process prevents
features with larger numerical ranges from dominating the learning process.

3.2 Isolation Forest-Based Anomaly Detection

After the pre-processing stage, the algorithm used to detect anomalous transaction patterns is the
Isolation Forest algorithm. The Isolation Forest algorithm is well-suited for the detection of frauds as
fraudulent transactions are uncommon and demonstrate distinct behaviors from normal transactions.
While distance-based anomaly detection methods rely on distance, Isolation Forest method uses
partitioning to isolate the anomalies.

The score of an anomaly is determined by equation (2).
_E((x)
s(x,n) =2 <M (2)

Where E (h(x)) denotes the expected path length required to isolate transaction x, c(n) represents
the average path length for a dataset containing nobservations, and s(x, n) is the anomaly score. More
anomaly values in transactions suggest greater deviation from the usual behavior of transactions and
hence are assumed to be more suspicious of being fraudulent.

The anomaly values generated by the Isolation Forest method offer more behavioral insights than the
transaction values on their own.

3.3 Hybrid Feature Fusion

The main idea behind the proposed framework is to incorporate anomaly score into the process with
transactional attributes. Rather than treating anomaly score as an output for fraudulent detection, it is
used to enrich the original feature space into a hybrid feature vector.

The hybrid feature vector can be expressed as equation (3).
FHbeid = [FIJFZIFSJ ...,Fn,AS] (3)

Where F}, F,, ..., F, represent the original transaction features and A; denotes the anomaly score
obtained from Isolation Forest. This feature fusion strategy allows the classifier to simultaneously
exploit transaction-specific characteristics and anomaly-based information, thereby improving
discrimination between fraudulent and legitimate transactions.
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3.4 Boosting-Based Fraud Classification

The set of hybrid features is fed into classifiers utilizing boosting. Boosting classifiers are chosen based
on their capability to build nonlinear models and deal with highly dimensional transactional data
efficiently.

Out of all considered classifiers, XGBoost generates an ensemble of decision trees through the
sequential minimization of the error of predictions. The objective function of XGBoost is presented in
equation (4).

n K
Obj = Z (v, 90 + kZ Q(f) @)

Where [(y;,¥;) denotes the loss function measuring prediction error and Q(f}) represents the
regularization term that controls model complexity.

LightGBM uses a leaf-wise tree-growth algorithm which is computationally more efficient and
highly accurate. CatBoost achieves better results for classification tasks using ordered boosting and
handling of categorical values efficiently which can be seen in the case of transactional data. The results
from both classifiers are compared to finding the best one.

3.5 SHAP-Based Explainability

Even though the performance of boosting methods is very good, it may be hard to understand how
decisions are made. To ensure the explainability of the framework that study proposes, SHAP is used as
an explainability layer for this framework. The SHAP value of a feature is given by equation (5).

ISITANI=IS|=D)!
IN !

¢: = [FSU{ED = (] ®)

SCN\{i}

Where S represents a subset of features, N denotes the complete feature set, f(S) is the prediction
obtained from subset S, and ¢; indicates the contribution of feature i to the final prediction.

Explainability module computes global importance rankings of features and explanations for
individual transactions. With the help of SHAP analysis, the impact of the transaction amount, device
information, card features, and anomaly scores on the outcome of fraud prediction can be measured.
This feature is especially useful in the context of financial institutions requiring transparency in decision
making.

3.6 Algorithm of the Proposed Framework

Input: IEEE-CIS Fraud Detection Dataset

Output: Fraud Classification with SHAP Explanations

Step 1: Load and preprocess transactions and identity data.

Step 2: Handle missing values and encode categorical attributes.
Step 3: Normalize numerical features.

Step 4: Train Isolation Forest on preprocessed data.

Step 5: Generate anomaly scores for all transactions.
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Step 6: Append anomaly scores to the original feature set.
Step 7: Train XGBoost, LightGBM, and CatBoost classifiers using hybrid features.
Step 8: Predict fraudulent and legitimate transactions.

Step 9: Evaluate model performance using Accuracy, Precision, Recall, F1-Score, ROC-AUC, and PR-
AUC.

Step 10: Apply SHAP to interpret model predictions.
Step 11: Generate global and local explainability visualizations.
Step 12: Select the best-performing explainable fraud detection model.

The proposed fraud detection system first involves the preprocessing of the IEEE-CIS dataset and
mapping of the transaction data into the normalized feature space. Following this, an isolation forest is
trained to score the anomalies in the transactions. The resulting anomaly scores are integrated with the
original transaction features to create a hybrid dataset. This hybrid dataset is used to train three
supervised classifiers, XGBoost, LightGBM, and CatBoost, to predict fraud and non-frauds. Finally,
explainability analysis using the SHAP method is conducted on the most successful classifier to
determine the most relevant features that contribute to the fraud prediction.

4 Materials and Methods

4.1 Dataset Description

The experiments performed in the current work were based on the IEEE-CIS Fraud Detection dataset, a
freely available benchmark dataset designed for research in financial fraud detection. The dataset
includes anonymous transaction and identity data acquired from real-world e-commerce payment
systems and features an extremely skewed ratio of legitimate to fraudulent transactions. Transaction data
contains various attributes concerning the amount of transaction, transaction payment info, credit card
info, categories of products, and time-based attributes, whereas identity data contains device and user
info. The dependent variable, namely isFraud, determines whether a particular transaction is fraudulent
(1) or not (0). Given the size, high dimensionality, and class imbalance of the IEEE-CIS dataset, it can
serve as a proper benchmark for advanced fraud detection models, as shown in table 1 below.

Table 1: Characteristics of the IEEE-CIS fraud detection dataset

Parameter Description
Dataset Name IEEE-CIS Fraud Detection
Domain Financial Transactions
Target Variable isFraud
Transaction Records 590,540
Identity Records 144,233
Total Features More than 430
Fraud Class 1
Legitimate Class 0
Dataset Nature Highly Imbalanced

4.2 Isolation Forest-Based Anomaly Detection

The isolation forest is applied for detecting suspicious behavior in transactions, not by only depending
on classes. In the isolation forest algorithm, the observations are isolated by recursively partitioning the
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data. Transactions that behave abnormally need fewer partitions to be isolated compared to normally
behaving transactions. Since fraud transactions have a pattern that is different from others, the anomaly
score generated can help in knowing more about the transaction behavior. The anomaly score for any
transaction is given by equation (6).

_E(h(x))
S(X, n) =2 cm (6)

Where E (h(x)) denotes the expected path length of transaction x, c(n) represents the average path
length of a dataset containing nobservations, and s(x, n) is the resulting anomaly score.

4.3 Hybrid Feature Fusion

The isolation forest-derived anomaly scores are used together with the original transaction features to
form a hybrid feature vector representation. This approach enables the classifiers to use both traditional
transaction features and the anomaly scores, improving their performance in identifying frauds. The
hybrid feature vector can be expressed using equation (7), wherein the anomaly score becomes an
additional predictive feature in the model.

Fuypria = [F1, F2, F3, ..., Fy, Ag] (7

Where F;, F,, ..., F,, represent the original transaction attributes and Ag denotes the anomaly score
obtained from Isolation Forest.

4.4 Boosting-Based Fraud Classification

The combination of the feature vectors is used for training three types of boosting classifiers: XGBoost,
LightGBM, and CatBoost, which have proved their effectiveness in fraud detection problems at scale.
The methods are using an ensemble of decision trees to capture nonlinear dependencies between features
and improve accuracy and generalizability of the classification models. Of those methods, XGBoost
uses gradient boosting with regularization to prevent overfitting, and its loss function is given in
equation (8).

n K
Obj = Z I(y:,90) + ;Q(fk) ()

Where [(y;, §;) represents the prediction loss and Q(f;) denotes the regularization component that
controls model complexity.

4.5 SHAP-Based Explainability

To provide for better interpretability and transparency, SHAP (SHapley Additive exPlanations) is
introduced to the developed system as an interpretability mechanism. The SHAP method assigns Shapley
values to each feature as its contribution to a particular prediction of the model. It allows for the global
interpretation of feature contributions within the dataset and for local interpretation of individual
fraudulent transactions. The contribution of feature i is determined according to equation (9).

SI'(IN|—=IS]|-=D!
¢i=z' AN 20! s 0@ = £5)) ©)

[N |!
SSN\{i}
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Where S denotes a subset of features, N represents the complete feature set, f(S) is the prediction
generated from subset S, and ¢; corresponds to the contribution of feature ito the final prediction.

4.6 Experimental Configuration

The proposed method is developed using the programming language Python and is tested on the
IEEE-CIS Fraud Detection Dataset using an 80:20 ratio of training and testing datasets. The Isolation
Forest is used in such a way that it can produce anomaly scores based on transaction abnormality, and
the XGBoost, LightGBM, and CatBoost algorithms are trained using their optimal hyperparameters
found by cross-validation. For measuring the performance of the models, accuracy, precision, recall,
Fl-score, ROC-AUC, and PR-AUC have been considered. To achieving good results, five-fold
cross-validation is utilized to avoid overfitting in models.

S Experimental Setup

5.1 Experimental Environment

The suggested fraud detection approach was programmed in Python and tested on a personal computer
with multiple cores, 16 GB of RAM, and the Windows operating system. The development was based
on the use of machine learning libraries such as Scikit-learn, which is used for data preprocessing, and
Isolation Forest, XGBoost, LightGBM, and CatBoost algorithms for classification along with SHAP.
These libraries were chosen because of their effectiveness in working with large transaction datasets and
explainability requirements in the field of artificial intelligence.

5.2 Dataset Partitioning

The dataset from the IEEE-CIS Fraud Detection has been partitioned into training and testing samples
by applying 80:20 split to have enough data for learning the models and their performance evaluation.
To make the models more robust, the five-fold cross validation technique has been applied in training to
minimize the effects of random splitting.

5.3 Hyperparameter Configuration

Table 2: Hyperparameter settings of the proposed models

Model Parameter Value
Isolation Forest Number of Trees 100
Isolation Forest Max Samples Auto
Isolation Forest Contamination Auto

XGBoost Number of Estimators | 500
XGBoost Learning Rate 0.05
XGBoost Maximum Depth 8
LightGBM Number of Estimators | 500
LightGBM Learning Rate 0.05
LightGBM Number of Leaves 31
CatBoost Iterations 500
CatBoost Learning Rate 0.05
CatBoost Tree Depth 8

The effectiveness of the proposed methodology is based on the correct configuration of the anomaly
detection and classification algorithms. In the case of Isolation Forest, the algorithm was configured in
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such a way that it assigned anomaly scores to each transaction based on the construction of multiple
isolation trees. XGBoost, LightGBM, and CatBoost were used after configuring them using optimized
hyperparameters for an optimal trade-off between accuracy and computation cost. These given models
and the parameter values are presented in table 2.

5.4 Model Training Procedure

The first step in the experimental process is the preprocessing of the IEEE-CIS dataset. Next, the
anomalies scores are created through the application of Isolation Forest algorithm. The anomaly scores
are incorporated into the original transaction features, creating a hybrid feature vector. The created
feature vector is provided separately to the XGBoost, LightGBM, and CatBoost classifiers for fraud
detection. Through training, all models learn the dependency between the features and fraud class.

5.5 Performance Evaluation Metrics

Fraud detection is an extremely unbalanced classification problem, more than one evaluation metric is
used to evaluate the performance of the models. The accuracy of the model shows how accurate the
results obtained by the model are. Precision calculates the percentage of correct fraud identification out
of all predictions made as fraud. Recall indicates how well the model can identify the frauds. F1-Score
is the harmonic meaning of Precision and Recall (in equation 10-13).

2 _ TP+ TN 10

CCUraY = TP Y TN + FP + FN (10)
TP

P ision = ——— 11
recision TP+ FP (11)
Recall = i 12
At = TP YN (12)

2 X Precision X Recall

Fil-Score = (13)

Precision + Recall

Where TP, TN, FP, and FN represent true positives, true negatives, false positives, and false
negatives, respectively.

5.6 ROC-AUC and PR-AUC Analysis

Apart from the traditional methods of classification such as precision, recall, accuracy, and F-score, the
model can be evaluated using two other techniques: Receiver Operating Characteristic Area Under
Curve (ROC-AUC) and Precision-Recall Area Under Curve (PR-AUC). While the former measures how
well the classifier is able to classify between a fraud and a non-fraud case at various thresholds, the latter
technique gives a better idea of how well fraud can be detected from an imbalanced dataset.

5.7 SHAP Explainability Evaluation

To determine the interpretability of the proposed framework, the SHAP tool is used to examine the
boosting algorithm giving the highest performance according to the results of the experiments. The
global explainability is investigated via the feature importance ranking and SHAP summary plots,
determining the most significant fraud indicators for the whole data set. The local explainability is
analyzed with the help of SHAP explanations of the transaction level, demonstrating how particular
features influence the prediction of fraud occurrence. Thus, the proposed analysis allows gaining insight
into the decision-making process of the framework.
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6 Results and Discussion

To test the effectiveness of the hybrid fraud detection model presented, the IEEE CIS Fraud Detection
dataset has been utilized. To conduct comparative analysis, the traditional ML models, individual
boosting classifiers, as well as hybrid models that consider Isolation Forest outlier scores were analyzed
using the following criteria: accuracy, precision, recall, F1-score, ROC-AUC, and PR-AUC.

Table 3: Performance comparison of fraud detection models

Model Ac;‘,}:j‘cy Pr‘(’ﬁ/‘:)“’“ R(‘f,:;“ Fl (f/:;’ ' | ROC-AUC | PR-AUC

Random Forest 95.42 83.61 80.34 81.94 0.931 0.842
XGBoost 97.18 89.74 8726 | 88.48 0.967 0.901
LightGBM 97.42 90.21 88.03 | 89.11 0.971 0.913
CatBoost 97.56 90.87 8854 | 89.69 0.974 0.918
Hybrid IF-XGBoost 98.21 94.12 91.43 | 92.76 0.986 0.951
Hybrid [F-LightGBM | 98.47 94.86 92.15 | 93.49 0.989 0.958
Hybrid IF-CatBoost 98.73 95.61 93.42 | 9450 0.992 0.966

As shown in table 3, all hybrid models outperformed the performance of their individual models. The
use of the anomaly score, which was produced via Isolation Forest, made a huge difference in the fraud
classification process. All in all, out of all models that were evaluated, Hybrid IF-CatBoost provided the
best performance with an accuracy of 98.73%, precision of 95.61%, recall of 93.42%, F1-score of
94.50%, ROC-AUC 0f0.992, and PR-AUC 0f 0.966. These outcomes demonstrate that the combination
of anomaly detection and boosting-based fraud classification improves the performance of the
framework.

The role of anomaly scores, produced by Isolation Forest, in boosting-based fraud classification was
analyzed through comparing the performance of individual boosting models and their hybrid
counterparts. The anomaly scores were used as a new feature for boosting models.

Table 4: Effect of isolation forest anomaly score integration

Model F1-Score Before (%) | F1-Score After (%) | Improvement (%)
XGBoost 88.48 92.76 4.28
LightGBM 89.11 93.49 4.38
CatBoost 89.69 94.50 4.81

It is clear from table 4 that adding anomaly scores has had a positive effect on the results of fraud
detection in each of the boosting algorithms considered. The most substantial gain in performance was
recorded in the case of CatBoost: the value of the F1 score has been enhanced by 4.81 percentage points.

Given that fraud detection is performed on imbalanced datasets, it is necessary to use ROC-AUC and
PR-AUC to measure model performance. The ROC-AUC criterion evaluates the capability of a classifier
to separate fraudulent and legitimate transactions at various classification thresholds, while the PR-AUC
criterion focuses on the quality of fraud detection itself.

In figure 2 is an example of ROC curves produced by all the models being analyzed. In this case, the
hybrid models have a steeper curve and higher area under the curve compared to individual models. The
Hybrid [F-CatBoost has a ROC-AUC of 0.992, which indicates that it can distinguish between fraudulent
and non-fraudulent transactions.
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ROC Curve Comparison of Fraud Detection Models
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Figure 2: ROC curve comparison of fraud detection models
Precision-Recall Curve Comparison of Fraud Detection Models
1.00
0.95 -
0.90 -
0.85 -
c
]
§ 0.80 -
I
0.75
0704 Random Forest
XGBoost
—e— LightGBM
0.65 {- —®— CatBoost
—8— Hybrid IF-XGBoost
—o— Hybrid IF-LightGBM
0.60 Hybrid IF-CatBoost
0.0 0.2 0.4 0.6 0.8 1.0

Recall

Figure 3: Precision-recall curve comparison of fraud detection models

In figure 3 shows the PR curves for the examined models. The hybrid algorithms were characterized
by maintaining better precision rates at different recall rates than the traditional techniques. The
PR-AUC rate of the Hybrid IF-CatBoost model was equal to 0.966, which proves that this technique can
identify minority fraud cases without increasing the number of false positives. The increased rate of
PR-AUC is especially important since precision-recall metrics give a more realistic estimate of
performance in imbalanced fraud detection tasks.
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The comparison of hybrid boosting models in terms of the tradeoff between predictive performance
and computational efficiency is presented in table 5.

Table 5: Comparative analysis of hybrid boosting models

Model Training Time (s) | Accuracy (%) | ROC-AUC
Hybrid IF-XGBoost 315 98.21 0.986
Hybrid IF-LightGBM 248 98.47 0.989
Hybrid IF-CatBoost 287 98.73 0.992

As is seen from table 5, Hybrid [F-LightGBM had the least training time at 248 seconds. In contrast,
the Hybrid [F-CatBoost model had the maximum accuracy and ROC-AUC scores, which means better
predictive power compared to all other models. Hence, it can be concluded that CatBoost can
successfully utilize the extra anomaly information provided by the Isolation Forest and deal with the
complicated interaction of features in the IEEE-CIS dataset.

To explore the interpretability of the introduced model framework, SHAP analysis was done for the
best-performing hybrid IF-CatBoost model. First, global explainability was explored by assessing the
total impact of every feature on fraud detection.

SHAP Global Feature Importance Ranking
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Transaction Time

Card Identifier

Features

Device Type

Transaction Amount
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T T T T
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
Mean Absolute SHAP Value

Figure 4: SHAP global feature importance ranking

The SHAP global feature ranking from the Hybrid IF-CatBoost model is shown in figure 4 below.
Among the factors that significantly affected the classification of fraud were the transaction amount,
transaction time, card features, device features, and the Isolation Forest anomaly score. It is important
to note that the anomaly score was one of the top-ranked features.
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SHAP Summary Plot of Fraud Detection Features
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Figure 5: SHAP summary plot of fraud detection features

In figure 5 shows the SHAP summary plot that visualizes the feature importance for all the
transactions globally. Feature importance related to anomaly scores, unusual transaction amount, and
unusual device patterns tended to positively influence fraud predictions, while the other features lowered
the probability of being classified as fraud. The summary plot shows that the model has learned the
important behavioral patterns related to frauds. Besides global explanations, the SHAP method was
applied for local transaction prediction analysis. Local explanations give information on factors
influencing the classification of the particular transaction.

SHAP Force Plot for a Fraudulent Transaction
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Figure 6: SHAP force plot for a fraudulent transaction

As shown in figure 6, this is the force plot produced using SHAP method on a fraudulent transaction.
This graph helps understand the contributions made by each feature either in favor of fraud or against
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fraud. Positive SHAP value contributes towards fraud, whereas negative SHAP value is a contribution
against fraud.

Table 6: Example SHAP contributions for a fraudulent transaction

Feature SHAP Value
Isolation Forest Score +0.384
Transaction Amount +0.246
Device Type +0.182
Card Identifier +0.117
Email Domain +0.063
Product Category -0.041

In table 6 gives an example of feature contribution obtained by performing SHAP analysis. Isolation
Forest anomaly score gave the highest contribution to the prediction of fraud, followed by transaction
amount and device features. Contribution of these features to the model positively affected the fraud
probability, whereas product category slightly decreased the probability of fraud. These results prove the
possibility of the SHAP technique to provide transparent and transaction-based explanations.

Experimental results clearly show the effectiveness of using the Isolation Forest algorithm combined
with boosting classifiers in detecting fraud in the IEEE-CIS dataset. According to table 3, all hybrid
algorithms demonstrate better performance than corresponding single algorithms based on the metrics
such as accuracy, precision, recall, F1-score, ROC-AUC, and PR-AUC. Use of anomaly scores helped
the classifiers detect abnormal transaction behavior not captured by supervised learning algorithms.
Moreover, according to table 4, anomaly score combination helped improve the F1-score of all boosting
algorithms, proving once again the effectiveness of the combination of unsupervised anomaly detection
with supervised learning. Among all algorithms used in this study, Hybrid IF-CatBoost showed the best
performance, with the accuracy equal to 98.73% and ROC-AUC equal to 0.992.

The analysis of explainability provides additional evidence of the practical relevance of the proposed
framework. From figure 4, figure 5, and figure 6, the isolation forest anomaly score, transaction amount,
device characteristics, and card features play the biggest role in determining the outcome of the model
predictions. The results obtained contribute not only to the increase of transparency but also provide
some useful insights for the fraud analyst and financial organizations. Compared to traditional
black-box fraud detection models, the proposed framework allows achieving good predictive
performance and interpretability at the same time. That is why anomaly-awareness combined with SHAP
explainability ensures the development of a trustworthy fraud detection solution.

Ablation Study

1. Effect of Model Complexity (Linear vs Ensemble Methods)

The use of ensemble models such as Random Forest and Gradient Boosting, and the omission of
other simpler linear models, greatly decreases performance in particular recall and AUC. It is
evident that the nonlinear patterns of fraud are detected using ensembles.

2. Impact of Feature-Rich vs Reduced Feature Sets

When feature engineering or features in a high dimensional transaction are reduced, the
performance of the model will be adversely affected. It is an indication that there are signals that
can be used to predict fraud in the IEEE-CIS dataset.
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3. Role of Class Imbalance Handling Techniques

The absence of imbalance mitigation techniques (for example, class weights or sampling) results
in a steep drop in the fraud detection rate. This demonstrates the necessity to address class
imbalance if one wants to detect fraud cases, despite the same accuracy.

Limitations and Future Work

An important drawback of the above framework is that its effectiveness was measured by a single
benchmark dataset known as the IEEE-CIS Fraud Detection dataset. Although the dataset is commonly
used in various fraud detection studies, the nature of transactions and frauds may differ from one
financial institution and geographical region to another. More validation is needed to assess the
applicability of the framework in other real-world financial settings. Moreover, the Isolation Forest
technique operates on the principle of anomaly detection and may trigger false alarms because of the
unusual nature of normal transactions. Even though SHAP enhances the interpretability of the model,
the computing cost of such an explanation grows with the dataset and complexity of the machine learning
model.

In the future, research in the area could explore expanding the current framework to include the
dynamic and real-time fraud detection scenarios by adding in the concepts of streaming transaction
analysis and online learning algorithms. The use of graph neural networks and transaction network
analysis will be beneficial for the detection of fraud rings and complex fraud relationships that cannot
be detected only based on the table-based feature set. Moreover, the methods of federated learning could
be explored to perform collaborative fraud detection in multiple financial institutions with the
preservation of privacy. More research using various benchmarks and industrial datasets along with
statistical significance tests and deployment-level metrics like inference latency and throughput will give
a thorough understanding of the framework.

7 Conclusion

This paper proposed a hybrid framework for fraud detection using Isolation Forest anomaly detection,
boosting algorithms for classification, and SHAP for model explainability to detect fraudulent financial
transactions using the IEEE-CIS Fraud Detection dataset. This approach aimed to overcome the
limitations of fraud detection methods, which include heavy class imbalance, dynamic nature of fraud,
and lack of interpretability of advanced machine learning models. By adding anomaly scores calculated
using the Isolation Forest algorithm to the original feature space of transactions, this framework
successfully merged the power of unsupervised anomaly detection and supervised classification
approaches.

The experiment proved that anomaly aware learning increases the fraud detection performance
considerably. The use of anomaly scores increased the average F1-score of the boosting classifiers by
about 4.49%, proving the efficiency of the hybrid feature fusion technique proposed. Among all the
classifiers analyzed, Hybrid IF-CatBoost gave the best results with an accuracy of 98.73%, a precision
0f95.61%, a recall 0f 93.42%, an F1-score of 94.50%, an ROC-AUC of 0.992, and a PR-AUC 0f 0.966.
These numbers prove that the anomaly score contains additional useful information that helps the
classifier to classify transactions better. Besides, high values of ROC-AUC and PR-AUC prove high
classification ability on imbalanced data.

Apart from accuracy, explainability using SHAP allowed gaining transparent insights about the
decision process of the developed model. It was found out that the anomaly score of the Isolation Forest
algorithm, transaction size, features related to devices used for payments, and card details were among
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the top contributing features to fraud classification. This feature allows for increasing trust,
responsibility, and regulatory compliance of the proposed method due to the possibility of getting to
know the reasons for raising a fraud alert. In general, the suggested approach allows for providing a
compromise between detection accuracy and explainability. Thus, it can be applied in practice as an
effective fraud detection approach in modern financial environments.
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