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Abstract 

The fast proliferation of intelligent e-learning systems has caused the need for personalized learning 

services, along with security challenges related to data privacy, efficient data transfer, and 

communication problems associated with wireless mobile devices. The conventional methods of 

centralized machine learning are vulnerable to security attacks and are unable to handle the dynamics 

of participant involvement and heterogeneity in educational data. While Federated Learning can 

provide an effective decentralized solution to the problem by allowing the local training process 

without transmitting data, classical federated learning algorithms are also limited by problems of 

communication complexity, unstable convergence, and low personalization capability under  

non-IID learning. Thus, the paper provides an Adaptive Federated Learning Algorithm (AFLA) for 

privacy-aware personalized learning in e-learning systems with dynamically changing sets of users. 

This methodology involves the dynamic selection of the participants by considering their ability to 
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communicate effectively, their computational power, and reliability, thus increasing the scalability 

and convergence of the algorithm. From experimental evaluations, it is evident that the proposed 

AFLA approach performs better than other approaches such as Centralized Deep Learning (CDL), 

Traditional Federated Learning (TFL), Differential Privacy Learning (DPL), and Personalized 

Federated Learning (PFL). For instance, this model achieved an accuracy of 96.2%, a precision of 

95.8%, a recall of 95.1%, an efficiency of communication of 91.6%, and a privacy of 96.8%. 

Moreover, from the analysis performed to study the effects of the individual modules used, it was 

clear that both the client selection and personalization play significant roles in improving the overall 

performance of the proposed method. 

Keywords: Adaptive Federated Learning, Privacy-Preserving E-Learning, Personalized Learning 

Systems, Wireless Mobile Networks, Secure Model Aggregation, Dynamic User Interaction, 

Distributed Machine Learning. 

1 Introduction 

E-learning systems' explosive growth has revolutionized the modern-day educational process due to the 

emergence of flexible, scalable, and personalized education in distributed environments (Dinesh Kumar, 

2024). Modern-day digital learning systems combine intelligent tutors, recommendation systems, virtual 

classrooms, mobile technologies, and cloud-based learning management systems in order to enable 

sustained learner participation (Kirubakaran et al., 2025). The heavy reliance on data-based 

personalization raises many issues related to security and privacy protection, as sensitive information 

about the learner, including behavioral patterns, academic performance, interaction data, and assessment 

information, is continually collected and analyzed. Machine learning techniques employed in traditional 

centralized environments entail massive data transfers from users to centralized servers, thus posing a 

threat of data leaks, identity theft, unauthorized access, and compliance violations. All of these 

challenges are even more critical in wireless/mobile learning systems with a dynamic interaction model 

among various devices and networks (Gahlan & Sethia, 2025). 

Federated Learning (FL), an innovative approach to privacy-preserving distributed learning, is now 

widely adopted to conduct local model training at user endpoints, but sharing only the update of the 

model with a central server. Despite being a privacy-enhancing method, traditional federated learning 

approaches suffer from some critical constraints in real e-learning environments. Factors such as user 

dynamics, differences in learning processes, differences in computational capabilities, communication 

delay issues, and non-IID nature of data have a substantial impact on the performance of personalized 

federated learning. Additionally, standard global models are unable to address individual user 

preferences and personalized educational needs. 

To solve the above-mentioned problems, this study presents an algorithm for adaptive federated 

learning for privacy-preserving personalized learning in e-learning systems with dynamic interactions. 

The solution incorporates adaptive client selection, privacy-oriented model aggregation, and 

personalized model training on each client's machine. The approach takes into account the dynamic 

nature of clients and the distribution of educational data. The experimental results indicate that the 

solution improves the accuracy of personalization, communication efficiency, faster model convergence, 

and provides a higher level of privacy compared to existing federated learning algorithms. 
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Key Contributions 

• Presents a federated learning approach that is designed to provide privacy and personalization in 

dynamic e-learning.  

• Includes adaptive participation and aggregation techniques that accommodate Heterogeneous  

Non-IID data of learners.  

• Enhances personalization effectiveness and minimizes communication costs in wireless mobile 

learning environments.  

• Provides better data privacy and secure distributed model training without transferring personal 

learner data to centralized servers. 

The rest of this paper is organized as follows. Section 2 provides an overview of the literature survey 

on federated learning, adaptive e-learning, and privacy-preserving educational systems. Section 3 

introduces the AFLA framework, which includes architecture description, algorithmic process, and 

mathematical formulation. Section 4 provides experimental results and performance evaluation of the 

AFLA framework. Section 5 concludes the paper and suggests possible future work in intelligent 

privacy-aware e-learning systems. 

2 Literature Survey 

The fast development of intelligent e-learning systems in the application of technologies such as 

Artificial Intelligence (AI), Federated Learning (FL), Internet of Things (IoT), and recommendation 

methods that preserve privacy has been greatly promoted to provide a personalized learning experience. 

Many of the recent research efforts focus on creating adaptive learning systems that can enhance user 

engagement while preserving data privacy in distributed learning systems. 

The previous research presents an approach for recommending courses based on federated learning 

models and graph convolutional networks for IoT-based e-learning systems (Pu & Hua, 2025). It was 

found that learning models based on the decentralized architecture not only provide higher accuracy but 

also increase the privacy of the learners' data (Mishra, 2023). In addition, another research effort suggests 

a federated learning method with hierarchical semantic graph analysis to achieve personalized adaptive 

learning (Sirisha et al., 2025). Semantic relationships are important for personalized learning. 

This study analyzed the cross-domain personalization with federated graph networks through 

incorporating the e-commerce actions into adaptive e-learning paths (Goel, 2025). The findings showed 

that it is possible to design an intelligent recommendation engine using a federated architecture without 

having to collect the data in a central database. This paper further discusses the learning algorithms that 

connect AI with pedagogy, with the learner-centered educational personalization in mind (Endla et al., 

2025). It suggested an advanced privacy-preserving course recommendation framework using the deep 

learning technique in a federated learning environment (Kolli et al., 2025). 

Another study paid attention to the privacy-preserving techniques in e-learning platforms 

(Theerthesha et al., 2025). The current paper provided a thorough analysis of security and privacy issues 

associated with federated recommendation engines, pointing out the major problems as communication 

overhead, model poisoning, and data leakage from users (Javeed et al., 2023). It designed a federated 

learning-based privacy-preserving activity tracker for e-learning platforms and succeeded in classifying 
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the users' activities without any central node (Mistry et al., 2023; Rani et al., 2024). In addition, it 

suggested a privacy-conscious architecture for remote learning systems (Rahman et al., 2026). 

Furthermore, some other research works focused on the incorporation of IoT and mobile learning 

technology into adaptive education systems (Padmavathi et al., 2026). This recent work performed a 

systematic review of AI-based adaptive mobile learning systems and found that the use of personalized 

interactions could increase learning efficacy and learner engagement (Yaghmour et al., 2025). It 

performed an analysis on the ways of using IoT to integrate personalized interactions within online 

learning systems and highlighted the need for intelligent scalability of personalized interactions (Spaho 

et al., 2025). In this paper, an Edge AI-based learning analytics system was introduced for scalable and 

privacy-focused e-learning systems (Nasar et al., 2026). 

Further, some other research works have been done on privacy-preserving techniques in distributed 

learning systems. The introduction of the blockchain federation learning approach was shown to be able 

to provide privacy preservation for IoT applications by increasing security and trust (Qin et al., 2021; 

Suresh Kumar, 2024; Vishnupriya, 2025). A survey was performed on the different methods that could 

preserve privacy in federated recommendation systems, including differential privacy, homomorphic 

encryption, and secure aggregation (Mistry et al., 2025; Asad et al., 2023). 

Despite the remarkable advancements attained by previous works in federated and adaptive                     

e-learning systems, there are some drawbacks that need to be solved. Firstly, most of the existing 

federated learning approaches suffer from performance problems in the presence of dynamic user 

behavior and non-independent identical distribution of education data. Besides, many of the available 

systems concentrate solely on personalization or privacy preservation while ignoring efficient 

communication and adaptive client participation. 

Consequently, a novel Adaptive Federated Learning Algorithm (AFLA) is introduced that utilizes 

adaptive client selection and personalized model optimization to overcome the shortcomings of available 

e-learning systems. 

3 Proposed Adaptive Federated Learning Framework 

The proposed methodology introduces an Adaptive Federated Learning Algorithm (AFLA) that can be 

used to develop personalized learning for e-learning systems with privacy in dynamic interactions. The 

main purpose of this algorithm is to address heterogeneity issues related to diverse learner behavior, 

mobile devices, varying connections, and non-IID education data. As opposed to conventional 

centralized learning techniques, the AFLA allows the learners to train their models on the local machines 

while sending encrypted learning models to the federated aggregation server. 

There are five main parts involved in the overall proposed framework, including learners' devices, 

local training module, adaptive client selection unit, the federated aggregation server, and 

personalization module. The learners' devices interact with the learning platform using mobile phones, 

tablet computers, laptop computers, or wireless devices. Personalized learning data, such as quiz results, 

access patterns, time spent, clickstreams, and assessments, is saved by individual learners on their 

devices. All clients train a personalized learning model locally using their data without sending any raw 

data to the central server. 

The adaptive client selection process chooses clients to participate in the learning process depending 

on factors such as availability of devices, quality of interaction, energy status, computing power, and 

training robustness. Clients involved carry out model optimization and forward the encrypted results to 
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the federated server for further processing. Weighted aggregation techniques are used at the federated 

server to form a global model. The global model then gets back to the clients, where customization is 

carried out to adapt to personal preferences and the behavior of learners. 

Furthermore, this framework uses dynamic interaction processes to handle fluctuating user 

interaction that is common in mobile learning situations. The adaptive aggregation procedure lowers the 

communication costs and improves convergence stability. The proposed method will thus lead to 

effective and efficient privacy-preserving collaboration along with accurate personalization in wireless 

e-learning systems. 

 

Figure 1: Architecture of the proposed adaptive federated learning framework for privacy-preserving 

personalized E-learning 

The architecture of the adaptive federated learning system is presented in figure 1. In this scheme, 

the learner devices train personalized models based on educational interaction data privately. This 

framework is designed such that the federated server selects adaptive clients, does secure aggregation, 

updates global models, and coordinates personalization via wireless/mobile networks for personalized 

e-learning services. 

Algorithm 1: Adaptive Federated Learning Algorithm (AFLA) 
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Output: Personalized global learning model 𝐺 ∗ 

Begin 

1. Initialize global model parameters: 

       𝐺0 = 𝑤1, 𝑤2, 𝑤3, . . . , 𝑤𝑛 

2. For each communication round 𝑡 = 1to 𝑅do 

3.     Perform Adaptive Client Selection: 

           Select clients 𝐶𝑡based on: 

               - Device availability 

               - Network quality 

               - Battery level 

               - Computational capability 

               - Reliability score 

4.     For each selected client 𝑖 ∈ 𝐶𝑡do 

5.         Load local educational dataset 𝐷𝑖 

6.         Train the local model using gradient optimization: 

               𝐿𝑖
(𝑡+1)

= 𝐿𝑖
𝑡 − 𝜂𝛻𝐹𝑖(𝐿𝑖

𝑡) 

7.         Encrypt local model updates: 

               𝐸𝑖 = 𝐸𝑛𝑐𝑟𝑦𝑝𝑡 (𝐿𝑖
(𝑡+1)) 

8.         Send encrypted updates 𝐸𝑖to the federated server 

9.     End For 

10.    Aggregate encrypted client updates using weighted averaging: 

            𝐺(𝑡+1) = 𝛴(|𝐷𝑖|/𝐷𝑡𝑜𝑡𝑎𝑙) × 𝐿𝑖
(𝑡+1)

 

11.    Distribute updated global model 𝐺(𝑡+1)to all clients 

12.    For each participating client i do 

13.        Perform personalized model adaptation: 

                𝑃𝑖 = 𝐺(𝑡+1) + 𝛼𝑖 

14.    End For 

15. End For 

16. Return optimized personalized global model G* 

End 

Algorithm 1 supports privacy-aware personalized learning in federated e-learning frameworks by 

training the machine models using only learner devices without the need to share the underlying 

educational data. Algorithm 1 considers the condition of the device, network quality, and computation 
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capabilities of the participants to optimize the efficiency and stability of communication between learner 

devices. The local model update is performed via encryption and aggregation of the weighted average 

of the global model at the federated server. Personalization of the global model is done individually 

based on the learner's behavior and preferences. 

3.1 Mathematical Description  

Local Learning Objective Function 

The local optimization objective for each learner is shown in equation 1: 

min𝐹𝑖(𝑤) =
1

∣𝐷𝑖∣
∑ 𝑙(𝑤; 𝑥, 𝑦)

(𝑥,𝑦)∈𝐷𝑖
             (1) 

Where, 𝑤= model parameters, 𝑙(𝑤; 𝑥, 𝑦)= loss function, 𝐷𝑖= local learner dataset  

Global Federated Optimization 

The global optimization objective is defined as equation 2: 

𝐹(𝑤) =∑
∣𝐷𝑖∣

𝐷𝑡𝑜𝑡𝑎𝑙

𝑁

𝑖=1
𝐹𝑖(𝑤)                             (2) 

Where 𝑁= total number of participating learners 

4 Results and Discussion 

The suggested Adaptive Federated Learning Algorithm (AFLA) has been simulated to study its 

efficiency for personalized e-learning environments, which involve dynamic interaction among users 

from the point of view of personalization, communication, privacy, and convergence. 

4.1 Software and Implementation Details 

Implementation of the above framework has been done in a distributed federated learning setting using 

Python 3.11 in combination with TensorFlow Federated (TFF), TensorFlow, and Keras to train models. 

Experimentation was carried out in Google Colab and Jupyter notebook settings hosted on Ubuntu 22.04 

machines having Intel Core i7 processors, 16GB RAM, and NVIDIA GPU support. Data pre-processing 

and feature engineering were done using Pandas, NumPy, and scikit-learn libraries. Visualization and 

analysis of results were done using the Matplotlib library. The Personalized E-Learning Interaction 

Dataset was used to carry out experiments consisting of 52,000 records from the interaction history of 

4,500 online learners. The dataset consisted of various educational features like quiz scores, learning 

duration, clickstream interactions, device usage, and forum interactions. In order to simulate realistic 

decentralized learning settings, the data was divided among 50 federated clients in non-IID format. 

Parameters used during experimentation include a learning rate of 0.001, batch size of 64, 100 

communication rounds, 5 local epochs, Adam optimization technique, weighted federated averaging, 

differential privacy techniques, and a dropout rate of 0.3. 

4.2 Performance Evaluation Metrics 

Accuracy: Equation 3 measures the overall correctness of the proposed learning model by evaluating 

correctly classified instances among total predictions. 
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𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
   (3) 

Precision: Equation 4 measures the proportion of correctly predicted positive instances among all 

predicted positive instances. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
              (4) 

Recall: Equation 5 measures the ability of the model to correctly identify actual positive instances 

from the total relevant instances. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                   (5) 

Communication Efficiency: Equation 6 evaluates the effectiveness of data transmission during 

federated learning with respect to bandwidth and communication time. 

𝐶𝐸 =
𝑇𝑑𝑎𝑡𝑎

𝐵𝑊×𝑇𝑐𝑜𝑚𝑚
                   (6) 

Privacy Preservation Rate: Equation 7 measures the capability of the framework to protect sensitive 

learner information from data leakage during distributed training. 

𝑃𝑃𝑅 = 1 −
𝐷𝑙𝑒𝑎𝑘

𝐷𝑡𝑜𝑡𝑎𝑙
                 (7) 

4.3 Performance Comparison 

Table 1: Performance comparison of different learning models 

Method 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

Communication 

Efficiency (%) 

Privacy 

Preservation 

(%) 

Centralized Deep 

Learning (CDL) 
88.4 87.9 86.8 69.5 65.2 

Traditional 

Federated 

Learning (TFL) 

91.3 90.7 89.8 82.6 88.5 

Differential 

Privacy Learning 

(DPL) 

90.6 89.9 89.2 80.3 92.1 

Personalized 

Federated 

Learning (PFL) 

93.4 92.8 92.1 85.7 91.4 

Proposed AFLA 96.2 95.8 95.1 91.6 96.8 

In table 1 shows that the proposed AFLA system performed best using all measures of performance. The 

strategy for client selection helped to increase efficiency in communication, while the use of 

personalization modules increased accuracy and learner adaptation. 

The comparative performance analysis of various learning techniques according to Accuracy, 

Precision, Recall, Communication Efficiency, and Privacy Protection is illustrated in figure 2. In terms 

of performance, the suggested AFLA model surpasses other federated learning models, showing better 

performance based on all evaluation parameters, including accuracy, communication efficiency, and 

privacy protection. 
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Figure 2: Performance trends of different federated learning methods 

4.4 Ablation Study 

An ablation study was conducted to evaluate the contribution of each major module in the proposed 

framework. 

Table 2: Ablation analysis of proposed AFLA 

Configuration Accuracy (%) 
Communication 

Efficiency (%) 

Privacy 

Preservation (%) 

AFLA without Personalization 91.8 89.7 96.2 

AFLA without Adaptive Client 

Selection 
92.5 81.3 96.5 

AFLA without Differential Privacy 95.1 91.2 82.7 

Complete Proposed AFLA 96.2 91.6 96.8 

According to table 2, all modules make important contributions to system performance. Lack of 

personalization makes learning less accurate, whereas lack of client selection makes the communication 

process less efficient. In a similar way, omission of differential privacy limits the privacy-preserving 

capacity of the system. 

4.5 Discussion of Results 

The experimental results confirm the superiority of the proposed AFLA compared to standard federated 

learning models in the context of dynamic wireless learning environments. The use of adaptive client 
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involvement allowed successful federated convergence despite the fact that some clients had intermittent 

connections and varying computing capabilities. 

In addition, the personalization coordinator contributed to better recommendation quality per 

individual learner by updating the global model based on learners’ educational preferences. The 

introduction of the differential privacy technology helped avoid potential data leaks while preserving 

model efficiency. 

Finally, the proposed solution reduced communication overhead, which made it applicable to 

bandwidth-limited mobile learning systems. 

5 Conclusion 

The study introduced an algorithmic solution referred to as the Adaptive Federated Learning Algorithm 

(AFLA) that was designed to enhance the privacy of the learners while providing personalized learning 

for users in a dynamically changing e-learning environment. The algorithmic solution sought to address 

some of the problems faced by traditional federated learning algorithms, such as heterogeneous behavior 

of learners, non-IID educational dataset distribution, high costs of communication, dynamic client 

participation, and privacy threats in wireless mobile learning applications. The experimental validation 

proved that the designed AFLA method was better than current methods such as CDL, TFL, DPL, and 

PFL in various aspects. For example, the designed system had an overall accuracy of 96.2%, which 

performed much better than TFL (91.3%) and PFL (93.4%). Likewise, the model had a precision of 

95.8% and a recall of 95.1%, showing a great predictive power as well as learner-centered adaptation. 

When measuring communication efficiency, AFLA had 91.6%, which was way higher than CDL 

(69.5%) and DPL (80.3%). In addition, the privacy protection rate of AFLA was 96.8%, indicating the 

effectiveness of the differential privacy mechanism. The ablation study confirmed the necessity of each 

module included in the framework designed in this paper. For instance, without adaptive client selection, 

there was a decrease of more than 10% in communication efficiency. Likewise, the omission of 

personalization modules led to a significant decline in learning accuracy. The areas that can be explored 

by future research are the incorporation of blockchain-based secure aggregation, light-weighted edge 

intelligence, federated learning models with explainability, and quantum-proof private methods for 

future smart education systems. Moreover, multimodal learning analytics, along with cross-platform 

adaptation, will enhance the robustness and scalability of intelligent wireless e-learning environments. 
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