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Abstract

Healthcare systems have increasingly relied on intelligent computational tools to manage the rising
complexity of diagnosing human infectious diseases, especially in environments where early clinical
intervention is limited or delayed. Since many infections spread through close physical contact and
exhibit overlapping physiological symptoms, rapid and reliable identification of infected individuals
is essential to prevent transmission, isolate high-risk cases, and protect healthy populations. With
the expansion of internet-enabled health monitoring, smart devices now serve as continuous data
sources, providing real-time physiological indicators that support large-scale diagnostic analytics.
This study proposes a secure machine learning framework to detect human infections using two
curated datasets: the first includes physiological parameters of 941 infected individuals, such as
body temperature, blood oxygen saturation, and respiratory rate, while the second contains similar
records from 940 non-infected individuals who share overlapping symptoms. Multiple classification
models, including K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and Decision
Tree, were trained and evaluated using the KNIME analytics platform. Additionally, Logistic
Regression and Random Forest models were tested to benchmark performance. Although Logistic
Regression and Random Forest achieved the highest accuracy, Random Forest was selected as the
optimal model due to its superior sensitivity score of 0.8275, outperforming SVM and Logistic
Regression. The findings highlight the potential of secure, internet-driven machine learning systems
to enhance early detection of human infections and support real-time clinical decision-making in
distributed healthcare environments.

Keywords: Artificial Intelligence, Machine Learning, Classification, Healthcare Systems, Infection
Prediction, Secure Data Analytics, Feature Selection Algorithms, Internet-driven Clinical Data.

1 Introduction

At the present time, health care is in great need of more effective methods to save people and reduce the
costs paid for obtaining health care services, and early prediction of communicable and infectious
diseases. Whereas, machine learning technologies and artificial intelligence can help health institutions
in predicting patients' cases, based on extensive medical data collected from patient records or from
physiological examinations, as this methodology can help in predicting patients' cases at a low cost and
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in a shorter time compared with traditional methods (Sahu & Kumar, 2024). Machine learning helps in
decision-making in critical medical cases as well as in primary medical care in general. Machine learning
techniques can assist doctors in diagnosing patients, as well as in critical cases in which it is difficult to
predict results and determine the best method of operation (Jin et al., 2024; Tian & Hui, 2024). With the
increasing growth in healthcare applications based on machine learning, we can predict a future in which
the service is provided to patients better (Kaklamanis & Filippakis, 2019). Healthcare includes all the
delicate processes that aid in diagnosing diseases, determining their treatment, and developing
prevention methods. Innovative healthcare systems generate tremendous data that can be utilized, such
as data available in electronic medical records, administrative records, and many results generated
Continuous development in the world of technologies and the emergence of assistive algorithms should
be employed in improving the efficiency of innovative health care systems, increasing their quality and
decreasing their costs.

Recently, interest has increased in remote health care systems through wearable devices, as
information and communication technology is used to transfer, process, store, and send information to
health care platforms (Sio, 2025). Health care systems are one of the most important economic and social
challenges that most countries face. Because of the increasing pressure by the public, as it is expected
that field doctors will not be able to cover this pressure, specifically in abnormal conditions as it is now
under the (Infection) epidemic, where the cost of health care rises, and this negatively affects the quality
of life of people, especially with the increasing growth in population numbers around the world
(Armstrong & Tanaka, 2025). Therefore, artificial intelligence applications are adopted for patient
diagnosis systems.

This research deals with analyzing and classifying medical data of patients with Human infections
and classifying critical cases using machine learning algorithms and artificial intelligence (Ye, 2024).

This research addresses the aforementioned deficiencies in current health care service studies.
These insufficiencies are as follows:

e 1-Big data analysis and classification using machine learning (ML) and artificial intelligence
algorithms are not used with high accuracy and are used by sorting useful information and
predicting the occurrence of disease before it occurs, or classifying critical cases for patients
with Human infections (Infection) and predicting the rate of infection.

o 2-Extraction of features and characteristics between blood oxygenation rate, pulse, body
temperature, age, and gender using machine learning algorithms and artificial intelligence.

The motivation to write this research can be summarized as follows:

(a) Early disease prediction based on machine learning and artificial intelligence algorithms. (b)
Reducing healthcare services costs. (¢) Reducing the hassles of the patient's travel to large cities and
traveling long distances for checking if he is infected or not. (d) Increase patient wellbeing. (e) Relieve
pressure on Hospitals. (f)The possibility of developing the principles of health care more quickly, in
order to enhance medical cooperation and the exchange of specialized information and expertise.

This research proposes the following to solve the insufficiencies mentioned above: giving a brief
description about the analysis and classification of medical data for individuals infected with the Human
infections during the period of infection and how to extract features and characteristics for them, data
concerning uninfected individuals who share many characteristics, features, and symptoms with those
infected with the virus, and the prediction of virus-infected cases and the severity of infection using
machine learning algorithms and artificial intelligence (Sulaiman & Azaman, 2022). In this research, the
researchers will analyze and classify the medical data of patients infected with Human infections during
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their illness and predict critical cases using machine learning and artificial intelligence algorithms
(Sharma & Tang, 2024). The researchers will use several methods to determine the infection in its early
stages, and with this, all of these methods and techniques have a lack of prediction accuracy and high
calculation time for prediction, as in their methods, they need greater efficiency and more effectiveness
in accurate detection in the early stages to improve treatment and recovery. The likelihood of lower
accuracy and higher calculation time is due to the adoption of unrelated features in the dataset, and
improvement in prediction accuracy should use new, more effective methods.

This research is organized as follows: The first section provides an introduction to the research,
covering the importance and the objective of the study. Section two presents the background and
literature review related to machine learning, classification, and healthcare systems. Section three
provides the methodology that was applied by the researchers to find the research results for diagnosing
the disease based on machine learning and artificial intelligence algorithms. While section four will
summarize the research results and contribution with a discussion of the results. Finally, section five
will present the conclusion and the future works.

2 Background and Literature Review

Machine Learning

Machine learning is one of the aspects that are excluded from the scope of artificial intelligence (Al), as
machine learning is made use of through its previous operations that it performs as it gains experience
every time or training it does, where it is developed by feeding the algorithm with data. Without writing
code, the logic is built based on the data provided.

The importance of machine learning is its ability to analyze and simplify big data and facilitate the
work of researchers in their tasks through an automated process.

Most of the time, the traditional machine learning algorithm is intended for data that will be stored
in memory. The vast, complex, and data-intensive fields have become the use of machine learning
techniques, as it is one of the best techniques that works to extract hidden information from the data and
provide possible solutions. Information mining is usually a pragmatic educational approach, and more
successful and robust features of investigating information. From this information, forecasts or assembly
models are made. There are many difficulties with both the advanced preparation of complex
information and the skill of spatial information. The latest advancements in artificial intelligence provide
compelling new criteria for getting the start and finish of Al modeling of complex information.
Predicting an information mining method, as its name suggests, that finds the relationship between the
independent factors and the connection between the dependent and independent factors. The main goal
of machine learning algorithms is to build systems with high predictability, where a set of data for health
monitoring is trained (Cenitta et al., 2025). This is done using machine learning algorithms, where
analysis and classification processes are carried out based on the number of training operations
(Ziegeldorf et al., 2018). There are several classifiers used for such methods, like the KNN classifier, K-
Nearest Neighbors' algorithm (Cunningham & Delany, 2021).

It is an excellent technical scalability based on the order-taking system that is used to arrange things
previously, which falls from the claim of a thing prominently among a predetermined group of groups
or grouping of two claimants. In addition, it uses scientific systems, for example, such as tree selection,
linear programming, and neural network (Sahana Devi & Yendapalli, 2025). Ranking is a procedure of
grouping information into an ideal number of individual categories where we can assign names to each
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category. Medical service identification, letter acknowledgment, penmanship acknowledgment, proof of
biometrics recognition, and report arrangement can be done using Al characterization. There are two
classes of parallel workbooks and multi-class workbooks, arranged as two specific classes or with two
possible outcomes called double classifiers. Order over two unmistakable categories called multi-class
workbooks.

Classification methods: The most common classification methods can be listed as follows: K-Nearest
Neighbor (K-NN), Decision Tree (DT), Support Vector Machine (SVM), Neural Network (NN), and
Bayesian Methods.

K-Nearest Neighbor (K-NN) Classifier: It is a non-parametric and controlled learning technology
where the data is classified into a specific category by the training group. This method relies on making
predictions for a new element (x) by searching the complete training set for the most similar (k) elements
(neighbors) and summarizing the output variables for k cases, as the extracted state depends on the
classification. Its primary purpose is to use a database through which data points are isolated into several
categories to predict the implementation of a new sample point.

Support Vector Machine (Svm)

SVM aims to generate perfectly supporting vectors to classify information. The ideal arrangement
depends to a great extent on the distance between the two hyperplanes that separate the data set. The
SVM represents a discriminant used in classification and regression problems. The main goal of SVM
is to define a high-level interval that increases the gap between different classes of training data (Halim
& Azaman, 2022). The SVM algorithm is effective in the process of classifying various linear and
nonlinear data. SVM classification is one of the most widely used techniques in constructing
classification problems (Shubhangi & Hiremath, 2009). The main goal of the SVM classifier is to reduce
misclassification, as it is used to build models for different applications with high precision.

Decision Tree

The decision tree is one of the most common options in ranking forecasting processes, as it is easy to
understand as well as very powerful as its appearance resembles a tree in terms of structure and contains
nodes and branches (root node, branches and terminal nodes) as these nodes refer to the test, as in our
description we explain whether the user has one of the symptoms or not through those nodes or branches
as they connect us To the result, where the initial diagnosis can be obtained through those peripheral
nodes. The decision tree is essential in the fields of e-health as it contributes to the decision-making
process in addition to obtaining accurate results (Lai et al., 2023). The decision tree works to provide
innovative solutions by matching user data with the symptoms at each level, as he continues to move to
the nodes one after the other until a match is found. The decision tree is considered one of the learning
algorithms, its primary goal is creating a training model in which to be used after predicting the patient’s
condition and obtaining the appropriate diagnosis, as this process is carried out through the system
technology with data and working on training it to teach it the decision rules, where it is called training
data , where accurate medical data are included to ensure correct and appropriate diagnosis (Utukuru et
al., 2023).

(IOT) in Healthcare

Technologies related to the healthcare fields are gaining a wide range of space, and they are constantly
advancing, especially with the emergence of M-health and E-health, in which patients' physiological and
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behavioral functions are monitored continuously by connecting them to sensors (Banumathy et al.,
2023). (WBSN) is one of the well-known technologies that work on monitoring patients, as it represents
a prevalent sensor network in the field of the Internet of Things for e-health or what is known as mobile
health (Alex et al., 2024). There is a good chance of welfare, as there is a good chance of health care
(Yang & Zhu, 2024). The application of IoT and the reliance on machine learning (ML) have a positive
impact on healthcare, as this process is implemented in a comprehensive structure with a high level of
quality, enabling the observers to achieve it in the monitoring platform in a timely manner through
analyzing and classifying data depending on algorithms (Das & Namasudra, 2022). Machine learning
and artificial intelligence are used for early disease prediction as well as critical cases prediction (Sahana
et al., 2025; Chatterjee et al., 2023).

Health Care Systems Previous Studies

The continuous development of machine learning and artificial intelligence algorithms is one of the most
critical aspects that must be applied in healthcare systems (St-Vincent Villeneuve & Plaisent, 2023).
Some researchers suggested developing a classification system characterized by high accuracy through
the use of machine learning categories, as they obtained a performance accuracy in the system of 77%.
They used features of the selection method with the Cleveland dataset in the System development
process. Conducted a study developing a multi-layer diagnostic system (perceptron), (SVM) for HD
class, as they obtained an accuracy rate of 80.41%. A number of researchers have developed a technique
consisting of three stages that works to predict angina with high accuracy, depending on the neural
network technology, and they obtained a high accuracy of 88.89%. Developed a system that supports
integrated medical decisions on the neural network material, fuzzy AHP, to be able to diagnose HD.
Proposed a model for selecting virtual machines in health institutions.

Alexei et al., 2024 worked in their research on using clusters for designing and training Al models,
and then using them for infection validation results. Conducted a study with dataset of 381 Xray images,
that is, a front view of the Xray chest images of 127 Infection, 127 pneumonia and 127 healthy person
The features and characteristics between them were extracted, and then a comparative analysis of the
deep feature in addition to the SVM and the conventional image was made Classification method (LBP
+ SVM, HOG + SVM, GLCM + SVM) is implemented. They used a machine learning model, which
was trained, validated, and externally tested for early identification of Patients who die or require
mechanical ventilation during hospitalization. A development group of 918 patients with infectious
viruses was selected. It was used for training and internal verification, and 352 patients from another
hospital were used for external testing. Model performance was evaluated by area calculation under the
receiver operating characteristic curve, sensitivity, and specificity. (Diaz et al., 2024) Recommended a
combination of machine Learning and delicate processing models for pandemic sickness forecast by
distributing two models. Proposed a framework that utilizes cell phones to find people. Conduct that
incorporates wellbeing-related exercises like wellness and exercise—rest action. The proposed model
takes contributions from the sensors integrated with the Arduino GNO to take care of PC frameworks.
By applying a numerical model and computerized reasoning innovation, Human infections are being
characterized and anticipated for additional treatment. Recently, the demand for the development of
telehealth systems has become of great importance to improve the quality of health care provided to
people suffering from chronic diseases.
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Machine Learning Prediction System: Previous Studies

In the previous studies of ML, the researchers proposed a methodology using the Internet of Things to
predict the state of a person, whether he is in tense or not, by calculating his heart rate (Li et al., 2021 ;
Khateeb & Usman, 2017; Liang et al., 2024) proposed a framework for remote health monitoring in
which an intelligent health monitoring system is designed to predict and detect Parkinson's disease by
speech recognition algorithms. An intelligent system consisting of three layers that stores large amounts
of data has been proposed to predict early heart disease (Koike et al., 2023; Sahana et al., 2025) proposed
an intelligent modern system called "neural fuzzy temporal intelligence" that works on medical
diagnosis. The system relies mainly on the use of vague rules that can classify and predict various fatal
diseases. Table 1 shows many innovative health monitoring systems that predict diseases based on ML,
with their strengths and weaknesses.

Table 1: ML-based prediction systems for smart healthcare (Li et al., 2021)

Description Features Type Strengths Weaknesses
Remote monitoring Interoperabilit
system for Detection of fatal Prediction ,Low-cost, secured . p Y
. . . With the web, low
cardiovascular diseases System quick, easy-to-use
o memory
activities
Low-cost heart Cardlovas.cukir Prediction o . .
monitoring svstem stress prediction System Utility, Accuracy Efficiency, Privacy
8y using SVM y
Smart te.lehealth system . Prediction ,Lightweight ,Security
using speech Parkinson . .
. System Energy-efficient Effectiveness
.recognition
ROC-based 3-tier prediction Prediction ,Scalable Eneray-efficienc
model for the heart Cardiovascular availability, high ’ 124 Y
. System Accuracy
diseases throughput
,Response-time
IBM-based MAPE-K for . Prediction ,Bandwidth
. . Arrhythmia ,Accuracy
disease detection System Memory
,utilization
Fuzzy-el.nable(.i Intell.lgent Prediction .
medical diagnosis Nervous system System Efficient Accuracy
system Y

3 Research Methodology

There is a transparent methodology that this research will follow, having outlined clear steps that need
to be followed to achieve the aim of the study. Then comes the steps of the research, which include
collecting the data into a dataset, data preprocessing, and normalization, training the classifier, feature
training through iterations, training completion, training the model through a series of methods, and
evaluation. One of the criteria was the standardization of all the continuous physiological variables to
ensure consistency, and this was done through the formula shown in Equation (1):

from _ fi— b (1)
Of;
Where the terms of means and standard deviations of a statistical feature of f;, where i, is the mean
and oy, is the standard deviation. This normalization means that all the variables have the same units,

which allows each of the variables to have a different relevance to each of the machine learning systems.
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3.1 Requirement and Design

The design of the model needs to contain all the functional and non-functional requirements. From a
functional perspective, the model selects the most relevant features for the system to extract a feature
set by means of a methodology of selection through iterative algorithms. These algorithms assess the
features by means of weighting algorithms as shown in Equation (2):

W(f) = aC(fiy) + BV(f) — YR(fi) 2)

Where C(f;,y) is the constant of features, V(f;) is the variance of the feature, and R(f;) is the
regrouping of the other algorithms.

This allows for features that have an ineffective contribution to be omitted. After extracting the
features, we trained eight different machine learning algorithms on the same 4000 positive sample vs
4000 negative sample dataset: Naive Bayes, MLP, SVM, KNN, Decision Tree, Logistic Regression, and
Random Forest. The dataset was obtained from: https://github.com/mdcollab/covidclinicaldata.

A few models required formal optimization. For example, in the case of Logistic Regression, the

infection probability was modeled as Equation (3):
1 3)
PO=11%) = ——Gsm

Moreover, in the case of the Support Vector Machine, was trying to find the maximum-margin
hyperplane by Equation (4):

1 24 C N @
minz W +C ) &
i=1
subject to the constraints in Equation (5)

yi(WTXi‘l‘b) = 1_€i'€i >0 (5)

In case of nonlinear separability, the RBF kernel in Equation (6) was used:
K(x;,x;) = exp (=y|lx; — x;1*) (6)

was used.

Of all the classifiers, Logistic Regression, SVM, and Random Forest were the top 3 as they were able
to reach approximately 83 % accuracy. Some non-functional requirements consisted of privacy
preservation, usability, and scalability in real-life healthcare systems. In order to keep reproducibility,
all workflows were done on the KNIME analytics platform, where different standard preprocessing,
feature selection, and evaluation modules were used.

3.2 System Workflow

Figure 1 depicts the overall system workflow. The process starts with dataset acquisition, then removing
incomplete records, and transforming categorical attributes to numerical. Numerical features are then Z-
score normalized (Equation 1). After preprocessing, the iterative feature selection technique is used to
determine the most relevant physiological features to keep (e.g., temp, oxygen saturation, respiratory
rate, systolic—diastolic pressure, age, pulse rate, and the presence of wheezes, rhonchi, or labored
breathing).
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Dataset gathering and feature extraction Classifier training and testing phase

Infection patient’s dataset —pl  Split the features into80% training dataset and a 20%

testing dataset.

4

Extract the patient's vital signs, EPI factors, and
symptoms from the dataset.

Train (ANN, KNN, SVM, decision tree, logistic
regression, random forest) classifier using the training

"

Filter the extracted dataset by removing records with
empty fields ‘

.

Test the classifier accuracy using the testing dataset

Map any string values in the filtered dataset to integers
or double values

n

Normalize the dataset using Z-score normalization.

"

Apply the iterative feature selection method to find the
best attributes (features)

A

Filter the dataset for 4000 positive test cases and 4000
negative test cases

Figure 1: Research diagram

The ordered characteristics turn into inputs for the supervised classifiers, and the workflow ends at
model scoring, assessment of discriminative ability, and selection of the best classifier. This structured
approach gives reliability, consistency, and the ability to predict the infection with different models
correctly.

3.3 Data Classification Methodology

The machine learning classification step first delimits the infected from the non-infected records.
KNIME was chosen for the job as it is able to preprocess the data, perform feature engineering, train
different models, and assess the models in batches. After data normalization, the data was split into a
train set (80%) and a test set (20%). For each of the supervised classifiers, the same feature set was used,
and the results for each of the classifiers that were computed were accuracy, precision, recall (or actual
positive rate), and the chosen metrics, which were sensitivity and specificity. Sensitivity, defined in
Equation (7):

TP (7)
TP+ FN

Was the true positive critical metric for the study since false negatives could result in high clinical
risks? Because of the ensemble technique, which generates lower variance and higher stability, the
Random Forest was the best model Winner of the inter-model race. The Random Forest prediction rule
is given in Equation (8):

Sensitivity =

729



Secure Machine Learning Frameworks for Predicting Human
Infections from Internet-Driven Health Data

y = mode(hy (x), hy (X)), .., hy (%))

Where each h,x represents the prediction of the t*

3.4 Algorithmic Framework

decision tree.

Rawan Nassri Abulail et al.

®)

The Human Infections Prediction System combines three computer systems to transform data: iterative
feature selection, secure preprocessing, and ensemble-based supervised learning. From modified raw
physiology measurements, data are converted into accurate predictions of certain types of infections.
This integrated system offers a certain, fully retraceable work process validated on 8,000 labeled clinical
samples, providing reproducibility and model transparency. As requested, editable versions of the
algorithms are provided, and the peer-reviewed methodology explains the algorithms' contributions to

feature selection, data normalization, and classifier creation.

Algorithm 1: Iterative Feature Selection

Algorithm 1: Iterative Feature Selection
Input: Dataset D with features F'= {fi, f>, ..., fa}
Output: Optimal feature subset F*
1. Initialize F* «— F
2. Repeat
3. For each feature fi € F* do
Compute correlation score C(f;, target)

Compute variance score V(f;)

4

5

6. Compute redundancy score R(fi, F* \ f)

7 Compute importance weight W(f)=a-C+ -V —yR
8 End for

9.  Rank all fi based on W(f))

10. Remove the lowest-ranked feature from F*

11. Until removal leads to a decrease in model accuracy

12. Return final feature subset F'*

Algorithm 2: Random Forest—Based Infection Classification

Algorithm 2: Random Forest Classification

Input: Training dataset Dtrain, Testing dataset Dtest
Output: Predicted class labels Y for Dtest

1. Initialize forest ' = @

2.Fort=1to T'do

3. Draw a bootstrap sample D, from Dtrain

4.  Select a random subset of features F; C F
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5. Grow decision tree 7; using D; and F;

6. Add T, to forest F

7. End for

8. For each sample x € Dy do

9.  Collect predictions: P «— {Ti(x), T»(x), ..., Tr(x)}
10.  Assign Y(x) = majority vote(P)

11. End for

12. Return ¥

Algorithm 3: Preprocessing and Data Normalization Pipeline

Algorithm 3: Data Preprocessing Pipeline

Input: Raw dataset D

Output: Clean and normalized dataset D*

1. Remove incomplete or inconsistent records

2. Convert categorical attributes into numerical codes
3. Map string fields to integer representations

4. Apply Z-score normalization:

5. For each feature f::

f,-—uf.
fnorm _
6. l - U—l
fi

7. Balance dataset: 4000 positive + 4000 negative samples
8. Randomly shuffle the dataset

9. Split into training (80%) and testing (20%) partitions
10. Return D*

This preprocessing step helps to maintain consistent scaling and avoid bias in the data for future
learning—features selected for illustration in Figure 2, Random Forest feature-importance distribution.

0.20

0.15

Importance Score
o
=
o

0.00

~ v e ™ “ © A >

S
& S
<« <«

<
Qofé“

<
((ofé“

<@
Q‘bf&“

<@
Q‘bf&“

<@
Qoé'

<¢
Qeé'

Figure 2: Feature importance ranking (random forest infection classifier)
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This figure clearly represents the importance of each attribute selected in the physiological variables
in the prediction of the infection. The attributes specified for each of the physiological variables are
relevant and strong, which is also an additional point for the method to be justified.

4 Results and Discussion

Dataset: The dataset used in this research represents the information about patients who are infected
with INFECTION and those who are not. Depending on this information, the machine learning can be
trained to recognize patients infected with INFECTION.

Table 2: Positive dataset sample

ID | Age | Temperature | Pulse | Sys | Dia | rr | sats Labored- rhonchi | Wheezes COVID-19 test
respiration results
2 33 372 92 105 | 74 | 12 | 98 FALSE FALSE | FALSE Positive
3 32 36.65 98 135 78 | 16 | 99 FALSE Positive
4 | 31 37.5 104 | 148 | 95 | 16 | 96 FALSE Positive
5 25 36.9 81 127 | 88 | 16 | 98 FALSE FALSE | FALSE Positive
6 12 37.1 102 | 125 | 78 | 20 | 100 FALSE FALSE | FALSE Positive
7 | 33 36.9 97 122 | 83 | 16 | 99 FALSE FALSE | FALSE Positive
8 | 28 37.1 79 121 | 73 | 16 | 98 FALSE Positive
9 | 54 372 71 175 | 101 | 12 | 98 FALSE Positive
10 | 57 37 96 128 | 85 | 16 | 100 FALSE Positive
11| 69 37.15 88 129 | 82 | 17| 99 FALSE Positive
12 | 23 36.5 71 110 | 67 | 16 | 99 FALSE TRUE Positive
13 | 41 36.95 76 131 | 86 | 12| 98 FALSE FALSE | FALSE Positive
14 | 29 37.25 55 137 | 87 | 12| 98 FALSE FALSE | FALSE Positive
15| 10 36.9 74 117 | 78 | 12 | 100 FALSE FALSE | FALSE Positive
16 | 24 373 94 138 | 83 | 14 | 98 Positive
17 | 62 36.6 78 134 | 85 | 16 | 98 FALSE FALSE | FALSE Positive
18 | 61 36.6 70 100 | 63 | 17 | 96 FALSE TRUE Positive
19 | 36 36.65 70 106 | 69 | 16 | 97 FALSE TRUE Positive
Table 3: Negative dataset sample
ID | Age | Temperature | Pulse | Sys | Dia | 1r | sats Labored- rhonchi | Wheezes COVID-19 test
respiration results
12 | 57 374 97 116 | 73 | 12| 95 FALSE FALSE | FALSE Negative
13| 70 37.3 95 144 | 80 | 16 | 96 FALSE FALSE | FALSE Negative
14 | 33 37.25 79 101 | 69 | 12| 98 Negative
15 ] 51 36.8 86 86 | 55 | 16| 97 FALSE FALSE | FALSE Negative
16 | 30 36.85 80 133 1 79 | 16| 98 FALSE FALSE | FALSE Negative
17 | 47 37.25 92 133 | 76 | 16 | 98 FALSE FALSE | FALSE Negative
18 | 41 36.65 80 132 | 90 | 14| 97 FALSE FALSE | FALSE Negative
19 | 53 36.95 86 123 | 85 | 17| 98 FALSE FALSE | FALSE Negative
20 | 40 36.9 71 143 | 91 | 16| 98 FALSE Negative
21| 23 37.1 88 123 | 75 [ 17 ] 99 FALSE FALSE | FALSE Negative
22 | 57 36.9 92 1351 83 | 17| 96 FALSE FALSE | FALSE Negative
23 | S8 37.1 89 121 | 83 | 16 | 99 FALSE Negative
24 | 48 36.85 92 137 | 81 | 16| 97 FALSE FALSE | FALSE Negative
25| 39 36.75 63 110 | 67 | 16| 97 FALSE Negative
26 | 27 37.25 90 125 1 76 | 16 | 98 FALSE FALSE | FALSE Negative
27 | 51 374 97 120 | 77 | 17 | 98 FALSE FALSE | FALSE Negative
28 | 24 36.7 84 122 | 80 | 14| 97 FALSE Negative
29 | 25 36.95 82 109 | 77 | 17| 98 FALSE FALSE | FALSE Negative
30 | 75 37 66 114 ] 72 | 14| 97 FALSE FALSE | FALSE Negative
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The dataset was taken from “https://github.com/mdcollab/covidclinicaldata". The dataset used from
this repository was used in the experiments conducted in this research, but after filtering process as
shown in Table (2 & 3) and after the filtering process. Figure 3 shows the original dataset represented
in the repository.

The dataset, which was used, contains the following features: 1D, Age, Temperature, Pulse, Sys
(systolic), Dia (diastolic), tr (respiratory rate), Sats (Oxygen saturation), Laboured respiration, Rhonchi,
Wheezes, and Infection test results.

batch_date

[ —— s Test Results
swab type BN Epi Factors
covidld_test_results [ comorbidities
age - Vitals
gh_risk_exposure_occupation [ Symptoms
high_risk_interactions mmm Radiological Findimgs
diaberes  Other
chd
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Figure 3: The original dataset

Tables (2 & 3) provide positive and negative samples of data for the patients, which were used to
train the machine learning over these features. As shown in Table 2, the sample provides many features
and symptoms like age, body temperature, and many other medical information related to the patient
that are important to predict the patient's states after the training process, as presented in Table 2. The
archive is held as CSV files and adheres to the De-Identification Standard of the HIPAA Privacy Rule.
Furthermore, to maintain a patient's privacy, their recorded age varies from their real age by a fair,
randomized number. Clinical features, as well as radiological and experimental observations, are
included in the data (epidemiologic causes, comorbidities, vitals, clinician-assessed symptoms, patient-
reported symptoms). Treatment schedules, symptoms, and health results, which are obtained at inpatient
hospitals, are not included. The data dictionary contains information on each area. Positive and negative
test findings for symptomatic and asymptomatic patients are included in the data. Results for those with
severe symptoms are not included in the data. These patients are referred to the emergency room. It is
worth noting that data collection is clinically focused rather than systemic. Overall favorable rates are
only representative of the Carbon Health patient population and cannot be applied to the unobserved
population.
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Training and Testing Phase

In this section, the KNIME tool is used to train the machine learning algorithms and to compare them to
get the algorithm that best fits the dataset, which obtains the best accuracy results. The dataset was split
into a training dataset and a testing dataset. The process of breaking the dataset can overcome the
problem of overfitting that may occur in machine learning models. To avoid the overfitting problem, the
dataset was divided into different ratios to test which ratio yields the best results. Table 4 shows the
candidate splitting ratios:

Table 4: Accuracy over data split ratio

Dataset split ratio Accuracy
Training dataset | Testing dataset | Accuracy
40% 60% 80%
50% 50% 80.3%
60% 40% 80.7%
70% 30% 81.5%
80% 20% 82.24%
90% 10% 83%

As shown in Table 3, the datasets were split into different ratios, and each ratio obtained a different
accuracy. After testing the best ratios according to their accuracy, 80-20% and 90-10% were the best,
with 82.24% and 83% accuracy, respectively. However, to avoid the overfitting problem, the 80-20%
ratio was chosen.
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Figure 4: KNIME tool training

Node 27

Node 28

As shown in Figure 4, CSV as an object reader was used to import the feature data, then the data set
outliers were removed using Z-score to increase the accuracy of the results after applying machine
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learning algorithms by making the dataset smoother before applying to the phases of learning and testing.
The suitable partitioning ratio for objects was selected as 80% to 20% to split the dataset. This ratio was
chosen to avoid the overfitting problem, followed by the step of providing the learner object in each
classification method with the training data records. After that, the generated classification model must
be evaluated using the prediction model to test the test dataset. The final step is calculating the results
obtained by applying the scorer object, and then the confusion matrix will be used to calculate testing
metrics.

Table 5: Results of machine learning algorithms over the extracted features

Recall | Precision | Sensitivity | Accuracy

Naive Bayes 0.809 0.809 0.809 0.809
MLP 0.8035 0.804 0.8035 0.803
SVM 0.8245 | 0.8245 0.8245 0.824
KNN 0.766 0.767 0.766 0.766

Decision Tree 0.808 0.81 0.808 0.809

Logistic Regression | 0.8245 | 0.8245 0.8245 0.824
Random forest 0.8275 | 0.8245 0.8275 0.824

Machine learning results
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0.82
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0.8
0.79
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Figure 5: Machine learning results

The confusion metrics and their results are presented in Table5 and as a visual graph in Figure 5. The
features in the dataset were filtered using the feature selection algorithm to filter out the variables with
the lowest accuracy that will affect the overall accuracy of the model. As shown in Figure 5, the KNN
got the lowest accuracy results compared to the other algorithms in the KNIME tool, as it achieved
76.6%. SVM, logistic regression, and Random forest got the highest and the same accuracy compared
to the algorithms used in the KNIME tool, as each one of them achieved 82.4% accuracy results. Even
though the accuracies are the same, the random forest has been chosen because the random forest
achieves the best sensitivity among SVM and Logistic Regression, as the Random Forest achieved a
0.8275 sensitivity rate.

The ROC curve was computed for the Random Forest model for further verification of the classifier's
reliability. The Receiver Operating Characteristic curve indicates the trade-offs between the true-
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positive and false-positive rates at different decision levels. The AUC (Area Under the Curve) measures
the range of discrimination ability, as shown in Equation (9):

1
AUC = f TPR(FPR)d(FPR) ®)
0

True Positive Rate

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 6: ROC curve for random forest infection classifier

Figure 6 clearly shows that the classifier is very good at predicting the true-positive infection rate
and false-positive rate. The classifier is able to separate infected samples from non-infected samples
accurately. The fact that the curve is mainly in the top left of the area indicates that the classifier is very
sensitive to detecting infections and does not produce false positives at all. These, along with the
embedded matrices, AUC, feature importance, and the confusion matrices, all point to Random Forest
being the best candidate for the Human Infections Prediction System.

ROC Curve

The receiver operational characteristic curve is used as a graphical representation of binary classifier
prediction systems that illustrate the relationship between false positives and true positives rates at
different values of threshold. Memory, sensitivity, or detection probability are the factors affecting true
positives (Su et al., 2015).
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Figure 7: ROC curve

Figure 7 shows that there is a gap between false positives and true positives, with small and even
large numbers of the obtained classified results
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5 Conclusion

In this research, the researchers proposed a method for microscopic diagnosis of INFECTION cases
based on vital signs checks. Two sets of data were selected, one for patients infected with Human
infections and the other for regular patients with standard features and characteristics, where those
features and characteristics were chosen in the classification of patients as infected or not using machine
learning and artificial intelligence classifiers. The KNIME tool was used to train and test various
algorithms, such as KNN, SVM, and Decision Tree. Two sets of data were used; the first group is for
people infected with the infection, and the second group is for people without the infection. This data
was used in the training and testing process to predict the patient's condition later. The privacy aspect is
considered one of the most important factors of concern to the patient and healthcare institutions, as
patient medical data has been archived as (CSV) files and adheres to the definition standard of the
HIPAA privacy rule. The data was divided into groups to reduce over-processing and the use of more
than one algorithm to obtain the highest accuracy and best sensitivity. This system was built to predict
infections using machine learning algorithms and artificial intelligence. Nine hundred forty records of
infected patients and 941 records of uninfected patients were used to classify the patients into two
groups, then a number of machine learning classifier algorithms were applied to those patients’ records
for the training process to predict the virus infection depending on the patients' vital signs.
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