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Abstract

The growth of Internet of Things (10T) devices in the areas of ubiquitous applications has caused a
multiplied and diverse data explosion, becoming massive and time-sensitive. Conventional
centralized cloud computing models, although providing immense storage capacity and computing
capabilities, are becoming inadequate in latency-sensitive application processing because of the
lengthy distance of communication, which causes a large latency and congestion in networks. This
gap is especially troublesome to real-time applications, including autonomous vehicles and e-
healthcare systems, where real-time decision making is of utmost importance to prevent failure of
critical proportions. One of the possible solutions to these challenges is to introduce Fog Computing
as an important paradigm, which can take the functions of cloud even to the edge of the network
and, thus, to serve as an essential mediator between the loT-based devices and the distant cloud. The
paper investigates the system and effectiveness of Fog Computing Architectures that particularly
accommodate Real-Time Data Processing and implementation of Edge Intelligence. On-the-fly data
processing and analysis at the network edge is made possible by fog nodes, which are distributed
geographically with a localized computation and storage capability. This has a substantial effect on
network usage and latency, decreasing availability and response time respectively since an entirely
cloud-based model would not provide those. Moreover, the use of the latest technologies, such as
Artificial Intelligence and Machine Learning, to be integrated into the fog nodes enables the
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complex, distributed data analytics and smart decisions to be made at the point of data creation. We
mention the architectural models and their intrinsic nature like mobility support, geo-distribution
and location awareness which are essential to dynamic ubiquitous environments. Finally, the paper
addresses the open research issues such as security, privacy, and efficient use of resources, that
should be addressed to unlock the full potential of the concept of the use of the fog computing in the
industrial and smart city applications.

Keywords: Fog Computing, Internet of Things (IoT), Edge Computing, Real-Time Processing,
Edge Intelligence, Data Analytics, Latency.

1 Introduction

The fast growth of the Internet of Things (lIoT) is altering the manner in which digital systems
communicate with the physical one, producing huge volumes of data through linked sensors, smart
gadgets, and actuators. Such expansion drives use in such domains as smart cities, industrial automation,
healthcare, and self-driving transportation, all of which need rapid processing and analytics of data
(Gunalan et al., 2023). Nonetheless, conventional centralized Cloud Computing cannot deal with high-
latency problems with large-scale 10T data, which provokes the question of bandwidth, data sovereignty,
and response time (Liu et al., 2022). This has prompted the emergence of Fog Computing (also known
as Edge Computing) that brings cloud resources nearer to data sources to eliminate or reduce latency by
executing time-sensitive computations on-the-edge with fog nodes (i.e. routers, gateways) (Hazra et al.,
2023; Gupta et al., 2021). This hierarchical and decentralized model enhances Quality of Service (QoS)
of real time applications and manages resource demanding tasks at the edge and transmits only
aggregated information to the cloud (Naveen et al., 2021). The shift to the infrastructure based on mists
also presents the problem of balancing the real-time performance, diversity of resources and scalability
(Moti Ranjan Tandi & Sathish Kumar, 2025). The fog architectures have to satisfy the requirements of
low-latency, the effective implementation of AI/ML models on various nodes, and the heterogeneity of
the fog environments (Apat et al., 2023). This is necessitated by an effective allocation of tasks, effective
management of resources and a smooth running at both the mobile and fixed nodes. The purpose of this
paper is to discuss and offer solutions to these issues through the analysis and examination of existing
and emerging architecture of mogs, especially to support low-latency real-time processing (Lei et al.,
2022). It shall also examine how Edge Intelligence (distributed learning algorithms, task offloading) can
be integrated into fog environments, how it can be evaluated in terms of performance trade-offs of
latency, energy consumption, and scalability, and what gaps are still present in the research literature,
especially in terms of security and privacy, as well as future research directions towards creating robust
fog systems (Chen et al., 2022; Kim et al., 2023; Metahun Lemeon & Jinfe Regash, 2025; Mohanarajesh,
2024).

Key Contributions

e Taxonomy of Fog Architectures: This paper presents a new taxonomy of fog architectures, which
classifies fog architectures by functional layers, deployment models (i.e. centralized vs. distributed
control), and optimization objectives (i.e. latency, energy).

e Edge Intelligence Framework: A unified system to build machine learning models at the fog layer,
including both model compression methods and lightweight execution and federated learning to
devices with limited resources.
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e Performance Benchmarking Analysis: A comparative study of data processing performance and
latency performance between pure-cloud, two-tier (cloud-fog) and three-tier (cloud-fog-edge)
systems when subjected to simulated ubiquitous application workloads.

e Security and Privacy Analysis: A critical study of how security and privacy issues are encountered
in decentralized fog system, and the possible countermeasures such as lightweight encryption and
secure data aggregation.

The remainder of the paper has the following structure: Section 2 conducts the Literature Review,
which provides an overview of current literature on the topic of fog computing architecture, real-time
data processing methods, integration of machine learning at the network edge. Section 3 addresses the
proposed Methodology, the exact architectural model to be examined, the set-up of the simulation
environment, the metrics to be assessed and the manner of how to do the experiment to benchmark
performance. Section 4 gives Results and Discussion, which gives the experimental conclusions on the
latency, resource usage, and scalability showing the analysis of the experimental results and comparing
them to the traditional cloud-only models. Section 5 will conclude the paper summarizing the findings
of the paper, restatement of the key conclusions and Future Research Directions that are promising in
the area of fog computing and edge intelligence.

2 Literature Survey

The emergence of the Internet of Things (1oT) has pushed the centralized approach towards cloud
computing to the decentralized Fog Computing, which overcomes some of the critical issues of latency,
bandwidth usage, and responsiveness in real-time. Fog computing brings cloud services nearer to the
end-users and data sources offering quality services, low latency, mobility, and multi-tenancy (Rezvani
et al., 2025). Compared to older paradigms, such as Mobile Cloud Computing (MCC) and Mobile Edge
Computing (MEC) (Yemunarane et al., 2024), Fog Computing has a more distributed layer, which is
better adapted to the dynamic environment because of the geographical distribution of it, its mobility
support, and its location awareness (Farajizadeh & NematBakhsh, 2015; Van Huynh et al., 2022). The
allocation of resources effectively in a fog environment is still an issue, considering that it is a
heterogeneous environment (Qin et al., 2025). The optimization methods, such as Stackelberg game
theory and matching algorithms, have been studied by researchers as a means of controlling resource
sharing and task offloading. Utility-aware resource allocation and the dynamic load balancing can be
important to the maximum effect of the fog nodes, in mobile contexts such as the multi-UAV-aided
MEC systems (Matsuura et al., 2023).

Time-sensitive applications that require immediate data processing, like real-time healthcare
provision, Augmented Reality (AR), and vehicular networks, are those applications that require fog
computing (Chen et al., 2024). It supports localized processing of such applications with low latency to
provide efficient response. Another important trend is the integration of Artificial Intelligence (Al) and
Machine Learning (ML) at the fog layer and allows Edge Intelligence. Such techniques as Federated
Learning and Deep Reinforcement Learning (DRL) are employed to make systems more efficient,
optimize the distribution of resources, and optimize the decision-making procedures (Hafeez et al., 2021;
Ramakrishnan et al., 2025; Mishchuk et al., 2024). Nevertheless, the decentralization of the use of fog
computing creates problems, especially in cybersecurity and privacy. The increased attack environment
demands slim and resource-saving security controls. Service and data management on multi-tier
architectures is another problem of operation (Reddy & Nalla, 2024).
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3 Methodology

This part describes how analysis and evaluation of the performance of the suggested fog computing
architecture will be conducted. The strategy is to create Intelligent Task Offloading (ITO) mechanism
and performance comparison with the traditional cloud-only and fixed-offloading fog models on the
basis of the main metrics including latency, energy consumption, and resource utilization. The paper
employs a simulation environment to reflect the complexity and heterogeneity of the real-world setting
of ubiquitous application.

System Architecture and Modeling

The analysis is prerequisite on a three-tier Fog Computing model that is critical in the aspect of reflecting
complexity of real-time ubiquitous applications.
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Figure 1: Three-tier fog computing architecture

Figure 1 illustrates the general system architecture in three separate layers, namely the Device Layer
(Edge), the Fog Layer, and the Cloud Layer. It also demonstrates the hierarchical connection in which
data and activities are initiated in the edge devices, which are then processed or routed by the Fog Nodes
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and may be finally forwarded to the remote Cloud Server. The diagram puts emphasis on the closeness
of the Fog Layer to the devices and this is the core element towards low latency.

Three levels make up the architecture:

Device Layer (Edge): [oT devices (sensors, cameras, mobile devices) that create computational tasks
(1) and demand a response in real-time belong to the Layer of the IoT.

Fog Layer: This layer consists of Fog Nodes (N = {Ni, No, ..., Nm}). The nodes possess rather small
yet substantial computing power (CPUN) and serve as a local processing and decision-making unit. It is
in this area where Intelligent Task Offloading (ITO) agent is installed.

Cloud Layer: t is a centralized, high-capacity layer that provides an infinity resource of archival
storage and non-time-sensitive, complicated processing of resources.

Intelligent Task Offloading (ITO) Process: The Intelligent Task Offloading (ITO) process is the
central component of the methodology that consists of a Deep Reinforcement Learning (DRL) agent
that is implemented at the Fog Layer. The main task of the agent is to make a dynamic decision, on an
incoming work 1; of which location will be best executed: local Fog Node Ny, a neighboring Fog Node
N;, or the distant Cloud Server C.

This begins with the arrival of a task t; at a Fog Node Nk. The agent of the DRA monitors the present
state (the state of the network, the load on the local CPU, the task, and chooses an action (Offload to C,
Offload to N, or Execute Locally). The aim is to reduce a hybrid cost metric that takes into consideration
the latency as well as the energy usage.

Mathematical Model

The offloading problem is formally stated to be a joint optimization problem that seeks to minimize
the weighted cost of total latency and total energy use by all the tasks.

1. Total Weighted Cost (Objective Function)

The main aim is searching the best offloading choice x i of each activity i based on the minimum
weighted cost function Ciwi, Where o € [0, 1] is a weight factor balancing the trade-off between latency
and energy.

min (Ctotal) = min (a : Ltotal + (1 - Cl) ' Etotal) (1)
2. Total Execution Latency

The total latency (Lww) experienced by the system is the sum of the transmission latency (Lians) and
the computation latency (L¢mp) across all tasks i and all nodes k.

Liotar = z ,(Ltrans (Ti; xi) + Lcomp (Tir xi)) (2)
i

Where Luans i calculated using the task data size and the current channel bandwidth, and Lo, is
calculated by dividing the task's required CPU cycles by the allocated processing capacity of the
execution node x; € {Ni, N;, C}.
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3. Total Energy Consumption

The total energy consumption (Eew) is calculated based on the energy consumed during data
transmission (Eans) and the energy consumed during local computation (Emp) at the Fog Nodes. Energy
consumed at the Cloud is often treated as constant or negligible from the edge device's perspective.

Etotal = Z.(Etrans (Ti' xi) + Ecomp(Tilxi)) (3)
L
Where E¢onp is directly proportional to the task's required CPU cycles and the effective capacitance
of the CPU, while Eans is proportional to the transmission power and the transmission time.

Algorithm 1: Deep Q-Network (DQN) for Offloading

As a way of implementing the Intelligent Task Offloading (ITO) mechanism, a Deep Q-Network
(DQN) algorithm is applied. The rationale behind this option is that DQN is capable of operating on the
high-dimensional state space of the dynamic network conditions and heterogeneous resource availability
in the fog environment.

Algorithm 1: Deep Q-Network (DQN) for Intelligent Offloading

Initialize Q-network Q(state, action; 0) and target Q-network Q'(state, action; 0') with random
weights

Initialize experience replay buffer D
Input: Task t_i, Fog Node N_k, Offloading options A = {Local, Neighbor, Cloud}
Repeat (for each time step t):
1. Observe State (S _t):
- Current load of N_k, network bandwidth to N_j and C, task t_i requirements
2. Select Action (A _t):
- Choose action a € A using g-greedy policy based on Q(S t, a; )
3. Execute Action:
- Offload or execute t_i according to action A_t
4. Observe Reward (R_t+1):
- Calculate reward based on cost function C_total achieved
- Reward is -AC _total
5. Observe New State (S_t+1):
- Update network and node condition
6. Store Transition:
- Store (S t,A t,R t+1, S t+1) in replay buffer D
7. Train:
- Sample a batch of transitions (S_t, A t, R t+1, S t+1) from D

- Update Q-network parameters 0 using the loss function:
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LO®)=E[(R t+1 +y *max_a' Q'(S_t+1,a"; 0)—Q (S_t, A t;0)) "2

8. Target Update

- Update target Q-network parameters 6' every C step:

-0'—0

The DQN algorithm considers the offloading decision as a series of decision-making problems. All
the relevant information to make a decision is captured by state S;. Action A t is the selection of the
execution node. The reward R+ is the negative of the cost C total calculated, i.e., the agent is rewarded
to reduce the joint cost of latency and energy. Its algorithm uses an experience replay buffer to stabilize
learning and a target network (Q”) to decouple the training process, and eventually learns the optimal
policy, which takes observed system states into the optimal offloading decision.

4 Results and Discussion

The Intelligent Task Offloading (ITO) mechanism (through DQN) versus two baseline models: Cloud-
Only (CO) and Fixed Fog Offloading (FFO) performance regarding the main performance indicators,
namely, the latency, energy consumption, and resource consumption. The simulation was performed
over a time, which was equivalent to the processing of 500 tasks that were produced by the IoT devices.

Simulation and Software Details

To simulate this scenario, Python 3.10 was used, and the SimPy library was used to model process-based
discrete-event simulation, making it possible to model parallel computation, network queuing, and task
execution of heterogeneous nodes precisely. The DQN agent was implemented on the basis of the
TensorFlow 2.x library, where a neural network with two hidden layers (128 and 64 neurons,
respectively) was used to estimate the Q-function. The cost function C total was decided to be 0.6, which
was more oriented towards latency minimization rather than energy conservation, which indicates the
urgency of ubiquitous and real-time applications. The 100 epochs of the DQN agent included an
annealed exploration rate, a value of 1.0 to 0.01, and annealing.

Performance Comparison

Table 1 offers a brief quantitative overview of the three models, namely Cloud-Only (CO), Fixed Fog
Offloading (FFO) and Intelligent Task Offloading (ITO) in the three main assessment parameters,
including Average Latency, Total Energy Consumption and Fog Node Utilization.

Table 1: Performance Comparison

Metric Unit | Cloud- | Fixed Fog Intelligent Task
Only Offloading Offloading (ITO) —
(CO) (FFO) DQN
Average End-to-End Latency ms 185.4 42.1 25.8
Total Energy Consumption J 100.0 78.5 513
Average Fog Node CPU Utilization | % 0.0 85.9 63.4

Table 1 traces the performance of Cloud-Only (CO), Fixed Fog Offloading (FFO) and Intelligent
Task Offloading (ITO) - DQN in three metrics. ITO - DQN is the lowest latency (25.8 ms) and the lowest
energy consumption (51.3 J) and CO is the highest latency (185.4 ms) and the highest energy
consumption (100 J). Based on the Fog Node CPU Utilization, FFO has the highest at 85.9%, 1TO -
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DQN is at 63.4 and CO has 0.03. ITO - DQN is the most appropriate in terms of latency, energy
efficiency, and resource consumption.

Total Weighted Cost and Performance Analysis

The fundamental goal of the Intelligent Task Offloading (ITO) mechanism is to minimize the Total
Weighted Cost (C,1), and combines the latency and energy consumption goals with a single 0.6 alpha
parameter. This weighted cost is the major measure of overall performance comparison.
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Figure 2: Comparative performance of offloading models: total weighted cost and latency

Figure 2 demonstrates that the Intelligent Task Offloading (ITO) model based on DQN can effectively
reduce the joint cost function (C total) and is more effective than the Cloud-Only (CO) or Fixed Fog
Offloading (FFO) models. It has been seen that the ITO model offers the lowest total performance cost
based on the shortest bar of the total weight cost. In terms of latency, the ITO model has the lowest
latency (25.8 ms) when compared to FFO (42.1 ms) and CO (185.4 ms), which implies that the ITO
model is faster. ITO is also energy efficient (ITO 51.3 J, FFO 78.5 J) in terms of power consumption, as
FFO has problems with high CPU use (85.9 percent) and power consumption that is not sustained. The
dynamic measurement of network and resource presented by the DQN agent enables ITO to efficiently
allocate the workload and route tasks to achieve an optimized average utilization (63.4%) and the lowest
combined cost.

5 Discussion

The results of the experiment also provide clear proof of the effectiveness of the incorporation of Deep
Reinforcement Learning into the task offloading mechanism to be used in fog computing environments.
The ITO model has also been effective at resolving the fundamental issues of latency and resource
heterogeneity together which in turn makes it effective at ubiquitous real time applications where both
speed and efficiency are critical. The success of the ITO model is attributed to the fact that it utilizes the
DRL state definition and the joint optimization goal (C ). In contrast to the static or threshold-based
offloading mechanisms such as FFO, the DQN agent is able to learn a non-linear policy which is rather
complex with time, and thus can learn how to generalize a range of workload patterns and dynamic node
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conditions. The agent achieves this through the use of a dynamic tradeoff between the execution site
(Local Fog, Neighbor Fog, Cloud) and the weighted energy-latency cost to achieve significant Quality
of Service (QoS) improvements. The reduced CPU utilization with ITO model also indicates a better
stability and better ability to absorb sudden increase in the task arrival rate than under the resource-
stressed FFO model, which underlines its strength and scalability advantage. The joint cost measure
proves that the ITO mechanism is optimizing the best operational sweet spot, as compared to simple
models, which only optimize on a single metric.

6 Conclusion

The blistering development of 10T and ubiquitous applications require the replacement of the centralized
cloud infrastructures with the decentralized Fog Computing systems that will guarantee the low latency
and resource consumption. Intelligent Task Offloading (ITO) mechanism based on a Deep Q-Network
(DQN) agent is evaluated in this paper in a three-tier fog setup. The results indicate that ITO model is
far much better than the rest of the methods in minimizing the Total Weighted Cost (C 0 total) with an
effective optimization of latency and energy consumption. The ITO model recorded an average of 25.8
ms of latency, which is 38.7ms lower than that of the Fixed Fog Offloading (FFO) model and 86.1ms
lower than that of the Cloud-Only (CO) baseline. It also used very little energy of 51.3 J which was
much lower than the FFO model of 78.5 J. These findings prove the effectiveness of Deep Reinforcement
Learning (DRL) in time-varying resource management in time-sensitive edge environments. Multi-agent
coordination, making it more secure and private, and switching to real-world testbeds to validate the
results should be prioritized in future research, which will make the fog ecosystem even more mature
regarding autonomous, low-latency applications.
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