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Abstract 

The nature and size of global corporate IT infrastructure have grown at a staggering rate, creating 

demand for more advanced virtualization and security tool sets to mitigate strategic security gaps 

and vulnerabilities. This paper focuses on the safety and efficacy of Reconnaissance and 

Vulnerability Discovery Lock Agents (RV-DLA) within the Harbor-Lock pen-testing tool, tailored 

for enterprise environments. Harbor-Lock combines multiple pen testing methodologies and 

automates the process to streamline network security assessments of large, multilayered 

environments. RV-DLA is the main component of Harbor-Lock, performing operational 

reconnaissance and, for a limited period, discovering system vulnerabilities with minimal 

perturbation to the operational system. This paper examines the effectiveness of RV-DLA agents in 

diverse enterprise environments and measures safety in terms of operational perturbation of system 

stability, performance, and data integrity. The findings indicate that RV-DLA has a high Rate of 

Correct Discovery (RCD) for critical vulnerabilities, including zero-day, sensitive, and/or 

misconfiguration issues, with an extremely low false discovery rate. Safety assessment indicates 

significant improvement in managing system disruptions and data corruption, thereby striking a 

unique balance in enterprise environments. The study reports 90% asset coverage, 20% high-

vulnerability rate, 8% false-positive rate, 20% exploitability validation rate, and 18% repeat-finding 

rate. This paper discusses the strategic Strengths and Weaknesses of implementing Harbor-Lock 

with RV-DLA agents for enterprise-level penetration testing to integrate Cybersecurity workflows 

and propose possible ends to the ongoing imbalance of enterprise-level testing tools and practices. 

Keywords: Penetration Testing, Reconnaissance, Vulnerability Discovery, Security Testing, Lock 

Agents, Cybersecurity Tools, Network Security, System Safety, Security Framework. 
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1 Introduction 

Penetration testing is essential for identifying weaknesses and vulnerabilities in information systems, 

particularly large-scale, complex enterprise systems. (Pemmasani et al., 2021). In contrast to other 

testing methods, enterprise-level penetration testing faces unique challenges due to complexity, scale, 

and the heterogeneity of infrastructure (on-premises, cloud, hybrid, and other technologies). (Omotosho 

et al., 2025). This necessitates advanced testing procedures, automated applications, and mechanisms to 

effectively address massive, dynamic attack surfaces and monitor operational risk (e.g., performance 

slowdowns, service outages, or data loss). (Faludi, 2012). The starting stages of a penetration test are 

reconnaissance and vulnerability discovery, where reconnaissance is described as the intelligence 

collection on the target environment (i.e., the mapping of the target network, the enumeration of target 

services), and vulnerabilities discovery, which is the identification of vulnerabilities that an attacker can 

exploit, e.g., improperly configured systems or outdated systems. (Narlawar, 2025). These stages are 

crucial because the incomplete or ineffective reconnaissance may cause the penetration testing activity 

to miss some of attack vectors completely. In the same vein, poor vulnerability discovery quality may 

lead to traditional false negatives or to threats that go undetected (Bhardwaj et al., 202). 

For large corporations, one challenge at this stage is ensuring the safety of live systems when scaling 

systems, networks, and services to be tested. The deployment of reconnaissance and vulnerability 

discovery tools must be done to ensure the safety of live systems when scaling systems, networks, and 

services to be tested. (Shah & Mehtre, 2015). The deployment of reconnaissance and vulnerability-

discovery tools must be done with the utmost caution to avoid disrupting critical services and operations. 

Moreover, because they are unable to manage large, complex systems and adequately mitigate risks 

effectively, conventional pen testing methods and tools may not be suitable for enterprise-scale 

scenarios. (Altulaihan et al., 2023). The lack of sufficient enterprise penetration testing has led to the 

development of frameworks such as Harbor-Lock, which incorporate specialized components, including 

the Reconnaissance and Vulnerability Discovery Lock Agents (RV-DLA). New tools are explicitly 

needed to enable controlled, locked execution of reconnaissance and vulnerability discovery that scales 

robustly, so agents can scan systems without disrupting the target system or generating unnecessary 

alerts (Limaye et al., 2022).  

These units of RV-DLA agents have a powerful impact on how they will be implemented as part of 

enterprise-level penetration testing. It is possible to measure the efficiency of an agent's RV-DLA based 

on their scanning accuracy, including false positives and false negatives. Also, it increases the risk of 

safety, since such agents can only operate in live attacks without compromising the performance, system 

availability, and system confidentiality of the enterprise system. (Mankali et al., 2023). Accordingly, a 

benchmark for the RV-DLA agents of Harbor-Lock is to determine the extent to which these agents can 

identify a set of primary vulnerabilities in large, complex environments with minimal disruption to 

operations. (Dinesh & Kumar, 2022; Srider et al., 2025). The analysis also examines the manipulation 

of these agents on the balance between aggressive scanning and safety, as they can be deployed at scale 

to operate in an operation-sensitive environment without causing disturbances, data loss, or data 

corruption. Although numerous tools and models can be used for penetration testing, there is a lack of 

studies on fully automated, agent-based systems for enterprise-scale deployments to ensure effective 

operation and safety (Willett, 2024). The tools and frameworks available do not incorporate the aspects 

of scale, heterogeneity, and the continuous nature of the enterprise infrastructures that are used (Boretti, 

2025). The assessment of RV-DLA agents within the Harbor-Lock Framework contributes to the 

knowledge base on using agent-based constructs to enhance the effectiveness and safety of penetration 
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testing in large organizations. This analysis will help improve the development of automated pen-testing 

programs, enabling organizations to run continuous security testing. (Sherman, 2022). 

1) Problem Statement 

At enterprise scale, penetration testing involves identifying vulnerabilities in large, complex IT 

architectures that can be both operationally sensitive and critical, and that may also generate false 

positives. With dynamic environments, traditional approaches struggle both to ensure safety and scale. 

The issue, therefore, is to assess the Reconnaissance and Vulnerability Discovery Lock Agents (RV-

DLA) within the Harbor Lock framework, which focuses on automation and optimization to address 

these critical processes. This assessment is integral to establishing the operational capacity of the Harbor 

Lock RV-DLA agents to discover vulnerabilities in the live enterprise environments without operational 

risk and with system stability. 

Key Contribution 

• Assessing the efficacy and safety of the Reconnaissance and Vulnerability Discovery Lock 

Agents (RV-DLA) within the Harbor-Lock framework for large-scale enterprise penetration 

testing. 

• Measuring the effectiveness of RV-DLA agents in accurately identifying vulnerabilities across 

complex IT infrastructures. 

• Evaluating how the agents minimize disruption, prevent false positives/negatives, and ensure 

the stability of live enterprise systems during testing. 

• Exploring the role of automation in scaling reconnaissance and vulnerability discovery without 

compromising system performance or availability. 

• Addressing the lack of research on safely deploying agent-based systems for enterprise-scale 

security assessments, particularly for dynamic, production environments. 

• Providing insights into how automated agents can balance thorough vulnerability discovery with 

the need for operational safety in large organizations. 

The following sections cover this research. Section I introduces reconnaissance and vulnerability-

discovery lock agents in Harbor Lock for enterprise-scale penetration testing. Section II describes the 

Literature review of related work. Section III describes the materials and methods, including data 

collection, a conceptual framework for the proposed methodology, and algorithms for the proposed 

model. Section IV describes the experimental results, followed by the experimental setup, including 

hardware and software configurations, and by various security metrics and their evaluation. Section V 

presents the discussion, and Section VI summarizes the main findings of the proposed work. 

2 Literature Review 

Penetration testing is one of the many fields of cybersecurity that specializes in identifying the prevailing 

vulnerabilities within a particular IT system or network. It should, however, be noted that this 

cybersecurity element, as well as all other conventional penetration testing methods, has certain 

drawbacks when applied to enterprise-level systems (Moreno et al., 2025). These systems are usually 

large, complex, heterogeneous, and most importantly, dynamic, that is, they incorporate and combine 
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several systems, networks, and technologies (Ghanem et al., 2023; Semenov et al., 2021). The scale of 

modern enterprise infrastructure often outstrips the effectiveness of traditional manual testing 

approaches, as they are inevitably labor-intensive and do not scale (Alkhurayyif & Almarshdy, 2024). 

Thus, automated testing tools have been identified as a key enabler, making these large infrastructures 

more accessible to automated systems and technology-enhanced gap analysis practices (Al Zaidy, 2025). 

The initial stages of a penetration test are reconnaissance and vulnerability discovery. In 

reconnaissance, attackers or testers obtain valuable data about the target environment, including network 

mapping, open port databases, service identification, and system enumeration (Zeien et al., 2024). This 

stage may be both active and passive and aims to obtain a detailed map of the surroundings without 

alarming the target system. Vulnerability discovery, in turn, focuses on detecting vulnerabilities, 

misconfigurations, and other security flaws that can be exploited (Cai et al., 2025; Wang et al., 2022). 

Despite technological advancements in enterprise contexts, automated penetration testing remains 

highly limited in scope. First of all, due to the sheer complexity of the IT infrastructure, there are hitches 

in executing complete assessments without oversight of essential systems and services (Sisodia, 2025). 

Furthermore, weaknesses in the systems are hard to estimate due to the multitude of systems, structures, 

and services across the enterprise, including legacy systems, cloud, and third-party services. To execute 

the relevant testing processes in systems within these environments, assessment processes have to be 

handled and overseen (Khan et al., 2024).  

The other issue with penetration testing under such circumstances is the security of the systems 

during testing. In automated systems, agents that optimize processes can cause havoc without proper 

controls in place. (Boopathy et al., 2025) Automated penetration systems, when disrupted by scans, 

trigger failures and cause undesired service disruptions. It is for this reason that there should be a safety 

net to test tools, ensuring they are stable and operational whilst identifying weak points in systems 

(Parsaei et al., 2016). This fine line is compounded in the enterprise systems, particularly in busy 

operational organizations. Scalable, safe, effective, and automated penetration testing tools have created 

the need, prompting the development of agent-based systems (Miles et al., 2025). These penetration 

testing agents are meant to execute reconnaissance and vulnerability discovery by deploying them to an 

environment (Hassan & Atwan, 2025). These agents are safe to test without being too disruptive and 

can thus test a large number of systems. Testing can be done much faster and more regularly by 

automating reconnaissance and discovery processes that agent-based systems enable. This helps in an 

integrated environment that evolves regularly due to constant integration and deployment pipelines, the 

cloud environment, and the speed of current IT processes (Muda et al., 2024; Yan et al., 2024). 

These systems have several advantages, but the issue of scaling agent-based systems should be 

considered. A balance should be sought in such systems for identifying these weak points without 

compromising overall system stability. To sum up, the significance of such systems depends on the 

effectiveness of the agents when probing system vulnerabilities, without producing excessive false 

positives or false negatives (Bacudio et al., 2011; Calder, 2025). Automated penetration testing, 

especially agent-based systems, still has its niche in enterprise environments, delivering overwhelmingly 

positive results that are incomparable to those of the past, mainly due to the development of automated 

systems. However, there is still a lot to be done, namely learning the systems' capabilities and the risks, 

if any, they may introduce. Architectures incorporating primitive automated software that scans the 

internet to identify and report vulnerabilities will play a crucial role in ensuring that enterprise systems 

are safe, since all business entities require systems to run freely to realize organizational objectives. 
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1) Research Gap 

Focusing on the literature on the accessibility and accuracy of autonomous system frameworks, a range 

of scholarly works on automated penetration testing raise concerns about the accessibility and accuracy 

of computerized systems. These frameworks do not efficiently manage the intricacies of a complex and 

dynamic infrastructure. What is even more pressing is the absence of adequate safety protocols for 

system overloads and for mitigating the positive-negative discrepancy during testing. Addressing the 

design and system integration of self-training systems and the adaptation of penetration testing systems 

to CI/CD frameworks predominates the design challenges, resolving the need for system-wide 

automation of security testing. 

3 Materials and Methods 

1) Data Collection 

The Pico Domain dataset, based on Zeek network logs, offers realistic intrusion scenarios (albeit lacking 

defensive mechanisms such as lock agents and enterprise-scale vulnerability locking, data on which 

would be invaluable for enterprise networks) and can help model reconnaissance and network scanning. 

In the same vein, TII-SSRC-23 and ASNM datasets provide valid network traffic data for intrusion 

detection. Still, defender data (and data on vulnerability discovery relative to so-called lock agents) is 

also absent. The Maintainable Log Datasets for Evaluation of Intrusion Detection also include multi-

step attack simulations, but still lack lock agent data. The Cybersecurity Kaggle Datasets collection 

offers publicly available data (and a plethora of it); however, it is unlikely to find a dataset that directly 

links reconnaissance and vulnerability discovery with lock agents, given the proprietary nature of real-

world vulnerabilities and defensive actions. To this end, however, one could augment a dataset, like Pico 

Domain, with simulated lock agent actions within testbed environments, the annotation of which would 

describe locked vulnerabilities and their exploitability, as well as the data detailing how such actions 

would result in a positive outcome for the defender through reducing attacker success. Since such a 

combination of attack and defense actions is not a single dataset, creating synthetic data would be 

necessary. This would entail defining a schema to encompass reconnaissance attempts, the discovery of 

vulnerabilities, actions taken to mitigate them, and their outcomes. 

2) Proposed Methodology 

• Conceptual Framework for Proposed Methodology 

Figure 1 depicts a first-order approximation of the process of incorporating the RV-DLA into Harbor-

Lock for Enterprise Penetration Testing. The iteration begins with the objective and scope definition, 

inclusive of the target systems, test objectives, and risk thresholds. This is at the point in the Harbor-

Lock core process, centrally overseen and executed by the Central Command (CCM), which controls 

the deployment and supervision of the defense architecture. Within this core process, the key units are 

the Reconnaissance Lock Agent (RLA), which primarily handles safety and activity monitoring, and the 

Vulnerability Discovery Lock Agent (VDLA), which oversees and drives scanning to obtain actionable, 

security-related findings. The primary focus of the framework is discovery efficacy, followed by a safety 

assessment that often examines system degradation and the introduction of new bugs. Iteration fosters 

ease of use through the thoughtful integration of automated reporting systems and other systems 

designed for incident response task integration and remediated threat tracking, including SIEM systems. 



Evaluating The Efficacy and Safety of the Reconnaissance and 

Vulnerability Discovery Lock Agents in Harbor-Lock for 

Enterprise-Scale Penetration Testing 

                                           S. Bharathi et al. 

 

619 

This set of processes, together, forms a self-sustaining framework that is constantly adapting to improve 

the efficiency of the penetration testing process. 

 

Figure 1: Conceptual framework for proposed methodology 

Reconnaissance and Vulnerability Discovery Lock Agents 

The integration of reconnaissance, vulnerability discovery, and lock agents establishes an offensive-

defensive framework: an adversary, through reconnaissance, seeks to understand the vulnerabilities in a 

system, while a defender, through lock agents, seeks to mitigate and conceal them to thwart their 

exploitation. 

Reconnaissance Phase 

Reconnaissance is the process of gathering information about a given system. Attackers conduct 

reconnaissance to identify which system vulnerabilities are exploitable. This phase can be further 

subdivided into activities such as detecting unprotected open portals, registering system software and its 

variations, and seeking publicly available information about the system. 

𝑆 = {𝑆1, 𝑆2, … … … … 𝑆𝑛}                                                                   (1) 

The Above Eqn (1) describes the set of all systems or assets within the target values. 

𝑉 = {𝑣1,𝑉2,                     𝑉𝑚}                                                                (2) 

From the above Eqn (2) describes the set of vulnerabilities that exist on the system. 𝑆𝑖 

An attacker’s goal is to maximize the total information gained during reconnaissance. This can be 

formulated as: 

Conceptual Framework: RV-DLA in Harbor-Lock for Enterprise Pen testing 
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𝑀𝑎𝑥𝑖𝑚𝑖𝑧𝑒 𝐼𝑡𝑜𝑡𝑎𝑙 =  ∑ 𝐼(𝑆𝑖)

𝑛

𝑖=1

 𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 ∑ 𝑃(𝑆𝑖)

𝑛

𝑖=1

 ≤ 𝐵𝑢𝑑𝑔𝑒𝑡  (3) 

From the above Equation (3) 𝑃(𝑆𝑖) Represents the probability of successfully having the probing 

system 𝑆𝑖 is also represents the cost of time to conduct the reconnaissance on the system 𝑆𝑖. 

Vulnerability Discovery 

Having conducted recon, the assailant shifts to the next phase: vulnerability discovery, where the 

exploitable weaknesses identified in the preceding phase are assessed. Suppose every vulnerability 𝑣𝑖of 

system 𝑠𝑗has been assigned a particular score based on the degree of exploitability of the weakness and 

the criticality of the weakness. 

The model of the Vulnerability discovery process as, 

𝐸(𝑣𝑖) = 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑜𝑓 𝑣𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑓𝑜𝑟 𝑣𝑖 ∈ 𝑉                  (4) 

From the above Eqn (4) describes the attacker's goal to maximize the total vulnerability exploitability  

𝑀𝑎𝑥𝑖𝑚𝑖𝑧𝑒 𝐸𝑡𝑜𝑡𝑎𝑙 = ∑ 𝐸 (𝑣𝑖)                                                                 (5)  

𝑚

𝑖=1

 

From the Above Equation (5), the attacker's goal is to maximize the total vulnerability of 

exploitability that should be discovered. 

𝑀𝑎𝑥𝑖𝑚𝑖𝑧𝑒 𝐸𝑡𝑜𝑡𝑎𝑙 = ∑ 𝐸(𝑣𝑖

𝑚

𝑖=1

)                                                                (6) 

From the above Equation (6) represents the 𝐸(𝑣𝑖) is noted as the explotability score of vulnerability, 

𝑣𝑖 is depends upon the information of I(Si) should be locked. 

Lock Agents (Defensive Measures) 

Lock agents function to counteract defensive strategies and systematically limit reconnaissance to detect 

and oversee vulnerabilities by rendering portions of the data and the system inaccessible and by 

obscuring specific system features. The lock agent obscures vulnerabilities, locking vulnerability access 

to adversaries. 

The model of the lock status of each vulnerability as  

𝐿(𝑣𝑖) = {
1  𝑖𝑓 𝑣𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑣𝑖 𝑖𝑠 𝑙𝑜𝑐𝑘𝑒𝑑 (𝑖𝑛 𝑎𝑐𝑐𝑒𝑠𝑠𝑖𝑏𝑙𝑒)

0 𝑖𝑓 𝑣𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑣𝑖 𝑖𝑠 𝑢𝑛𝑙𝑜𝑐𝑘𝑒𝑑 (𝑎𝑐𝑐𝑒𝑠𝑠𝑖𝑏𝑙𝑒)
           (7) 

From the description above, Eqn (7) states that the defender aims to seal off as many vulnerabilities 

as possible to minimize the information an attacker can exploit. Accordingly, the defender’s goal will 

be to maximize the total number of vulnerabilities sealed off. 

𝑀𝑎𝑥𝑖𝑚𝑖𝑧𝑒 𝐿𝑡𝑜𝑡𝑎𝑙 = ∑ 𝐿(𝑣𝑖

𝑚

𝑖=1

) 𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 𝐿(𝑉𝑖)𝜖{0,1} ∀𝑖                 (8) 

From the above Eqn (8), the 𝐿𝑡𝑜𝑡𝑎𝑙 represents the total number of vulnerabilities locked, 𝐿(𝑉𝑖) = 1, 

the attacker cannot discover or exploit it. 
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Lock Agent Strategy 

The defender (via the lock agent) seeks to mitigate the attacker's information exposure by locking as 

many vulnerabilities as possible. The lock agent aims to maximize the number of vulnerabilities locked 

while balancing the system's operational accessibility for genuine users. 

Lock Agent strategy 

𝑀𝑎𝑥𝑖𝑚𝑖𝑠𝑒 𝐿𝑡𝑜𝑡𝑎𝑙 = ∑ 𝐿(𝑣𝑖

𝑚

𝑖=1

)  𝑆𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 𝑐𝑜𝑛𝑠𝑡𝑟𝑎𝑖𝑛𝑡𝑠 𝐿(𝑣𝑖) ∈ {0,1}, (9) 

The preceding eqn (9) depicts a minimum exploitable level of vulnerabilities due to the Threshold, 

suggesting that exploitation below that level is not economically rational. The interaction of the attacker 

and the defender can be framed as an optimization problem with competing objectives. The attacker is 

motivated to maximize the exploitation of the identified vulnerabilities (within the scope of 

reconnaissance). With `lock` agent, the defender aims to inhibit, thus reducing the attacker's 

opportunities, by locking as many vulnerabilities as possible. 

• Algorithm 

Key Definitions 

S: Set of target systems {S1, S2 ,           … Sn} 

V = Set of vulnerabilities in each system si represented as V = {v1, v2,           vm} 

I(si)information gained from reconnaissance on system si 

E(vi) Exploitability of vulneability vi 

L(vi)lock status of vulnerability vi (0 = unlocked, 1 = locked) 

p(si )probability of probing system for reconnaissance 

Budget total available resources for the attacker 

Threshold minimum exploitability score for the defender to lock a vulnerability 

Step: 1 Initializze Variables 

attacker budget be a fixed amount B represents the total resources  

available to conduct reconnaissance 

system set S = {s1, S,2,                        sn} 

Vulnerability V = {v1, v2,            , Vm} 

step: 2 Attackers Reconnaissance Strategy 

Rank systems by information gain 

Allocate resources to probe system 

if ∑ P(si

n

i=1

) ≤ B perform reconnaissance on the system 
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Step: 4 Attackers adjusted Information Gain 

for v in sorted − vulnerabilities 

if L(v) == 0; 

adjusted infor gain = I(v) 

Step: 5 Iteration and dynamic adjustments 

dynamic locking 

Real time dynamic locking 

for each scanning − event in detected reconnaissance 

if some − condition L(v) = 1 

step: 6 Termination condition 

4 Experimental Results 

1) Experimental Setup 

• Hardware Configuration 

Table 1: Hardware configuration 

Component Specification 

Management Tier 2X high availability controller Nodes 

Controller Nodes 32 cores, 256 GB RAM, 2 TB NVMe RAID1, 10Gbe 

Agent  100*worker Nodes 

Agent Nods 8-16 cores, 64-128 GB RAM, 512 GB NVMe storage, 10 Gbe 

Analytics Tier 3 node cluster for ELK 

Logging Cluster 16 cores, 64 GB RAM, 2TB SSD 

Network Segmentation VLAN 
 

Optimized for scalability and resilience, the hardware configuration presented in Table 1 facilitates 

the evaluation of reconnaissance and vulnerability-discovery lock agents in an enterprise-grade 

environment. This system's management layer uses a pair of high-availability controller nodes to ensure 

uninterrupted operation and centralized control of the infrastructure. Each controller node possesses 32 

processing cores, 256 GB of RAM, and a high-performance 2 TB NVMe RAID1 storage configuration, 

all sustained by a 10 GbE network interface for rapid data transfer. At the agent layer, 100 distributed 

worker nodes are deployed for resource-intensive scanning and analysis. These nodes, equipped with 8–

16 CPU cores, 64–128 GB of RAM, and 512 GB of NVMe storage, are also 10 GbE-connected for the 

efficient execution of reconnaissance, vulnerability discovery, and lock-agent activities across the 

network. For processing analytics, a dedicated ELK cluster of three nodes provides centralized log 

ingestion, processing, and visualization. Each logging node in the cluster is provisioned with 16 cores, 

64 GB of RAM, and 2 TB of high-performance SSD storage to ensure timely retrieval of logs and 

metrics. Security-enhanced, test traffic is isolated from the production system to minimize disruption 

and to provide visibility for control during pen-testing activities. This is achieved through network 

segmentation by VLANs. 
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• Software Configuration 

Table 2: Software configuration 

Components Specification 

Operating Systems Ubuntu 22.04 LTS, RHEL 8/9, Window Server 2019/2022 

Containerization Kubernetes 1.27 

Agent Software Custom lock agent 

Scanning Tools Nmap, Masscan, Nessus, OpenVAS, OWASP Nettacker 

Logging & Telemetry ELK stack 

Security Controls Role-based Access control, firewalls, and honeypots 
 

As shown in Table 2, the software architecture of the reconnaissance and vulnerability discovery lock 

agents for the TR Anomaly and Lock Agent has been built on one of the most advanced and robust 

mitigation frameworks, which is scalable and secure. The reconnaissance and vulnerability discovery 

lock agents are deployed on enterprise-level operating systems (OSs), such as Ubuntu 22.04 LTS, RHEL 

8/9, and Windows Server 2019/2022, thereby providing reliability and adaptability across heterogeneous 

Linux and Windows environments. Containerization is carried out using K8s 1.27, deployed in a 

clustered environment for agent software deployment in a scalable, efficient distributed environment. 

The custom lock agent software performs reconnaissance and vulnerability scanning, as well as 

containment actions such as lockdown of the vulnerable systems or isolation if reconnaissance has been 

detected. Scanning and vulnerability detection are carried out using industry-standard tools such as 

Nmap, Masscan, Nessus, OpenVAS, and OWASP Nettacker, which are used to analyze and identify 

poor security posture and available attack surfaces. The agent actions and vulnerability assessments are 

monitored and logged using the ELK stack (Elasticsearch, Logstash, Kibana). Centralized logging and 

real-time monitoring of agent operations, as well as vulnerability analysis, are fully supported. The 

system as a whole is secured using role-based access control (RBAC) which restricts and prevents access 

to specific sensitive components of the system. Security controls, such as firewalls and honeypots, are 

deployed to create and maintain secure perimeters that restrict access to sensitive parts of the systems 

and direct potential attackers away from the systems of primary importance. This particular software 

configuration allows for the deployment of lock agents to be done both safely and efficiently while 

ensuring the deployment of the lock agents assists in the discovery and containment of vulnerabilities \- 

managed within a controlled and secure testing environment. 
 

• Metric Evaluation 

The backbone of any organization's cybersecurity risk management strategy is penetration testing (pen-

testing). Penetration testing is an exercise aimed at assessing the security of an organization's digital 

infrastructure and identifying potential exploitable vulnerabilities. Harbor-Lock is an automated 

reconnaissance and vulnerability-discovery lock agent designed to digitally scan and penetration-test an 

organization's systems to identify possible security exposures and exploitable vulnerabilities. At scale, 

penetration testing effectiveness and safety are measured using several key performance indicators 

(KPIs) that assess both the tool's ability to identify exploitable vulnerabilities and its safety in active 

production systems. Measuring Harbor-Lock against these performance indicators is essential to 

determining effectiveness, ensuring safety, and adding confidence to real-world engagements. 
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Asset Coverage 

In (Eqn10) describes Asset Coverage, which approximates the correctness of how well the Harbor-Lock 

agent recognizes and locates all pertinent assets in the designated area of interest. During penetration 

tests at the enterprise level, it is of utmost importance to ensure that all pivotal assets (i.e. servers, 

services, devices, endpoints, etc.) are encompassed in order to guarantee the complete range of 

vulnerabilities to be ascertained. 

𝐴𝑠𝑠𝑒𝑡 𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒 (%) = (
𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑒𝑑 𝐴𝑠𝑠𝑒𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑖𝑛 𝑠𝑐𝑜𝑝𝑒 𝐴𝑠𝑠𝑒𝑡𝑠
) ∗ 100                                      (10) 

High Vulnerability Rate 

High Vulnerability Rate (Eqn11) captures the ratio of the disclosed vulnerabilities that are high or 

critical; the extent to which the agent can identify high-risk vulnerabilities adds to the value of the 

security insights the tool possesses. 

𝐻𝑖𝑔ℎ 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑅𝑎𝑡𝑒 (%) = (
𝐻𝑖𝑔ℎ 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝐷𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑒𝑑 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠
) ∗ 100 (11) 

False Positive Rate 

In (Eqn 12) that captures the False Positive Rate (FPR) is the percentage of vulnerabilities or problems 

reported by the agent that are subsequently closed as a result of additional investigation/banning. This 

is critical for evaluating the agent’s credibility. 

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒 (%) = (
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑜𝑡𝑎𝑙 𝑅𝑒𝑝𝑜𝑟𝑡𝑒𝑑 𝐼𝑠𝑠𝑢𝑒𝑠
) ∗ 100                               (12) 

Exploitability Validation rate 

In (Eqn 13), this is the Exploitability Validation Rate, which indicates the total number of identified 

vulnerabilities that are exploitable. This is essential to evaluate the practical impact of the vulnerabilities 

the tool can identify. 

𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 (%) = (
𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑙𝑒 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝐷𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑒𝑑 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠
) ∗ 100       (13) 

 Repeat Finding Rate 

Repeat Finding Rate (Eqn 14) indicates the percentage of vulnerabilities that were found in earlier testing 

cycles and reappeared in the current scan. It is a crucial metric for assessing whether vulnerabilities are 

being effectively managed between penetration tests. 

𝑅𝑒𝑝𝑒𝑎𝑡 𝐹𝑖𝑛𝑑𝑖𝑛𝑔 𝑅𝑎𝑡𝑒 (%) = (
𝑅𝑒𝑝𝑒𝑎𝑡𝑒𝑑 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠 𝑖𝑛 𝐶𝑢𝑟𝑟𝑒𝑛𝑡 𝐶𝑦𝑐𝑙𝑒
) ∗ 100               (14) 
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• Performance Comparison of Various Metrics oor Existing Models 

Table 3: Performance comparison of various metrics for existing models 

Metric 
Traditional Tool 

(Agent A) 

LLM Driven 

Baseline (Agent B) 

Lock Agent model 

(Agent C) 

Asset Coverage 85% 78% 90% 

High Vulnerability Rate 22% 15% 20% 

False Positive Rate 12% 18% 8% 

Exploitability Validation Rate 40% 27% 20% 

Repeat finding Rate 25% 30% 18% 
 

 

Figure 2: Performance comparison of various metrics for existing models 

Agent A, Agent B, and Agent C all serve different purposes (see Figure 2 and Table 3). In the first 

execution, Agent A takes the longest, and in the second execution, Agent C takes the least amount of 

time. Agent A and Agent C have the exact conversion; however, in IO, Agent A takes the win. For the 

exploitability validation rate, Agent A is higher than Agent C. Given the high vulnerability rate, Agent 

A has the highest vulnerability rate at 22%, suggesting a greater ability than the rest to detect core gaps. 

For repeat finding rate, Agent C is the best with an 18% success rate, revealing that out of the three, 

Agent C is the best one in terms of slowing the overall detrimental effects of active bugs by improving 

the iterative gaps in existing mitigative attacks, despite the iterative attack not being as advanced as 

Agent A. To summarize, Agent C has the best execution, high efficiency, and best overall scanning 

relative to the rest. No escaping the fact that Agent C has especially huge gaps to fix in the overall 

validation of attacks, for high negative core gaps detection, and overall, with a lower count of core gaps. 
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• Signal Analysis for Safety and Security of Harbor Lock Reconnaissance and Vulnerability 

Discovery Lock Agents 

Table 4: Signal analysis for safety and security of harbor lock reconnaissance and vulnerability 

discovery lock agents 

Metric Ideal Range Min (%) Ideal Range Max (%) 

Accuracy 50 80 

Exploitability 60 90 

High Vulnerability Detection 40 50 

Collateral damage 30 30 

System Disruptions 20 20 
 

 

Figure 3: Signal analysis for safety and security of harbor lock reconnaissance and vulnerability 

discovery lock agents 

The Signal Analysis for the Safety and Security of Harbor-Lock Reconnaissance and Vulnerability 

Discovery Lock Agents (Figure 3 and table 4) showcase the performance and operational bandwidth of 

the agents. The focus consists of five parameters. These include Accuracy, Exploitability, High 

Vulnerability Detection, Collateral Damage, and System Disruptions. Accuracy is between 50% and 

80%, meaning that while the agents can identify vulnerabilities, false positives will be blocked to ensure 

the agents operate optimally. Exploitability is rated 60%-90%, meaning overly irrelevant data can put a 

system at risk and lead to unbounded data friction. High Vulnerability Detection is at 40%-50%, meaning 

the agent has to detect high-risk gaps in a high number; therefore, exceeding 50%, the agent can be 

deemed effective in risk identification. Collateral Damage is kept at 30%, meaning that during the 

agent’s operational tests, harm is unavoidable; however, the net collateral damage can be kept to an 

acceptable level. System Disruptions are set to 20%, meaning collateral disruptions should be kept to a 

minimum to ensure comprehensive tests are administered. Given the parameters, one can assess the 

Harbor-Lock agents' detection of fundamental operational gaps in the system while at the same time 

incurring minimal operational risk during the full deployment of enterprise-level pen testing. 
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5 Discussion 

The module discusses the importance of penetration testing in evaluating an organization's digital 

infrastructure security and identifying potential weaknesses that attackers can exploit. It’s designed to 

discover and test the unit's vulnerabilities. To test the efficiency and the potential risk of conducting a 

large volume of penetration testing, several attributes are examined. These attributes are: Asset 

Coverage, High Vulnerability Rate, False Positive Rate, Exploitability Validation Rate, and Repeat 

Finding Rate. These attributes measure the proficiency of the program in identifying weaknesses while 

ensuring that the systems in production are safe, the overall performance of It is compared to old-rate 

tools and LLM-driven baseline models. It is leading in covered assets and fewer positive anomalies. But 

the opposite models have the advantage for Exploitability Validation and High Vulnerability. Signal 

Analysis provides clarity on the relative Harvor warding attributes, including Exploitability, High 

Vulnerability, Collateral Damage, System Disruptions, Overall Performance, and the overall safety of 

the model. The best available penetration testing tool for enterprises for accomplishing the goal of 

identifying weaknesses, while also ensuring minimal risk, less disruption to the operational systems. 

Excellent trade-off between safety and the ability to detect intrusions, though more work is needed in 

confirming whether exploits are valid and whether highly detectable vulnerabilities exist. 

6 Conclusion 

Harbor-Lock's capacity to provide enterprise-level penetration testing through its Reconnaissance and 

Vulnerability Discovery Lock Agents enhances organizations' security. Harbor-Lock is performing over 

and above the expectations in Asset and Coverage and False Positive Rate and it generates exhaustive 

scans and detection of actual positive vulnerabilities. What is more, Harbor-Lock effectively reduces 

Repeat Finding Rates, helping solve vulnerabilities that have already been discovered. These problems 

can be superimposed on the top of the Exploitability Validation and Overall High Vulnerability detection 

that is likely to be of the legacy, non-advanced tools. Signal Analysis establishes that Harbor-Lock is 

operating within safe margins of operational discretion and that the occurrence of system interruptions; 

i.e., the system safety is above the standard testing. Harbor-Lock is well-balanced in the aspect of 

operational and system safety. Nonetheless, the Exploitability Validation Rate 20% and Overall High 

Vulnerability Detection 20%, not to mention its system safety, can be compensated with the legacy tools 

so as to address the gap. In Future Harbor lock advance for should have the capabilities of to address the 

various issues and integrate the dynamic IT environment. 
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