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Abstract

New technologies integrate multiple systems and service platforms into one coherent environment.
The coherent environment now promotes multi-scenario smart device interaction, all in real time.
The presence of mixed devices and systems creates computational trust and security issues. This
stems from their multifunctional capabilities, different ownership structures, and different security
and privacy rules. In addition, dynamic and decentralized communication systems introduce
significant complexity. Trust Management serves as the basis for this complexity, encompassing
security and reliability, privacy, and trust. There are trust mechanisms that rebuild our trust in a
given system. Other systems are more proactive, and these are integrated systems with a focus on
being pervasive and proactive. This research is considered Trust Management, primarily focusing
on the principles of Mobility and Context variability. This report includes several theorems on trust,
consisting of reputation systems, trust, and context and integration, that demonstrate the versatility
of each approach in meeting the needs of decentralized systems. In addition, this review expands on
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elements of trust building, identity, behavior trust, history, and context trust. It then covers in detail
the evaluation and decision process for trust, and three adaptive learning systems that trust accurately
over time.

Keywords: Trust Management, Ubiquitous Computing, Heterogeneous Environments, Trust
Evaluation, Context-Awareness, Security, Privacy, Trust Models, Interoperability, Adaptive
Systems.

1 Introduction

New forms of use cases for computing technologies made it possible for computing technologies to
become a pervasive, even critical, part of daily life activities, daily use, and offered services. This
allowed different and advanced mobile computing, smart sensors, smart appliances, and cloud services
to merge into a single system often called a heterogeneous, ubiquitous computing environment (Suresha,
2019) that operates asynchronously across different contexts simultaneously. Over-integration and
advancement of systems placed greater importance on critical trust and reliance (Ganesan et al., 2024)
in the system and on seamless, safe, context-aware, and trustworthy interactions across systems. For
smart systems that do not control and dictate user interactions, trust relationships are formed by smart
governance (Mahmood et al., 2019) that controls the discretion, trust, and control a user has to the
various eco systems and systems of disparate control entities.

Given the challenges posed by complex ecosystems, a multitude of adaptive and scalable trust models
have been developed. These models aim to manage the unpredictability and volatility of heterogeneous
systems, where entities can merge, demerge, or change their actions. For instance, consider the recently
proposed trust model inspired by biological systems and based on evolutionary simulations for open
multi-agent systems with highly variable performance (Mhetre et al., 2016). This trust model resembles
an immune response and is best suited to adaptive, static trust models used in static systems (Moreau &
Sinclair, 2024). Also, more recent proposals, such as Trust Mesh, leverage blockchain technology to
build an immutable, secure, decentralized, and persistent trust architecture for IoT systems to satisfy
scalability and change-resistance requirements in heterogeneous, pervasive environments (Aravind et
al., 2023). These are indicators that trust is no longer a simple functional attribute. It is a dynamic,
measurable entity that can be altered by various circumstantial and behavioral factors.

Although much attention has been given to 'technical resilience', new research underscores the need
to incorporate the human-centered and social elements of trust system management frameworks. As
previously outlined, trust is relational and derives from reputation, prior interactions, context, and the
environment. To address this, some scholars have developed social interaction frameworks and
explainable trust reasoning for system design. As one study suggested, social interaction dimensions
enhance the interpretability and acceptance of trust decisions, particularly in user applications where
'transparent integration' is indispensable and interpretability is critical (Shelar et al., 2024). In addition,
these systems rely on the user's location, identity, and other situational context to evaluate trust behavior
historically, thereby enhancing intelligent, real-time, context-aware trust decision-making (Rangwala &
Buyya, 2025). These systems mark a shift in trust from policy-driven, security-centric models that rely
heavily on trust policies to more adaptive, client-centered models (Ghate & Roy, 2024).

Despite the importance of the issues outlined above, the problems remain mainly unsolved and
outline the need for additional research. Issues related to the integration of heterogeneous, ubiquitous
environments, such as the need for systems to interoperate with different computational trust frameworks
and the real-time, dynamic adaptability of trust models, remain structurally extremely difficult to address
and represent the most significant gaps. Responding with trust model equilibria and with novel models
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that escape fully computationally closed systems represent areas of research with high potential impact.
Other critical gaps, such as the equilibria and dynamics of distributed trust in extremely large and
decentralized networks of devices and the mechanisms for privacy-preserving trust assessments, require
primarily novel computing frameworks. Addressing such trust and access problems, which are relevant
to other research areas, is important for the research community and the policy and decision-making
communities.

Key Contribution

e Created an all-inclusive trust computation framework that assimilates direct trust, indirect
recommendations, and contextual information to render useable and precise trust evaluations in
heterogeneous ubiquitous environments.

e Improved the quality of inputs related to trust assessment by formulating a systematic control over
data acquisition and preprocessing that guarantees uniformity, accuracy, and compatability among
the various data sources.

o Asserted robust self-adaptive models for trust assessment by incorporating network quality, device
compatibility, as well as time of day, making the model less static and more responsive to real
world changes.

e Designed a hierarchically scalable multi-dimensional trust management model to facilitate
efficient trust aggregation, anomaly identification, and centralized control set policy application at
different levels within a system.

This research aims to develop an adaptable, comprehensive trust management system for
heterogeneous, ubiquitous environments. Multiple entities and systems simultaneously working on trust
evaluation and trust updating remain perplexing challenges. Multi-layered and adaptable models of trust
remain patchy and under-examined. Model context change analysis in the Literature Survey addresses
this gap, along with the adapted model. In the Methodology section, a unique approach to trust evaluation
is explained. Here, trust is computed from the user's stance, along with context, direct and indirect
referrals, and interrelations, using a comprehensive, adaptable value system and data processing
architecture. Graphic analysis in the Results and Discussion section demonstrates the model's
operational effectiveness on performance-differentiated datasets. It visually depicts dynamically
evolving trust scores as the primary focus across varying changes in trust components. The Conclusion
summarizes the framework's implementation benefits, which facilitate greater precision, flexibility, and
security in ubiquitous computing environments.

2 Literature Survey

Ongoing research focuses on managing trust in interactions among devices in heterogeneous, ubiquitous
computing environments. In addition to this study, other works examine trust in dynamic environments
and propose new methods for evaluating and adapting to it (Omonov et al., 2025).

There is a remarkable improvement in various GNNs (graph neural networks) developed for trust
evaluation. Specifically, the multi-layer GNN utilized by TrustGuard (Rangwala & Buyya, 2025)
clarifies the mechanisms of evaluating trust through professional oversight of spatiotemporal trust
aggregation. TrustGuard enables managing the continuous transitions of trust and provides dynamic
defenses against a range of attack models, which is a marked improvement over traditional trust-
evaluation models in several scenarios (Veerappan, 2024).
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TrustGNN (Chinnasamy, 2024) improves on the graph-based model by defining trust-propagation
and trust-composition models based on social networks. TrustGNN achieves high trust prediction
accuracy by developing configurable trust-propagation frameworks that value different trust pathways,
a key requirement for heterogeneous networks that are relationally and contextually adaptive (Malhotra
& Joshi, 2025).

A major trust model which considers privacy and resiliency issues in open multi-agent systems has
been developed (Anto Lourdu Xavier Raj & Mario Macrina, 2021). This focuses on self-stored trust and
self-evaluation which makes trust adaptation to different performance levels and mobility easier and less
communicative. Strengthened privacy and reduced communicative needs enhance resiliency which is
important in ubiquitous computing (Sethi & Jain, 2024). Advanced multi-agent systems, such as those
using blockchain technology, serve as an unmatched solution. TrustMesh (Lygizou & Kalles, 2025) uses
a blockchain integrated framework to achieve Byzantine fault tolerance in distributed IoT systems
(Wang et al., 2024). TrustMesh solves the problems of large distributed systems on trust (Pavleska, 2025;
Lygizou & Kalles, 2025) through a unique consensus and a permissioned blockchain which provides
security and efficient resource allocation thereby tackling trust issues in large distributed systems
(Pavleska, 2025; Lygizou & Kalles, 2025). As the last note, in trust management, the idea of coupling it
with access control has been introduced to secure environments with high uncertainty. The trust-based
access control model (Goecks & Mynatt, 2002) dynamically and intelligently adjusts access based on
contextual data and trust evaluation systems. The model promotes seamless, secure access control, which
is important in pervasive environments where computing devices and their contexts are continuously
changing.

3 Methodology

This section describes how trust is managed in different environments. In these environments, trust is
managed based on the data collected from interactions with other systems. The approach discussed in
the first chapter accounted for complete data collection, comprehensive data preprocessing, and a
mathematical trust calculation model that incorporates direct interactions and recommendations. To
address the ever-changing and varied complexities of pervasive systems, the designed system
architecture and operational flow were built with built-in flexibility, scalability, and strong security.

3.1 Data Collection and Preprocessing

The precision of a trust management system depends greatly on the type and diversity of available data.
In diverse and widespread situations, the number of data sources increases substantially, encompassing
device and user engagements, contextual data about the immediate surroundings, and the trustworthiness
of other sources.

Data Sources

During the data gathering phase, multiple key information types are obtained:

o Interaction or Transactional Data: This is the record of communication or transaction of any kind.
It could be qualitative or quantitative. Each communication or transaction record indicates whether
the interaction was successful, how long it took to receive a response, and how often the agent was
contacted. For smart home interaction data, it will also include user activity logs and signals, from
user command windows to sensor triggers.
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o Trustworthiness Data: Trustworthiness considers Data is collected, per context. Geography, time
of day, device attributes, and even network rete attributes, such as latency and bandwidth, are
contextual factors for trust. Environmental attributes such as temperature or motion detection are
also context.

o Trustworthiness Based on Data: Data based on trust is collected, based only on receiving feedback
or ratings from a third party. This is particularly useful when establishing trust, especially if the
conditions are rapidly changing and the context involves tier areas or people with little to no
interaction.

e Social Networks Interaction Profiles: An actor's social network emerges from a combination of
interaction logs and telemetry data, collected and stored over periods of time.

Preprocessing Steps

Various systems and devices generate raw data, and it is reasonable to expect that data will be
inconsistent and incomplete. To provide a trustworthy outcome, trust models will need to integrate
necessary processing or cleaning actions to ensure that the data is sufficiently trustworthy once verified.

e The Value of Trustworthiness that is Based on Data: This approach cleans and organizes
trustworthy data by identifying invalid, duplicated or corrupted records. Missing data may need to
be imputed or removed based on the relevance of the data set.

e Noise Filtering: Basic methods such as moving averages can smooth out data and remove outliers,
as well as more complex machine learning filters such as the Kalman filter.

e Normalization: Data attributes captured from separate databases need to be normalized to a
common range or unit. For instance, latency may be measured in milliseconds, whereas humans
rate from 1 to 5. To maintain all data and describe the outcomes of actions at a higher level of
aggregation, features can be normalized to a common bound, mapping O to 1.

e Feature Extraction: From complex raw data features that define trust are derived such as how often
users interacted within a given timeframe, how they rated one another in a given time, and ranking
the similarity of users' devices.

3.2 Trust Computation Model

In a data acquisition and preprocessing, earn-trust models for each entity in a heterogeneous, ubiquitous
environment dynamically assess the trustworthiness of each entity. In evaluating trust within complex
environments, reliance is placed on the three constituents of trust: direct trust from personal interaction,
indirect trust from word of mouth, and contextual trust from circumstantial elements. Trust value is
computed from three constituents: direct experience, social proof, and contextual considerations.

The overall trust T_ij )t) from entity i to entity j at a given time t is given as:
Tij (t) = aDU(t)+ﬁRU(t)+YCU(t) (1)

Where D;j (t)is the direct trust, R;;(t) is the indirect trust, and C;;(t) is the contextual trust. The
weighting parameters a, 3, ¥ are non-negative and satisfy a + § + vy =1, allowing for a flexible emphasis
on each trust dimension depending on the environment. These components and weights combine as
shown in Equation (1) to calculate the overall trust value T;; (t).

Direct trust quantifies reliability based on past direct interactions, incorporating recency by applying
an exponential decay weight (JWk=e" (=2 (t=tI))g each interaction rating Tj. This weighting reduces
the influence of older interactions, ensuring trust reflects recent behavior more heavily. The direct trust
value is computed as a weighted average:
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L. — Z‘Ircl=1 Wi Tk
Dyj(£) = B @
Here, A > Ocontrols the decay rate, is the timestamp of interaction k, and T}, € [0,1] is the rating of
that interaction, as defined in Equation (2).

3.3 Contextual Trust Computation

In past experiences and recommendations, trust is influenced in a broad context ubiquitous setting.
Unlike other forms of trust, ‘Contextual Trust’ value captures the captured dynamic factors of all
interactions that impact the multi-dimensional elements that is interface based which enables to interact
with automation system on the environment with immense factors that are critical to trust as the level of
trust can be different based on location, conditions and time.

Trust in contextual elements identifies applicable boundaries for consideration of settings where
users' visibility and participation in automation processes occur. Physical proximity, device cooperation,
network parameters, and time are among these parameters. Set criteria increase trust around devices that
are situated close together or on the same Ethernet segment. Devices running the same operating system
tend to work together more effectively than those with different configurations, thereby enhancing
cooperation.

Considering quality of the connection is yet another context/criteria that must be taken into account.
Low-latency, stable connections, and high-bandwidth connections promote seamless communication,
which, in turn, fosters growing trust. Conversely, poor connections undermine trust due to delays,
information loss, and disruptions in continuity. There are also time issues; trust can depend on time of
day or business hours, as entities are known to operate and behave differently outside of business hours.

In trust calculations, the contextual trust calculation process involves retrieving specific features.
Relevant contextual components are selected and weighted based on the surrounding context. Here, the
trust model adapts to the contextual needs, focusing more on factors that support trust for that particular
application or system in use, as outlined in the designed trust model. Each weight is assigned a value
based on the field's competencies and further refined with historical data and algorithms based on
computational learning.

Real-time adjustments made on the basis of contextual information adaptation help manage the
systems trust issues have. This increases responsiveness of the interacting entities to their surroundings,
assisting in the formation of trust metrics that swiftly adapt to changes in the situation. This type of
automatic adjustment is necessary in rapidly changing environments. This ensures that trust calculations
are current and relevant, even in restricted or confined situations.

In short, contextual trust computation has integrated situational awareness into trust models,
broadening their scope and enabling more accurate streamlining of management frameworks for a
variety of ubiquitous systems.

3.4 System Architecture and Process Flow

This section describes the proposed trust management framework using a detailed process flowchart and
system architecture. System architecture describes, at a high level, the key components of a ubiquitous
heterogeneous system and the relationships among them. It describes how data is received, processed
and computed to produce a real-time trust value.
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The process flowchart, alongside the trust evaluation architecture, outlines the steps the user takes to
gather data for trust evaluation, calculate trust values and make decisions. The chart illustrates the core
processes and shows how trust values are modified over time and updated based on the relationships and
information at that moment.

These designs explain trust management and the use of a mix of direct and indirect contextual
information trust components. This illustrates the framework's responsiveness to the complex, dynamic
reality of ubiquitous systems, enabling accurate, reliable trust assessment.

T Direct, indirect
Trust indicators /

trust criteria / trust Trust formation /|
/

trust value

evaluation

composition trust evaluation

Trust aggregation Parametric

Weight
assignment for

based trust

| Trust updation —— Trust propagation | evaluation

Trust storage, Multicasting /
aggregation broadcasting

Figure 1: A Generic Trust Management Model

each criteria

Function
based

Figure 1 shows a complete model of trust management which starts with trust indicators, trust criteria,
and trust composition. This foundational model serves as a base from which trustworthiness measure
values and each value criterion weight trust indicators, ordering them. Trust formation and trust
evaluation, a process in our model, incorporates parametric-based trust evaluation and trust indicator
metrics. Trust value is evaluated first, and disparate evaluations are merged using the Disparate
Assessment Trust Aggregation to yield a single trust value. In practice, trust value aggregation combines
disparate trust values and adjusts them using a function or dynamics to address changes arising from
updates to trust information.

Trust information, along with updates, is stored and disseminated throughout the system using
multicast. In a consistent distributed system, all system components receive updates to the trust state
coherently. In every system functionality, the persistent Aggregate Function Trust Storage is hidden,
illustrating its core design: to store trust data so it can be retrieved and to process data in iterative,
evolving, and enduring cycles.

The Trust Management System model for different environments. This model accounts for multiple
trust assessments: direct, indirect, and contextual. Other factors including privacy maintenance, system
resource efficiency, and system adaptability were considered. This trust evaluation framework was
designed for environments which changes dynamically. This includes network conditions, privacy
requirements, and fluctuations in network resources.

The trust score T;for an entity iis computed as a weighted sum of three trust components:
1 Direct Trust (Tgirect(2)): Trust derived from direct interactions between entities.

2 Indirect Trust (Tiygirect (1)): Trust inferred from recommendations or feedback from other entities.
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3 Contextual Trust (T,gnex(1)): Trust adjusted based on environmental or situational factors (e.g.,
network quality, device reliability).

The overall trust score T;for entity iis given by:
Ti = Wirect * Tdirect(i) *+ Windirect * Tindirect(i) + Weontext * Tcontext(i)

where Wyiiect, Windireet> a1d Weoniext@l’© the weights assigned to each trust component, ensuring the sum
of weights equals 1:

Wiirect + Windirect + Weontext = 1

Direct trust is derived from the past interactions between two entities. Let Ty ({)represent the trust
score for entity ibased on the history of interactions with other entities:

N
NIES I
T = 1Y 1G0))
j=1

where:

e (i, j)is the interaction score between entity iand j, typically ranging from 0 (no trust) to 1 (full
trust).

e Nis the total number of interactions.

Indirect trust is inferred from the recommendations or feedback provided by trusted third parties. Let
Tindirect (D represent the trust score of entity ibased on the average trust of entities recommending i:

1 M
Tindirect(i) = MZ Tk
k=1

where:
o T} is the trust score of a recommending entity k,
e Mis the number of entities that recommend entity i.

The indirect trust score Tiygirect(i)is computed as the weighted sum of trust scores of the

recommending entities:

M
Tindirect(i) = z Wy - Tk
k=1

where wy represents the weight or credibility of entity k, and Y3,  wj = 1.

Contextual trust adjusts the direct and indirect trust scores based on external factors like network
conditions (e.g., bandwidth, reliability), device status, and time. Let T,,x (i) represent the trust score
adjustment for entity ibased on these factors:

Toontext (1) = fretwork () * faeviee () * fime (1)
where:
e fretwork (1)1s the network reliability factor for entity i,
*  fievice(1)1s the device status factor for entity i,

e fime(1)is the time-based trust adjustment for entity i(e.g., trust decay over time).
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These functions adjust the trust values based on real-time conditions.

In privacy-sensitive environments, trust evaluation must ensure the privacy of entities while still
providing accurate trust assessments. This is done using differential privacy, where noise is added to the
trust scores to obscure individual interactions.

Let ebe the privacy budget controlling the amount of noise added. The privacy-preserved trust score

for entity iis:
TP = T, + (0, 02)
where V' (0, 02)is Gaussian noise, and ais the noise scale determined by €.
The relationship between privacy budget and trust score accuracy is modeled as:
Ale) =a- TBE

where:

e ais a constant scaling factor,

e [is a constant representing the sensitivity of the system to changes in privacy.

The trust evaluation system needs to adapt to changing network conditions and the dynamic behavior
of entities. This can be modeled as a time-varying system. Let the trust score T;(t)for entity iat time tbe
updated recursively based on the current trust score and the new interactions:

Ti(t+1)=A-Ti(t)+ (1 — 1) - Ti(t)
where:
o T;(t)is the trust score at time t,
o T;(t)is the newly computed trust score based on current interactions,
e Ais a parameter controlling how much weight is given to historical trust vs recent interactions.

The system aims to optimize overall trust evaluation, minimizing errors in trust assessment while
maximizing accuracy, while maintaining privacy and efficiency. The objective function to be optimized

is:
min L(T;, T™, €)

€,Wdirect:Windirect:Wcontext
where:
o L(T;, T{™, €)is the loss function, which quantifies the error between the predicted trust score
T;and the true trust score T;™°,
e erepresents the privacy budget.

The system can adjust parameters such as the privacy budget € and the trust component weights
Wiirect> Windirect> @d Weontext t0 maximize overall trust evaluation accuracy while respecting privacy and
resource constraints.
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Figure 2: Hierarchical Trust Management Framework

Figure 2 depicts the development of a Hierarchical Trust Management Framework that structures and
manages trust across layers. At the top is the Administration Center, which has global jurisdiction over
system governance and trust policies for the Administration Centers. This center oversees several
instances of the Authentication Center which resides on the intermediate layer. These centers conduct
local authentication and trust assessment in their geographic areas. At the core of the framework is a
Centralized trust management scheme that serves as a nucleus, gathering trust data from subordinate
elements and executing trust decisions throughout the system. Reader devices are positioned at the
bottom layer and function according to the prescribed trust policies. As demonstrated, these readers can
use various local trust systems, such as the D-S system (most likely the Dempster-Shafer theory) and
the VIP system.

Most critically, both the D-S scheme and the VIP scheme can issue reports for abnormal event
detection (labeled A) at the Centralized Trust Management Scheme, which provides the potential to
rescale trust levels in the system and can enhance the integrity and trustworthiness of the entire scheme.
The hierarchy therefore provides a simple, scalable mechanism for managing trust, as localized trust
decisions cascade upwards into a centralized trust management approach.

Algorithm: Trust Management System

Input:
e D;(t): Data collected from entity iat time t(e.g., interactions, sensor readings, etc.)
e  ¢: Privacy budget for differential privacy

*  Wirect» Windirect» Weontext: Weights for the trust components
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1. Collect data from each entity iat time ¢t:
D;(t) = Raw data collected from entity i
2. Preprocess the data to clean and normalize:
Df'ean(t) = Processed data after cleaning and normalization

3. Compute direct trust Ty e (i) from past interactions:

N
L1 -
Tarea =5 ) 1))
j=1
Where (i, j)is the trust score between entity iand entity j.

4. Compute indirect trust Ti,g;rect (i) from recommendations by other entities:

1 M
Tindirect(i) = MZ Tk
k=1

Where T his Is the trust score of the entity recommending entity i.

Contextual Trust

5. Compute contextual trust T, ¢ (i) based on external factors like network conditions and device
status:

Tcontext(i) = fnetwork(i) ’ fdevice(i) ’ ﬁime(i)
6. Combine the trust components to get the final trust score T;(t)for entity i:
T; (t) = Widirect * Tdirect(i) + Windirect * Tindirect(i) + Weontext * Tcontext(i)
7. Apply differential privacy to protect individual data:
T () = Ti(0) + N (0,0%)
8. Update the trust score periodically and repeat the process to adapt to changing environments:
Tyt +1) = A-Ty(t) + (1 = A) - TP (1)

Where Acontrols how much weight is given to past vs current trust values.

4 Result and Discussion

To evaluate the effectiveness of the proposed trust management solutions in these environments
comprised of ubiquitous and heterogeneous elements, a simulated dataset that captured authentic
interactions, contextual changes, and the series of recommendations was produced. The simulation
involved approximately 50 entities in a smart campus environment comprising smart classrooms, video
surveillance nodes, and user-wearable devices. The entities engaged in both collaborative and aggressive
interactions across disparate environments, including time of day, network state, and device type,
providing a breadth of conditions under which trust computation should be assessed.
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Table 1: Sample Dataset Extract with Trust Input Parameters

Entity | Avg. Interaction | Avg. Recommendation Score | Context Computed
Pair Rating (Direct Trust) | (Indirect Trust) Similarity Score | Trust T;
A—B | 0.85 0.78 0.90 0.83
C—D |0.60 0.82 0.65 0.69
E—-F |0.40 0.35 0.50 0.41
G—H |0.90 0.60 0.95 0.83
I[—] 0.75 0.55 0.60 0.66

The three types of trust — direct, indirect, and contextual —and the overall trust score, calculated as
a weighted sum, are presented in Table 1. The weights assigned to direct, indirect, and contextual trust
are 0.5, 0.3, and 0.2. For example, the entity pair Q — R shows a high degree of trust across all
components and as a result, has a total trust score of 0.86. This indicates strong trust and a positive
interaction context. In contrast, S — T demonstrates lower scores across all components and as a result
has a total trust score of 0.44. This is a low score and so trust towards this pair is warranted with an
element of caution. This dataset demonstrates the model's ability to consider prior interactions, trust
other people have placed in the entities, and trust in the context to present a panoramic view of trust
towards entities that is adaptive and ubiquitous.

Impact of Direct Trust Weight (o) on Overall Trust
Score

1.2

1 /
0.8

0.6

0.4 /

0.2 .

= Series 1 (o) Series 2 (B) Series 3 (y) Overall Trust Score

Figure 3: Impact of Direct Trust Weight (o) on Overall Trust Score

Figure 3 shows how trust in a heterogeneous ubiquitous environment (HUE) changes depending on
the weight assigned to direct trust (0 < o < 1), mapped to value [A] in the trust model equation. The
dataset outlines four categories which captured the overall trust score, establishing a strong reliance on
direct interactions in the trust computation model. When o value moves from 0.2 to 1, the overall trust
score moves from 0.67 to 0.90, which demonstrates most of the growth comes from direct trust
calculated from firsthand experiences. At the same time, the decrease in indirect trust () and contextual
trust (y) weights prove how the underscored strategy optimally adjusts the relevant, lesser components
of the model, illustrating its versatility in parameterization and variable balance. This figure, especially
gives evidence of a more adaptive interplay of relatively recent direct interactions and stable interactions,
for the quantification of trust, with deeper learning in the system.
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Trust Evaluation Performance Over Time
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Figure 4: Trust Evaluation Performance Over Time

Figure 4 illustrates how model accuracy will compromise due to latency and communication
overhead within the proposed trust management system. This measures the balance system users expect
and the performance the system offers. Trust management systems prioritize communication overhead;
as the communication distance and time increases accuracy increases, thus systems with high resource
consumption achieve positive systems. Latency, the time overhead due to network or system response,
impacts precision. Trust systems with low accuracy due to high resource consumption will result in loss
of trust. The communication and system imprint will form the expected balance of communication
overhead and precision. Isolated systems will achieve high precision, prominence low latency and
resource consumption. This real-world problem isolates the importance of optimizing latency and
communication overhead.

The figure illustrates how well the model continues to sustain automated systems when conditions
change. The primary focus is balancing the absolute accuracy of the data, any trust resource allocation,
and an overall efficient response time. There is a need to refocus the system to be more durable within
time-sensitive dynamic changes, while also maintaining the individual's privacy and an efficient system
performance.

Trust Model Comparison (Radar Chart)
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Proposed Model
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—— Context-aware
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Privacy Pre:

Acguracy

ResourceUsage
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Figure 5: Trust Model Comparison

572



Trust Management in Heterogeneous Ubiquitous Haydeer MohamadAbbas et al.
Environments

The assessment of multiple trust evaluation models (Proposed Model, Reputation-based, Context-
aware, and Hybrid) is analyzed based on multiple criteria: Accuracy, Latency, Privacy Preservation,
Resource Usage, and Adaptability. This characterization provides areas for future development for each
model, while the Proposed Model figure 5 demonstrates the highest performance in nearly estimated
each criterion, particularly accurate and adaptable.

5 Conclusion

In this paper, we discuss an approach for trust management in heterogeneous ubiquitous environments,
aimed at ultimately providing a dynamic computational combination of direct, indirect and contextual
trust. The approach employs careful steps during the phases of data collection and preprocessing to
facilitate the process of more accurate trust evaluation. The findings showed that the proportions of the
trust components in the total trust score is very important, particularly when the direct trust component
is scored most heavily. The predictive advantage in using contextual data makes the framework more
responsive and agile, and resolves safety concerns of rendered trust evaluations becoming stale, while
conditions in either the system or the environment change. Performance analysis, under unique input
data sets, revealed significant differences in sources of trust and scenarios, and the frameworks
responsiveness to both of these aspects. Overall, the trust management system, as detailed within the
current framework, provides a structured and efficient method for addressing the ever-changing
complexities surrounding trust in ubiquitous systems. Additionally, it encompasses safeguarding both
the user and device interfaces.
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