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Abstract 

The healthcare monitoring systems, with the concept called ‘telehealth’, started early in the year 

1948. In classical times, it was a challenge to connect the security and sustainability of the healthcare 

monitoring system. In the later years, introducing the Internet of Things (IoT) technology facilities 

into the world has helped the healthcare industry overcome the challenge. In IoT, the sensors are 

used to capture data in health monitoring systems. In this paper, a health monitoring system that 

combines the DHT11, MLX90614, AD8232, and MAX30100 sensors with an interpretable linear 

regression model to predict health risks is presented. The cross-validation is done for predictive 

performance, having R2 = 0.96. In Healthcare IoT, devices like wearable sensors and patient 

monitors are wirelessly connected. These networks often use mobile ad-hoc communication models. 

The health monitoring systems share vast quantities of data. Malicious nodes in the network can 

alter patient data and delay emergency messages. Here, the security and sustainability of the 

healthcare monitoring system are discussed, and the hybrid method is introduced, used for network 

security. The hybrid model is compared with existing models. The hybrid model with a large node 

number has better performance in PDR gain than LVT-CBGR by 6.04%. The QoS (Quality of 

Service) parameters for the ratio of packet delivery, latency, detection rate, overhead, and throughput 

are computed. 

Keywords: IoT Health Monitoring, Multiple Linear Regression, Network Security, Direct 

Symmetry Test, Prim’s Algorithm, Trust-Based Mechanism, Hybrid Model. 
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1 Introduction 

Advanced technologies like the Internet of Things and remote monitoring in healthcare monitoring 

systems have made life simpler for people in many ways. The operational costs in the healthcare sector 

are reduced (Avezova et al., 2025).  The queue maintenance at hospitals for meeting doctors in person 

has been addressed by the utilization of remote monitoring.  Remote monitoring means the ability to 

view from a distance. But remote monitoring is a challenge. This limitation of human imagination needs 

to be pushed away with the use of improved technologies. Figure 1 describes the connection between 

the health care centre and humans in the remote area. This figure gives a general representation. The 

advanced technologies have made it affordable, and monitoring the human body remotely is possible 

just by using some of the electronic components. The data obtained through monitoring is saved and 

stored for further analysis, and doctors make the proper decision and give suggestions to the patient. The 

security of data is the main problem in health monitoring, since a vast quantity of data is collected and 

processed. 

 

Figure 1: Communication Between Health Care Centre and Humans in A Remote Area 

The concept of IoT in healthcare systems is connecting things to one another and accumulating data, 

transferring data over the network which is wireless.  Any object that could be connected to the internet 

and communicate data is an IoT device. With the Internet of Things, there is a self-health monitoring 

system in place. The readily available wearable sensors are most popularly used for health checkups. 

The sensors are placed in a targeted place where remote area monitoring is to be done, and these sensors 

are connected to the internet (Rivera & El-Fahmy, 2025).  The data collected by the sensors is sent to 

the cloud for storage, as the data collected is vast. The information or data is accessed and shared from 

one device to another device. Boards like Raspberry Pi, Arduino, and Node MCU are used to work with 

sensors and to carry out further commands. The sensors in the remote area are connected to boards like 

those mentioned previously. The data received from sensors can be viewed on personal mobile phones 

and computers. Figure 2 is a representation of understanding the sensors’ connection, cloud, and transfer 

of data. 

The sensors’ data, which has been collected, is used as a dataset for predicting the health condition. 

Generally, prediction is the concept for building a model that is used for projecting the health condition. 

Such a model uses a machine learning (ML) algorithm that learns properties from a dataset used to train 

the model to make predictions. ML is applied to forecast upcoming occurrences. An ML system gains 

understanding from data and boosts the system’s performance. In other words, the system is being 

experienced as the analysis is done on the dataset. Artificial intelligence (AI) is a very broad topic and 
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has subsections. ML is a sub-portion of AI. There exist many algorithms developed by researchers. 

These algorithms are used for the work according to the application. IoT is used in many applications, 

and the system is made intelligent using algorithms for decision making and to forecast ideas (Elsadig, 

2024). Machine Learning models rely on the data collected from sensors, experimental work, and 

laboratories. The Linear regression (LR) is a method in ML. (Maulud et al., 2020; Mohammed et al., 

2014) In 1894, Sir Francis Galton first and foremost advised the LR concept. The data is mostly 

numerical or images. The quality of the data should be maintained, and possibly needs to be high for 

better accuracy. For accurate detection, the quality is maintained. The systematic review given in (Tercan 

& Meisen, 2022) shown the quality assurance measures developed through the years of journey of 

research in the manufacturing process. 

 

Figure 2: Health Monitoring System 

Background and Motivation 

The sensors that gather the data are connected to each other wirelessly. Devices like mobile phones, 

computers, display screens, cameras, tablets, boards like Arduino, NodeMCU, Intel Edison, Raspberry 

Pi, etc., are connected to each other over the internet for monitoring and controlling human health. For 

understanding purposes, the works carried out by some of the researchers in a similar field are given as 

follows. The (Mary et al., 2018) Arduino Uno board is used to monitor the human body, and the system 

is very efficient in power. The health of scavengers who work manually is monitored in (Deepa, 2020). 

The ThingSpeak cloud is used to store the data from sensors. The smartphone, nowadays, is just enough 

to identify the health condition (Pal, 2019). The Arduino Uno R3 model is used for health monitoring, 

and the sensed data is sent to the cloud, having the IP address. (Tamilselvi et al., 2020) The Arduino 

Uno is used, requires a power supply of 3.3V and receives data from sensors, and the information is sent 

to the cloud. (Valsalan et al., 2020) The human temperature and pulse rate are measured, and also, the 

room humidity and temperature are measured. The Arduino board is used, and the sensed data is sent to 

the IoT cloud. From (Ramson & Moni, 2016), we can understand that using Wi-Fi technology in the 

health system is good enough, as it has comparatively many advantages. In (Jawade et al., 2020), the 

data is transferred to the cloud (ThingSpeak). NodeMCU is used, and data from the cloud is received 

through the Android app. In (Prasad et al., 2020), the information regarding data processing at the cloud 

layer is provided. An intelligent monitoring system architecture proposed in (Patel et al., 2016) sends 

ECG pulse rate and temperature values of a person to the cloud from sensors in connection with Arduino. 
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An Identification framework for face masks (ECMask) as a COVID-19 precaution is shown in (Kong et 

al., 2021). Here, Raspberry Pi 4 is used as an edge device. The dataset is the data collected from sensors 

and is used for checking the health condition, in other words, for projecting the risk of the health 

condition. A simple MLR algorithm is used for this purpose. 

In general, the health care devices like sensors, patient monitors, etc., are connected wirelessly in 

mobile environments, and these often use Mobile Ad Hoc Networks (MANETs). The health monitoring 

system shares a large amount of data over the network, and the network security is important as the 

malicious nodes in the network disturb the network, for example, altering the data (Kumar, 2023). 

Mobile Ad Hoc Networks (MANETs) are wireless networks in which the nodes share data or 

communicate over wireless links without depending on pre-existing infrastructure. These networks are 

better for vehicular networks, military, and remote sensing applications. MANETs are very flexible and 

are exposed to security threats, and the performance of the network is degraded. Attacks like malicious 

node packet dropping, route mislead are always an issue in these MANETs. Since the MANETs are 

decentralized, the age-old security algorithms used in wired networks are not suitable for MANETs. 

Hence, in MANETs, the distributed and adaptive nature ensures secure communication. For many years, 

several methods have been proposed, and they have undergone false detection and high overhead. Hence, 

the hybrid model is proposed, which detects the malicious nodes that disrupt the network and mitigates 

malicious nodes (Chinnasamy, 2024). 

2 Literature Survey 

In this section, the existing research carried out using the health monitoring sensors, very closely related 

to the type of sensors which have been discussed in this paper, is given here, and the algorithms used in 

early works have been discussed (Jalali & Shaemi, 2015). In the paper, (Saadatnejad et al., 2019) the 

method, wavelet transform, and LSTM for ECG classification are used. This model has good accuracy 

and does real-time execution. But it requires preprocessing on signals, and even exhibits complexity in 

training. (Chisom et al., 2020) Here, easy deployment of sensors is shown with basic filtering, but it has 

a simple scaling rule. (Nath & Thapliyal, 2021) The authors have used limited sensors, and stress 

validation is done using regression. The author listed the techniques, among which are LSTM and RL 

for IoT-based RPM  (Shaik et al., 2023). But complex architecture does not suit low-power IoT nodes. 

An ML regression method is used to correct wrist-worn HR vs ECG (Choksatchawathi et al., 2020). It 

has good accuracy, but adds computation per session. A review of wrist and chest-worn sensors for stress 

classification is done in (Vijayan et al., 2021). Another work done by the authors in (Hamim et al., 2019; 

Hazarika et al., 2025; Indumathy, 2014), is about Arduino/RPi architectures collecting values from 

sensors; it only does the basic alert threshold. The early works carried out related to malicious nodes in 

the network are listed in Table 1. Many approaches were proposed for MANET security, and the 

literature survey reveals that those schemes have a result of reduced ratio of packet delivery in the 

presence of malicious nodes. 

Table 1: Early Works of Approaches for Secured MANET 

Ref.no. Methodology Advantages Limitations 

Shi, 2024 Fuzzy Trust + Bayesian 

Belief estimation 

Handles dishonest 

recommendation attacks 

Struggles in dynamic 

environments 

Muruganandam & 

Renjit, 2021 

Hybrid Cryptographic 

Secure Routing 

Enhances secure routing 

and node detection 

Cryptographic load causes 

delay 

Kumaravel & 

Chandrasekaran, 2019 

ANFIS (Neuro-Fuzzy) Adaptive learning-based 

Detection 

High latency under mobility 
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Sontakke & Chopade, 

2025 

DNN + BiLSTM High accuracy for 

VANETs 

Computationally expensive 

Talukder et al., 2023 ML + DL Hybrid High accuracy, layered 

defense 

Requires large labeled 

datasets 

Alazab et al., 2024 Harris Hawks + MLP Feature selection enhances 

accuracy 

Optimization method 

specific 

Akif et al., 2025 Hybrid ML Works on real IoT data High training time 

(Sajid et al., 2024) ML + DL Increased detection rate Lack of explainability 

Rincy N & Gupta, 2021 Hybrid ML Effective for large-scale 

systems 

Feature engineering 

dependent 

Sultan et al., 2023 ANN (Deep Learning) Smart anomaly detection Needs huge training datasets 

Buksh et al., 2024 Trust-Oriented Peer 

Mechanism (TOPCM) 

Better PDR, trust score 

evaluation 

Energy efficiency is not fully 

addressed 

Pari & Sudharson, 2023 HTRM Detects malevolent node 

behavior 

Prone to collusion attacks 

Farhana et al., 2020 DNN Time-series detection Requires time-synchronized 

datasets 

Popli et al., 2019 Fuzzy Logic Trust 

Model 

Flexible thresholding Susceptible to 

misclassification under 

uncertainty 

Kaewking & 

Boonkrong, 2018 

Mixing time property, 

node distance 

Utilizes topology to detect 

anomalies 

Limited to topology-aware 

attacks 

Mahamune & 

Chandane, 2024 

Cooperative Trust 

Evaluation 

Node cooperation 

enhances accuracy 

Delay due to multiple trust 

confirmations 

3 Methodology 

The sensors DHT11 for temperature value and humidity value, MAX30100 for bpm and SpO2 of human 

body values, AD8232 for recording ECG, MLX906614 for temperature of the body, are deployed. The 

data from sensors is collected, and the dataset is used in the LR algorithm. The dataset is partitioned for 

the training and testing process. Here, the 5-fold cross-validation is done on the dataset to ensure high 

accuracy of the prediction process.  The classical method of 60,20,20 partitioning of the dataset is done. 

 

Figure 3: The Processing of Data From Sensors for Making A Prediction 

The cross-validation evaluates the wellness of the model actually predicts new data. Figure 3 gives 

an idea of the dataset being partitioned into different levels. Assess the model’s performance on unseen 

data. The dataset used here for system performance is from (Ziya, 2024; Zhou, 2024). Things like 

computers, sensors share huge data/information with the devices connected to the internet. This shared 

information is stored in the cloud for further access to the data. Here comes the necessity if the data 

shared is secure. The IoT and mobile Ad hoc Network (MANET) go hand in hand in managing the 

mobility of nodes. The device is referred to as a node. In MANET, it is very important in wireless 

networks to know the position of the neighboring nodes. The source node would pass the data to the 

neighbor node, which is the nearest node to the source node, and further, the data is passed on until the 
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data is shared with the destination node. This process takes place when the destination node does not 

fall within the network range of the source node.  An important issue is the correct location of the node 

in a mobile network, and it is a challenging one when the adversaries are harming the system. The correct 

or proper node locations are therefore an all-important issue in mobile networks, and it becomes 

particularly challenging in the presence of adversaries aiming at harming the system. The following is a 

model explaining the scenario of data shared among nodes, and the algorithm implementation supporting 

the sustainability in the healthcare system is given in the following sections. 

Problem Statement 

The security of data is a problem in health monitoring systems since a vast quantity of data is collected 

and shared in the system. The nodes in the network, before sharing the data, need to find the fault node, 

which is termed a malicious node, to have a secure health monitoring system. A malicious node detection 

and mitigation model is proposed, which is a hybrid model for ensuring security in MANET. 

Method and Algorithm 

Multiple Linear Regression (MLR) shuffles the training set. The model is fit on 4 folds and prediction 

made on the left-out fold. It is done to evaluate the performance on the training data. The final remains 

untouched until evaluation, and R2 is calculated. MLR in its form (Geeksforgeeks, 2025) is shown in 

Eq. (1) 

𝑌̂ = 𝛽0 + 𝛽1𝑋1 + ⋯ + 𝛽𝑝𝑋𝑝 + 𝜀                     (1) 

 𝛽0 is the intercept,  𝛽𝑗 are feature coefficients,  𝜀 it is an error term representing residual deviations. 

Coefficients of the model provide physiological insight into feature importance, making it 

transparent. It is suited for health decision-making. 

• Residual Feature 

The residual represents only deviations; it tends to be numerically small, particularly in healthy, stable 

datasets. This is used because it reduces the difference of the squared sum between the actual data and 

the points of prediction from the model. The deviation is computed by Eq. (2), and the predicted point 

is taken from Eq. (3) 

𝑟𝑒𝑠𝑖𝑑𝑢𝑎𝑙𝑖 =  𝑇𝑠𝑘𝑖𝑛,𝑖 − 𝑇̂𝑠𝑘𝑖𝑛,𝑖                (2) 

where 𝑇̂𝑠𝑘𝑖𝑛 is predicted by a linear model from 𝑇𝑟𝑜𝑜𝑚, humidity, and heart rate. 

𝑇̂𝑠𝑘𝑖𝑛= 𝑦0+𝑦1Troom+𝑦2humidity+𝑦3HR    (3) 

• Interaction Term 

This is correlated with its primary components (heart_rate, skin_temp, room_temp). The stress could be 

observed from Eq. (4). Example: a person feeling a high heart-rate and temperature may show fever 

symptoms. 

ℎ𝑟_𝑡𝑒𝑚𝑝_𝑑𝑖𝑓𝑓𝑖 = 𝐻𝑅𝑖 × ( 𝑇𝑠𝑘𝑖𝑛,𝑖 − 𝑇𝑟𝑜𝑜𝑚,𝑖)   (4) 

The goodness of the model’s prediction, the best the model’s prediction to the actual data, the R2 

will be nearly or equal to 1. R2 range is 0 – 1.  This is computed as given in Eq. (5) 
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𝑅2 = 1 −
∑(𝑦𝑡𝑟𝑢𝑒− 𝑦𝑝𝑟𝑒𝑑)2

∑(𝑦𝑡𝑟𝑢𝑒− 𝑦̅)2      (5) 

The proposed model methodology is focused on identifying the malicious nodes and mitigating them 

in MANET and is shown in Fig. 4. This hybrid system is developed with the combination of Direct 

Symmetry Test (DST), Trust-Based mechanism, and Prim’s Algorithm. This is an innovative workflow 

(sequence). Unlike the previous works, the above-mentioned algorithms were either used in isolation or 

in other types of combinations. In this hybrid method, firstly, the network is initialized with mobile 

nodes that exchange packets. To make sure the communication between nodes is bidirectional, the Direct 

Symmetry test is conducted. Here, if any node sends data but does not receive from its paired node, the 

link is marked as asymmetric, which leads to the indication of node misbehavior. The DST is a very 

effective technique in MANET in having the symmetry condition for communication between two 

nodes. The symmetry condition for two nodes i and j is shown in Eq. (6) (Fiore et al., 2013) 

𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑦(𝑖, 𝑗) = {
1, 𝑖𝑓 𝑏𝑜𝑡ℎ 𝑙𝑖𝑛𝑘𝑠 (𝑖 → 𝑗)𝑎𝑛𝑑 (𝑗 → 𝑖)𝑒𝑥𝑖𝑠𝑡 
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

      (6) 

1) Algorithm 

• Start. 

• For each node, broadcast a "Hello" message. 

• Record nodes that reply in a Neighbour Table. 

• For each neighbour B of node A: 

• Check if A exists in B’s Neighbour Table. 

• If yes, mark link A ↔ B as symmetric. 

• If no, discard the link A → B. 

• Update A’s neighbour list with only symmetric neighbours. 

• Stop. 

As each node monitors the neighbour node’s behaviour, a trust score is computed.  The trust score is 

the ratio of packets forwarded to received packets. The nodes whose trust score is below the defined 

threshold value are malicious nodes. This technique is efficient for resource-constrained networks like 

MANET. This technique is superior to other techniques because approaches like cryptography rely on 

heavy computation. Trust-based mechanism enhances the security in the network. The trust score is 

calculated as given in Eq. (7) 

𝑇𝑖 =
𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑖

𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑖
                                      (7) 

The node is flagged as malicious if   𝑇𝑖  < 0.3(𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑). The trust scores are updated periodically. 

2) Algorithm 

• Start. 

• For each node, monitor packet forwarding behaviour. 

• Calculate trust score based on: 

• Successful forwards 
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• Packet drops 

• Acknowledgments 

• Assign trust value 𝑇𝑖to each neighbor i. 

• If 𝑇𝑖 ≥ threshold → mark as trusted. 

• Else → mark as untrusted (malicious). 

• Update trust table. 

• Stop. 

Prim’s algorithm is used, which is the Minimum Spanning Tree (MST) algorithm for routing. Here, 

the trust score is inversely proportional to edge weight. The path with higher trust is preferred, and forms 

the routing paths; this way, the malicious nodes are excluded. The trust-based edge weight for Prim’s 

algorithm is given in Eq. (8) 

𝑤(𝑖, 𝑗) =
1

𝑇𝑗
      (8) 

Where Tj is the trust score of node j. 

3) Algorithm 

• Start. 

• Input trusted node list from the trust mechanism. 

• Initialize MST with a starting trusted node. 

• While MST does not cover all trusted nodes: 

• Select the edge with minimum weight (e.g., distance, delay) connecting MST to a new trusted 

node. 

• Add the selected node and edge to the MST. 

• Build a routing path from the constructed MST. 

• Isolate or avoid any node not in the trusted MST. 

• Stop. 

 

Figure 4: Hybrid Model Workflow 

Monitor packet behaviour 

Apply direct summary text 

Calculate trust scores  

Mitigate untrusted or asymmetric nodes 

Build Secure MST using Prime’s algorithm 
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The hybrid model is shown in Figure 4. This hybrid system is very efficient in identifying the nodes 

that do not respond properly. After the isolation of malicious nodes, the safe communication structure 

is reconstructed. 

Performance Metrics 

Performance metrics (Priyambodo et al., 2020) calculated are Packet Delivery Ratio (PDR), throughput, 

latency, and detection rate. 

1. Packet Delivery Ratio 

PDR is given by the ratio of total packets received by the destination node to total packets sent by the 

source node. This is globally used for the delivery of packet computation and is shown in Eq. (9) 

𝑃𝐷𝑅 =
𝑇𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 

𝑇𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑆𝑒𝑛𝑡
       (9) 

2. Throughput 

Throughput gives information about the number of packets received in a period of time. The formula 

shown in Eq. (10) is the computation for throughput. 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑃𝑟×𝑆

𝑇
                             (10) 

𝑃𝑟: Total number of packets received. 

S: Size of each packet 

T: Total transmission time 

3. Latency 

It is the time for the data to go from source to destination. To observe the performance of the network, 

this is an important parameter. The latency is shown in Eq. (11) 

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 =  
1

𝑁
∑ (𝐴𝑟𝑟𝑖𝑣𝑎𝑙 𝑇𝑖𝑚𝑒𝑖 − 𝑆𝑒𝑛𝑑 𝑇𝑖𝑚𝑒𝑖)𝑁

𝑖=1    (11) 

N: Total number of packets delivered. 

𝐴𝑟𝑟𝑖𝑣𝑎𝑙 𝑇𝑖𝑚𝑒𝑖 is the Time at which the ith packet reached the destination 

𝑆𝑒𝑛𝑑 𝑇𝑖𝑚𝑒𝑖 is the Time at which the ith packet is sent from the source 

4. Detection Rate 

This refers to the percentage of the system, in identifying the attackers. The system is at its best when 

the detection rate is high. This mathematical calculation is shown in Eq. (12) 

𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒 =  
𝑎

𝑏
× 100%                 (12) 

a: number of malicious nodes correctly identified 

b: total malicious nodes present 
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4 Results and Discussion 

In this section, we see the results generated from the model and also discuss them. The IoT health 

monitoring system performance for health risk prediction is discussed here. The plot in Figure 5 shows 

that the points are near the linear line, and some points slightly vary as they drift away from the linear 

line. This depicts the prediction variation. 

 

Figure 5: True Vs Predicted Risk Plot 

The data points slightly vary from the y = x line. R2 is 0.968.  R2 computed is averaged across all 

folds. The model output is in probability space, which is consistent. For understanding purposes, a 0.75 

means 75% risk. R2 provides the information on how close the predictions and actual values are. The 

predicted risk is categorized into 3 classes. Low risk is from 0 to 0.33 (green zone). Medium risk is from 

0.33 to 0.66 (yellow zone), and high risk (red zone) is from 0.66 to 1. This is shown in Figure 6. The 

colour bands are shown for quick understanding. 

 

Figure 6: True Vs Predicted Risk with Zones 
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The details of the node number, detection mechanism of malicious nodes, etc., and the simulated 

parameters are shown in Table 2. In this section, it is demonstrated that the tri-algorithms integrated 

hybrid model improved the performance of the network in the presence of malicious nodes.  

Table 2: Simulation Parameters 

Parameter Value / Description 

Number of Nodes 10 to 100 (incrementing by 10) 

Simulation Area 1000m × 1000m 

Mobility Model Random Waypoint 

Simulation Time 100 – 500 seconds 

Transmission Range 250 meters 

Traffic Type CBR (Constant Bit Rate) 

Packet Size 512 Bytes 

Packet Rate 4 packets/sec 

Number of Flows 10 – 30 

Routing Protocol Custom (Prim’s Algorithm + Trust-Based) 

MAC Protocol IEEE 802.11 

Node Energy (Initial) 1000 Joules (configurable per node) 

Energy Consumption (Tx) ~1.5 Joules per packet 

Energy Consumption (Rx) ~1.0 Joules per packet 

Trust Threshold (Tₜₕ) 0.3 

Detection Mechanisms Direct Symmetry Test, Trust Evaluation, Prim’s Algorithm 

Simulation Tool Python (NetworkX, NumPy, Matplotlib) 
 

 

Figure 7: Node Simulation 

Figure 7 is the node simulation. The links are placed between nodes, connecting each other, and as 

mentioned in the earlier section, the PDR is calculated. From Figure 8, the PDR graph shows before and 

after the mitigation of malicious nodes. Surely, the PDR is increased by 41.58% after the mitigation of 

malicious nodes in the network. 
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Figure 8: PDR Before and After The Mitigation of Malicious Nodes 

The plot in Figure 9 is the throughput, which represents the efficiency of the network. The throughput 

is calculated before and after the mitigation of malicious nodes. The throughput value is increased by 

51.01% after the mitigation process. This shows the reduction in the loss of packets and maintains 

communication. The latency plotted in Figure 10 is efficient after the mitigation process. Latency is 

decreased by 62.89 %. A noticeable reduction in latency after the mitigation mechanism application is 

seen. 

 

Figure 9: Throughput Before and After the Mitigation of Malicious Nodes 
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Figure 10: Latency Graph Showing Before and After Mitigation 

The performance is evaluated by varying the node number and the malicious node number gradually. 

The detection rate plotted in Figure 11 gradually increases from 85% to 89.5% as the total nodes 

increases, ranging from 10 to 100 in steps of 10. The malicious node detection rate is high. This shows 

that it identifies well, and the threats are at the bottom level. 

 

Figure 11: Detection Rate Graph Corresponding to the Nodes 

The hybrid model discussed in this paper is compared with the SLVP model given in (Lo et al., 2013) 

and the LVT-CBGR model given in (Muthusenthil et al., 2020; Nnamdi et al., 2024) in terms of PDR. 

The Table 3 information is about the graph with parameters involved, including are number of nodes, 

models for comparison with respect to PDR values. Figure 12 gives the graphical representation of the 

same. 
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• The total number of nodes varied from 20 to 100. 

• In SLVP, there is a decline after 40 nodes in the network, and it still gradually decreases. 

• The LVT CBGR method has good performance compared to SLVP. 

• The hybrid model has very minimal fluctuations but is always above 0.9 

• The hybrid model maintains an improved delivery ratio under a larger complex network 

compared to LVT CBGR and SLVP. 

• The hybrid model surpasses LVT CBGR, having 5.42% and 6.04% improvement in PDR, 

respectively, during evaluation under 80 and 100 nodes. 

• The % of PDR gain (Bansilal, 2017) is calculated as given in Eq. (13). This gives the value of 

the better performance of the hybrid model. 

𝑃𝐷𝑅 𝐺𝑎𝑖𝑛 % =
𝐻𝑦𝑏𝑟𝑖𝑑 𝑚𝑜𝑑𝑒𝑙−𝐿𝑉𝑇_𝐶𝐵𝐺𝑅

𝐿𝑉𝑇_𝐶𝐵𝐺𝑅
 × 100    (13) 

Table 3: Performance of PDR In Hybrid Model, LVT-CBGR, And SLVP Models 

Nodes LVT-CBGR SLVP Hybrid Model 

20 1 0.75 0.9155 

40 0.98 0.6 0.97725 

60 0.95 0.35 0.906 

80 0.92 0.4 0.96987 

100 0.88 0.3 0.9332 
 

 

Figure 12: Comparison of the Hybrid Model with Existing LVT CBGR & SLVP Models in Terms of 

the Number of Nodes Vs PDR (Packet Delivery Ratio) 

Table 4 gives the latency of the hybrid model information along with the comparison of the existing 

models. The Latency (s) is very low in the hybrid model. The latency in SLVP remains sharply high. 

LVT CBGR latency is better than the SLVP method. The graphical representation in Figure 13 clearly 

shows that the latency is minimal in the hybrid model. Table 5 gives the overhead in the hybrid model 

and the other two models. The overhead is very low in the hybrid model. The overhead in bytes for the 

LVT CBGR, SLVP, and the hybrid model is shown in Figure 14. 
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Table 4: Performance Of Latency In Hybrid Model, LVT CBGR & SLVP Models 

Nodes LVT-CBGR SLVP Hybrid Model 

20 1.5 4 0.006 

40 1.8 5.5 0.002 

60 2.2 6.5 0.002 

80 2.8 6.3 0.006 

100 3.4 6.3 0.008 
 

 

Figure 13: Comparison of the Hybrid Model with Existing LVT-CBGR & SLVP Models in Terms of 

Number of Nodes Vs Latency 

Table 5: Performance of Overhead (Bytes) in Hybrid Model, LVT CBGR & SLVP Models 

Nodes Hybrid Model LVT-CBGR SLVP 

20 1800 3900 5500 

40 2900 4500 9000 

60 3500 3985 15900 

80 5000 7000 16880 

100 7900 10900 25900 
 

 

Figure 14: Comparison of the Hybrid Model with Existing LVT-CBGR & SLVP Models in Terms of 

the Number of Nodes Vs Overhead 
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5 Conclusion 

The IoT health monitoring system with prediction model presented in this paper predicts the health risks 

properly. From the prediction zone for health risks, the points fitting within their respective zones show 

the IoT system’s ability to monitor and classify activity intensity in real time, supporting personalized 

health guidance and behavioral insights. In the wireless network, as the data is shared between devices, 

a security concern exists. Some of the devices in the network may be malicious and disrupt the work 

performance, making the healthcare system unmanageable. The algorithm ensuring the security in the 

system is implemented. The algorithm discussed is simple to execute for the verification process to 

detect whether a node is malicious. The advantage of the hybrid method is that it can restrain attacks 

from malicious nodes in the recovery process. This innovative model is the hybrid model for malicious 

node detection and mitigation for Mobile Ad hoc Networks (MANETs). This hybrid model integrated 

the direct symmetry test, Trust-based mechanism, and Prim’s algorithm. The nodes that exhibit 

malicious behavior are identified and isolated by this model effectively. The Network security and 

reliability are enhanced through this model. Here, based on node behavior, the trust scores are calculated 

dynamically, which assures adaptive decision-making in a real-time communication environment.  The 

network assessment metrics, packet delivery ratio, throughput, and latency are calculated before and 

after the mitigation of malicious nodes. After the malicious nodes are isolated, the PDR and throughput 

are increased, and latency is decreased. The detection rate parameter is analyzed and is preferably used 

to make the health monitoring system that shares huge data secure and sustainable. This hybrid model 

is an efficient solution for MANET security. 
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