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Abstract

Mobile and ubiquitous computing have positively transformed healthcare by allowing constant
access to a patient's data through various devices and platforms. While this has enhanced the quality
and efficiency of healthcare services, concerns regarding the protection of sensitive information,
such as data security and patient privacy, still pose serious challenges. With rapid and distributed
systems, safeguarding sensitive health information regarding confidentiality, integrity, and access
control remains challenging. This paper addresses the problem of secure patient data sharing in
mobile ubiquitous environments by examining the risks of unauthorized access, data modification,
and information exposure. It examines existing protective measures employed in healthcare
institutions that utilize encryption and authentication mechanisms alongside role-based access
control. Subsequently, this paper proposes a comprehensive security model for the healthcare sphere
that uses sophisticated encryption and contextual access control. Selected case studies illustrate the
impact of implemented solutions and their subsequent successes and failures on healthcare providers
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and patients. The paper also presents strategic recommendations from interdisciplinary sources to
reinforce the security framework for mobile health applications.

Along with analyzing the legal and ethical aspects, its purpose is to demonstrate the importance of
safeguarding sensitive information and adhering to data privacy regulations. This research
emphasizes the collaboration between the medical field, Information Technology specialists, and
lawmakers to create effective strategies for managing patient confidentiality. Furthermore, the
security of mobile health systems must be enhanced to maintain patient trust and advance the field
of medicine.

Keywords: Secure Data Sharing, Mobile Health, Ubiquitous Computing, Patient Privacy, Data
Integrity, Role-Based Access, Healthcare IT Security.

1 Introduction

The advent of mobile computing and ubiquitous technology has profoundly transformed the collection,
processing, and sharing of medical data, with the healthcare industry undergoing a digital transformation
(Alhammad et al., 2024). Now, smartphones, tablets, wearable monitors, and loMT (Internet of Medical
Things) devices facilitate remote health monitoring and provide instantaneous access to patient records.
Such innovations have enhanced care delivery and personalized treatment plans, as the scope of
healthcare services is now beyond traditional clinical settings, referred to as non-urban health facilities
(Hassooni, 2024). On the other hand, this transformation raises unprecedented concerns, such as the
security of patient data (Dhamala, 2024). Information that was previously confined to a single location
is now ceaselessly traversing many platforms, systems, and physical locations. Unlike centralized
systems, where maintaining confidentiality, integrity, and availability was simple, this new complex
environment makes it much more difficult.

In mobile ubiquitous settings, the protection of patient data becomes an issue of both a technical and
ethical concern. Sensitive health-related information is vulnerable to various threats, including
interception during transmission, unauthorized access, or leakage due to improper and insecure storage
settings (Aljedaani et al., 2021). Most conventional security models utilize centralized servers, which do
not adapt well to the ever-changing environment of users, devices, and networks among mobile users.
Such environments need dynamic and context-relevant security measures that not only adapt to changing
requirements but also comply with the privacy regulations governing healthcare data. There is a need to
strengthen the usable and protective frameworks through advanced design concepts focused on multi-
layered security frameworks, which include end-to-end encryption, multifactor authentication, and
intelligent access control systems (Moravej et al., 2015).

The human aspect is also critical in gauging the effectiveness of data security measures. Both patients
and healthcare professionals lack sufficient knowledge and understanding of the health data protection
technologies in use (Pigera et al., 2025). Security policies, regardless of how sophisticated, often face
the challenge of circumvention or inept execution due to poor application by users (Farhood, 2023)
(Vilpponen et al., 2024). Many mobile health applications, for example, require users to make informed
decisions about trust where they are not technically qualified to do so. Such scenarios pose the risk of
exposing sensitive data. Even so, designing security mechanisms with solid technical frameworks is not
enough they have to appeal to emotions and basic human instincts to facilitate compliance and usability
(Diwakar & Roy, 2024). The overall posture of mobile healthcare systems can be significantly enhanced
through training, education, improved user interface design, and stronger compliance policies aimed at
refining the system's structure.
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As much as the sharing of data requires social understanding from a global perspective in innovation
policy systems, it also requires ethical oversight and legal clarity, which provides a code of conduct
structure (Mehra & Patel, 2024). The European Health Data Space (EHDS) is one of the regulatory
projects that aims to establish working regulations at the inter-state and cross-border levels to control
access to, and sharing of, data, as well as address privacy and interoperability issues. These frameworks
enable innovation while upholding fundamental rights and help balance the public health needs with
individual privacy concerns. They strive to achieve these health policy objectives while also
safeguarding essential civil rights and liberties. Policy enforcement, coupled with technological
advances that tackle the ever-changing threat landscape, must go hand in hand. Development policies
and cross-border, within-country legal frameworks need to work simultaneously everywhere, based on
a balance. Combining legislation, secure design, user-friendly development practices, and proactive
technologies will aid in the development of trusted systems that handle patient empowerment and data
protection, while also enabling the next-generation healthcare ecosystem (Menaka et al., 2022).

Key Contributions

e C(Created an agile, multi-tier security system integrating AES encryption, edge-enabled
authentication, and role-based access control (RBAC) for patient data sharing in mobile and [oMT
settings.

e Compared to traditional and blockchain-based methods, my approach demonstrated superior
performance in terms of encryption and decryption speed, latency, energy consumption, and access
precision efficiency, all of which are essential to real-time healthcare applications.

e Maintained compliance with primary healthcare system privacy laws, including HIPAA and GDPR,
fostering responsible governance of data on decentralized systems (Tran & Ngoc, 2024).

o Solved the issues of user lack of awareness, system resource limitations, and inflexible frameworks,
providing a sound approach for ubiquitous integration into mobile health environments.

This paper is organized to chronologically address the issues related to the secure sharing of patient
data in mobile ubiquitous environments. The Introduction sets the stage by explaining the importance
of mobile health security and articulating the major concerns surrounding it. In Related Works,
considerable attention is given to reviewing existing approaches and their enabling technologies,
highlighting the inadequacies and omissions present in them. In Methodology, an exhaustive security
framework is developed with the mobile healthcare system's encryption, authentication, and access
control mechanisms specified. Additionally, that section examines how the framework was implemented
by performing a comparative analysis, creating visual representations of the data, and elucidating the
advantages and reusable designs it provides (Nife et al., 2025). Ultimately, the Conclusion outlines the
main findings, underlines the study's contributions, and discusses the most important open questions for
future work and research.

2 Related Works

Blockchain technology has emerged as one of the most essential systems for secure data sharing in
mobile and ubiquitous healthcare, making it a key component of patient data sharing (Alruwaill et al.,
2025). Systems A and B provide an immutable record, allowing trust to be granted without centralized
systems. This method attempts to preserve data integrity and privacy while dynamically enforcing access
control. The Blockchain infrastructure designed for mobile healthcare systems is capable of handling
changes in mobile networks and user mobility (Castillo & Al-Mansouri, 2025). These infrastructures
provide scalable, robust, and secure solutions that protect sensitive information in real-time applications
(Ahmed et al., 2023).
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Mobile devices require special encryption techniques due to their limited computational power and
low battery levels. Possible exposure within mobile settings (Hori et al., 2012). The policies on access
reduces potential exposure risks when empathy and control are heightened and increased (Aljedaani &
Babar, 2021). Through granting authorization, risk exposure can be intentionally contained to a limited
area where capture is disabled, thereby preventing the exposure of sensitive patient information;
therefore, security is enhanced (Chen et al., 2022). Solving the problems of privacy and latency in mobile
health systems by merging them with edge computing requires processing data closer to the source.
Edge-assisted frameworks can do encryption and authentication on data at the edge nodes before sending
the information to central cloud servers, which serves to improve security (Raman et al., 2024). The
method also allows sensitive data to be protected from breaches while increasing response times during
transmission over the network. Important in the healthcare setting, edge computing enables timely action
related to patient data by providing real-time analysis and decision-making (Zhou et al., 2021).

Encouraged attention to exercise expenditure is needed in the context of mobile health monitoring
systems with continuous health checkers (Ahammed & Labu, 2024). In Secure data sharing methods
with strong, enduring encryption, there is a need to balance powerful encryption and low energy use, so
that mobile and wearable devices can sustain power usage for long durations (Li et al., 2022) (Rathore
et al., 2021). The security measures are achieved through the use of lightweight and low-encryption
techniques, which suit the power optimization strategies (Mohammadi, 2017). Substantial barriers
should be established for medical wearable devices that aim to monitor patient health unobtrusively for
extended periods without requiring frequent recharging or battery replacement (Shetty & Kapoor, 2024).

Compliance with legal standards goes a long way in guaranteeing that health systems that share
patient data maintain adequate safeguards (Aminifar et al., 2024). Statutes such as the General Data
Protection Regulation (GDPR) and the Health Insurance Portability and Accountability Act (HIPAA)
require robust safeguards to be placed over personal information in confidential matters (Chen et al.,
2023). Mobile healthcare applications aid in the easy legal compliance of patients, enabling users to
manage with whom their information is shared, thereby improving user trust and ensuring data sharing
policies are adhered to. Mobile health technologies should be deployed ethically and responsibly
considering the legal structures with governance frameworks that ensure protective policies. This
advocates for a smooth balance of a patient's rights within the lens of social responsibility (El Majdoubi
etal., 2021).

3 Methodology

The methodology outlines mobile ubiquitous environments for sharing patient data, with a focus on
confidentiality, integrity, and access control. This framework incorporates a multi-layered security
policy comprising encryption, authentication, and role-based access control to safeguard the sensitive
data of healthcare institutions communicated through Mobile and Internet of Medical Things (IloMT)
devices. The system is lightweight and flexible, being well-suited to the constraints of mobile resources,
which improves performance while maintaining a baseline level of security. Additionally, the
methodology included suitable safeguards to protect against privacy breaches, which were ethically
compelled to ensure the unbridled scope of the patient's information.

The patient data sharing system is divided into three parts that depend on one another: data
encryption, user authentication based on their location, data transmission, and role assigned access
control. Patient data is encrypted using advanced codes before transmission. Access to data is further
constrained through role-based access control, which significantly reduces the likelihood of data misuse.
Role permissions ensure that data access is further restricted based on the user's identity and their
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designated position. These processes create a coherent system that secures sensitive information while
providing maximum agile sharing capabilities for patient data.

Encryption and Access Control Model

Encrypting sensitive data requires formulating a mathematical construct that ensures confidentiality and
integrity. Symmetric session key K used to encrypt patient data D is generated for each session:

C=E D) (1
Where:
e ( is the ciphertext (encrypted patient data),
e [}, represents the AES encryption function using the symmetric key K,
e D is the plaintext patient data to be secured.

The step of encryption in Equation (1) involves applying the symmetric session key K to the patient
data D, which is then encrypted using the AES algorithm. This ensures that the data is protected during
transmission and against abuses of access and interception when stored. The Advanced Encryption
Standard is widely recognized as efficient and powerful, particularly in areas with limited processing
capabilities and battery life. The key K is handled by the system's security policies, ensuring that only
authenticated and authorized users have access to it, thereby satisfying the Role-Based Access Control
(RBAC) system's access control policies.
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Figure 1: Secure Patient Data Sharing Flowchart
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In Figure 1, the algorithm describing secure patient data sharing in mobile ubiquitous environments
is illustrated graphically. The process begins with the patient data, which is immediately encrypted, as
described in the Data Encryption section. Locking the data entails applying a session-specific symmetric
key and an advanced encryption function, which renders the data's confidentiality during transmission
and storage impervious to exposure.

The framework, after encryption, shifts the focus to access control. When a user requests a specific
data view, the system must conduct a thorough authentication check before allowing any user identity
verification. If the user check is positive, the Role-Based Access Control (RBAC) method applies check-
based authorization using the user's role. Upon successful authentication and approval of the specified
role, the encrypted data is sent. The approved user will then be able to unlock the data using the session
key they know and, therefore, be in a position to modify the patient data. This robust range of covering,
with attestation and RBAC, adds strength against any rogue movements, defending sensitive healthcare
data in mobile scenarios.
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Figure 2: Simplified Secure Patient Data Sharing Architecture

Figure 2 illustrates a mobile ubiquitous environment with a secure sharing architecture for patient
data. The process begins with data about a patient being encrypted on a mobile device before being sent.
The data is sent to an authentication service after the encryption process is complete. The service
authenticates the user, and upon successful validation, the identity is accepted, and the data lifecycle is
managed. Generally, user credentials and permissions for roles, including doctors, nurses, and patients,
are defined and managed in the cloud.
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After authentication is complete, Role-Based Access Control (RBAC) is applied. This ensures that
only users with valid authentication and the appropriate roles are permitted to access data stored in a
locked database, which can be accessed via cloud services. Specific roles, such as patients or researchers,
could have different probable levels of permissions on patient data. Secure sharing of sensitive patient
information within mobile and connected healthcare systems is achieved through techniques such as
source encryption, authentication, role-based access control (RBAC) with granular access control, and
access restriction. Therefore, compliant sharing of sensitive information is ensured while still
maintaining system architecture.

4 Result and Discussion

The described safe data sharing framework was tested on a simulated mobile health ecosystem featuring
authentic users, such as doctors, nurses, patients, and integrated IoMT devices. Evaluation metrics
included encryption/ decryption times, data access delays, and energy usage. The findings showed that
the AES symmetric encryption model maintained confidentiality at a low cost in terms of processing
power, which is advantageous for mobile and wearable health monitoring systems. Authentication of
users and role-based access control (RBAC) have proven to minimize exposure to data while
maintaining the integrity of data across the system.

To test the system's effectiveness, we benchmarked our approach against traditional models of
centralized data access and blockchain-based systems. As presented in the results, our model
demonstrated a 25-30% increase in data transmission speed, attributed to edge computing and optimized
route selection for communication. Additionally, energy usage of mobile devices dropped by an average
of 18 percent when lightweight encryption and remote control were used. This suggests that secure and
efficient sharing of patient data is practical in mobile ubiquitous environments.

Table 1: Performance Metrics Comparison Between Security Models

Security Feature Proposed Framework | Centralized Model | Blockchain-based Model
Encryption Time (ms) 48 72 96
Decryption Time (ms) 50 75 102

Data Access Latency (ms) 110 160 190
Energy Consumption (mW) 145 180 210
Access Accuracy (%) 99.2 97.5 98.8

According to Table 1, the proposed framework achieves encryption and decryption times of 48 ms
and 50 ms, respectively, which is better than both the centralized model and the blockchain-based model.
Even lesser values further increase system responsiveness, which is critical for real-time mobile
healthcare. Furthermore, access latency is reduced to 110 ms due to improved edge computing
integration, which enables timelier decisions in clinically urgent situations.

The model also optimally consumes energy, using only 145 mW, making it suitable for wearables
and other low-power devices. Additionally, the model achieves 99.2% access accuracy, demonstrating
effective role-based access control and user authentication. The framework overall strikes a better
balance between performance, security, and energy efficiency compared to other alternatives. These
findings justify its effectiveness in mobile healthcare applications.
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Performance Comparison
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Figure 3: Performance Comparison of Secure Data Sharing Models in Mobile Healthcare

The evaluation of the performance metrics in Figure 3 revealed that the proposed framework
outperformed both the centralized and blockchain-based models, as evident from the other key metrics
of the framework. In a mobile environment, it supports data processing with optimal encryption and
decryption times of 48 ms and 50 ms, respectively. The access latency is also improved to 110 ms due
to edge computing, signifying the advantages of edge computing for prompt data access.

Furthermore, in terms of energy consumption efficiency, the proposed model does not exceed 145
mW, which is considerably lower than the other two models, thus making it better suited for use in late
wearable and [oMT devices. Additionally, the model achieves the highest access accuracy, allowing only
authenticated users to access sensitive patient data, with an accuracy rate of 99.2%. The results
demonstrate that the proposed security framework enhances privacy and compliance while optimizing
performance regarding real-time healthcare applications.

5 Conclusion

This study concludes with the creation of an efficient and secure patient data sharing model for mobile
ubiquitous healthcare systems. Confidentiality, integrity, and access control regarding health
information are all preserved by AES encryption, role-based access control, and edge-assisted
authentication. The benchmarking outputs demonstrated improvements over centralized and blockchain-
based systems in the areas of encryption speed, access latency, energy consumption, precision, accuracy,
and overall efficiency. These features also make the device particularly suitable for highly constrained
mobile and Internet of Medical Things (IoMT) devices. Moreover, compliance with privacy policies
such as HIPAA and GDPR ensure its reliability in practice. Unauthorized exposure access risk
mitigation is achieved through role-based contextual access, alongside improvements in security and
usability.This study emphasizes the need for simpler system design to enhance training and promote
user adoption. These conclusions further validate claims made about the framework's ability to protect
patient data in highly mobile healthcare environments. Future work may involve more robust global
health data standard interoperability or the addition of Al-based access control systems for enhanced
scalability.
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