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Abstract

In recent years, automated discovery of thoracic diseases from Chest X-ray images (CXR) has
become an essential field of computer-aided analysis. The diversity and scarcity of medical data
make it complex to generate a precise global classification in the healthcare sector. The main reasons
are privacy issues and legal obstacles limiting data sharing between healthcare institutions. On the
contrary, data from a single source is hardly enough for developing a universal analysis model.
Therefore, Federated Learning (FL) is a potential solution for data diversity and privacy issues. This
research uses the FL approach to effectively learn from multiclass and heterogeneous medical data.
However, the FL approach is susceptible to adversarial attacks; therefore, blockchain (BC) is
integrated to enhance the security and privacy of patient data. This paper proposes the aggregator
model, i.e., two-layer Long Short-Term Memory (2LLSTM) with the federated proximal term
(FedProx), namely 2LLSTMFP, for enhancing the classification. The proximal term integrated with
the 2LLSTM solves the issues created by data heterogeneity and increases stability during
classification.

2LLSTMFP aggregates the classified information from the Convolutional Neural Network (CNN).
The incorporated FP term develops the utilisation of proximal operators to update 2LLSTMFP
weights regularly. The updated 2LLSTMFP weights regularise the effect of adversarial updates with
BC, which further improves its robustness to malicious devices, i.e., adversarial attacks. The
developed FLBC-2LLSTMFP is evaluated by using the ChestX-rayl4 dataset. The FLBC-
2LLSTMFP is analysed regarding accuracy, specificity, precision, recall, F1-score, False Positive
Rate (FPR), and False Negative Rate (FNR). The existing research MobileLungNetV2 and
MLRFNet are used to compare with the FLBC-2LLSTMFP. The accuracy of FLBC-2LLSTMFP is
99.98%, which is higher than that of MobileLungNetV2 and MLRFNet.
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1 Introduction

Currently, chest X-ray (CXR) images are used to diagnose, evaluate, and observe general respiratory
and lung-related diseases (Rajpal et al., 2021; Makkar & Santosh, 2023). CXRs extensively utilise
noninvasive imaging to screen and diagnose different thorax diseases, including atelectasis, pneumonia
and cardiomegaly. CXR images contain more than one irregularity, and the precise identification of
these irregularities mainly depends on the expertise of qualified medical specialists. The prediction of
thorax diseases from CXR and the diagnostic evaluation is time-consuming and susceptible to errors,
specifically when the CXR has noise (Chowdary & Kanhangad, 2022; El-Kenawy et al., 2021). Hence,
computer-aided diagnosis is developed to help doctors achieve an accurate diagnosis (Luo et al., 2022;
Mabrouk et al., 2023). In the healthcare domain, Federated Learning (FL) is required to address the
following problems:

1) Legal/ethical considerations and regulations,
2) medical image sensitivity, and
3) the issue of acquiring massive datasets for feeding in data-hungry algorithms.

The conventional Federated Learning (FL) protocol has three essential components, which are the
manager (e.g., trusted server), the computation-communication structure for training the local and global
models, and the participating parties as data owners (e.g., hospitals and departments). The FL protocols
are categorised into two settings:

4) cross-silo FL where the parties are reliable organisations
5) cross-device FL where the parties are edge devices (Shiri et al., 2023)

FL is a suitable approach for scenarios where data transfer leads to privacy issues and/or where a
rapid response is essential. These abovementioned characteristics are crucial in innovative healthcare
systems (Chetoui & Akhloufi, 2023; Deng et al., 2023). FL trains distributed models over various
devices, from smartphones and wearable medical devices to intelligent vehicles and smart homes. FL
helps develop a robust model where the training information is kept locally and not shared, which is
then used to resolve problems related to data security, data access rights, and data protection
(Sethuraman & Radhakrishnan, 2024; Li et al., 2022; Feki et al., 2021). FL is used to assure user data
privacy and complete safety (Huong & Dung, 2023).

Additionally, hospitals and test centres are not required to save CXR images because FL acquires
accurate approximations essential for calculation without directly saving vital patient data in centralised
data servers (Chowdhury et al., 2023; Guo et al.,, 2024; Jangam et al., 2023; Sethuraman &
Radhakrishnan, 2024; Guan et al., 2021). FL trains the model over numerous servers or nodes with local
data samples. However, the FL does not essentially safeguard the data provider's privacy. Therefore,
Blockchain technology is utilised in FL to address the abovementioned problems (Rjoub et al., 2024;
Carlos & Escobedo, 2024). The blockchain is suitable for FL because of its advantages, such as being
non-tamperable, decentralised, and highly transparent (Peyvandi et al., 2022). Integrating the blockchain
with FL efficiently enhances security and privacy (Cui et al., 2022; Li et al., 2022; Dallal, 2024). Many
irrelevant disease regions affect CXR image classification (Qi et al., 2021).

Processing large datasets with a single pipeline of deep learning models is ineffective and does not
capture low- and high-level representations of CXR images. Due to this, the obtained feature
representations do not comprise the semantic relationship among images in the existing methods.
Moreover, the existing approaches do not provide enough security for patient data processed during
analysis. The issue mentioned above is considered to be the motivation for this research. In this research,
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the FL distributes the data to multiple models, i.e., CNN, followed by the 2LLSTMFP, with added
privacy, using BC for a better analysis, alongside protecting users' privacy (Senthil et al., 2021).
Moreover, the two-layer structure of 2LLSTMFP captures both low and high-level representations that
help enhance the classification.

The contributions of this research are summarised as follows:

e FL collaboratively trains the global model without using the local training information. However, the
FL approach is susceptible to adversarial attacks. Therefore, the BC approach is incorporated in FL
to enhance privacy and security.

o Atfirst, the CNN models are used to classify lung diseases from the CXR images. Next, an aggregator
model, i.e., 2LLSTMFP, performs the final classification using information from CNN models.

o The FedProx (FP) term used in the 2LLSTMFP solves the issues caused by data heterogeneity and
increases stability, which helps to improve prediction performances. The 2LLSTMFP obtains lower-
level temporal patterns and higher-level representations; therefore, this hierarchical feature learning
helps analyse the CXR images.

o The FP term introduces the utilisation of proximal operators for regularising the updates of the
2LLSTMFP weights. This helps control the magnitude of the updates, preventing significant changes
and promoting stability during the FL process. This helps control the magnitude of updates, protects
them from huge variations, and enhances stability during FL learning.

e The update of 2LLSTMFP weights regularises the effect of adversarial updates that enhance the
robustness of malicious devices that influence the global model.

The rest of the document is structured as follows: Section 2 analyses work on lung disease
classification using CXR images. Detailed information about FLBC-2LLSTMFP is given in section 3,
whereas the outcomes are presented in section 4. Lastly, Section 5 concludes this research.

2 Related Work

The works related to lung disease classification using CXR images, along with their benefits and
limitations, are presented in this section.

2.1 Classification Based Approaches

Mahbub et al., (2022) developed a lightweight Deep Neural Network (DNN) with fewer parameters and
epochs for discovering pulmonary irregularities. The developed lightweight DNN had three layers: a
convolutional layer, a pooling layer, and an FC layer for identifying diseases using CXR images. These
layers are entirely integrated to accomplish the successful classification using CXR images. The
development was mainly concentrated on performing classification, while security was required to be
considered for protecting the user's data. Shamrat et al., (2023) developed an enhanced classification
from the transfer learning model MobileNetV2 MobileLungNetV2. MobileLungNetV2 was fine-tuned
and improved, comprising 16 blocks with new neural network layers (Chlaihawi, 2024; Kdnig et al.,
2020). Image denoising and contrast enhancement were achieved using the Gaussian Filter and CLAHE.
The robustness of the model was mainly judged based on the changes in its performance concerning the
incorporation of new data against the training data. Additionally, a significant amount of data was
required to train the neural network. The robustness of the model was high only when the neural network
was processed with the higher dataset.
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Li et al., (2023) developed a multi-level residual feature fusion network (MLRFNet) to classify
thoracic diseases. MLRFNet obtained receptive field data over various lesion sizes and improved
disease-specific features at the spatial domain over feature maps. The feature extractor in MLRFNet
observed multi-scale semantic data. At the same time, interference from inappropriate regions was
reduced by refining the disease-specific pathological features using the multi-level residual feature
classifier. The developed MLRFNet mainly depended on CNNs to observe the semantic data presented
in images, but it failed to model the relationship among various label categories.

Zaidi et al., (2022) developed a custom CNN with extra convolutional and Fully Connected (FC)
layers to extract micro-level information from CXR. The accuracies were improved by creating a
hierarchical classification approach. The custom CNN obtained higher accuracy for some thoracic
diseases with higher visual impacts. Better results were observed when an extra convolutional layer was
used to acquire the low-level details. However, the custom CNN returned the lowest accuracy when
certain thoracic diseases had lesser visual impacts.

Tian et al., (2022) developed a residual neural network (ResNet)--based two-stage deep learning
approach to identify the pneumothorax. This two-stage deep learning had Local Feature Learning (LFL)
and Global Multi-Instance Learning (GMIL) strategy. In LFL, the system with similar convolutional
layers was trained using pneumothorax and non-pneumothorax patches through the reduction of non-
lesion regions for effectively differentiating the pneumothorax. This LFL differentiated the high lesion-
aware features of pneumothorax. The pre-trained convolutional weights were used to initialise the
GMIL, further improving the classification performances.

Igbal et al., (2023) presented the 3-Phase Dynamic Learning (3PDL) by utilising random
oversampling and under-sampling to control class imbalance. Next, a two-phase autonomous deep
hybrid learning was used to ensure appropriate classification. A hybrid feature fusion was developed to
integrate various feature representations to generate a highly robust and informative representation.
Nonetheless, an alteration was required when the specific task was processed. Here, an analysis of the
disease was required to consider the global information, wherein the disease's global information was
missed when the image was separated into many patches.

2.2 FL and BC-based Approaches

Noman et al., (2023) presented the FL approach to acquire multiclass and heterogeneous medical
information effectively. The FL trained and aggregated the local model based on BC technology and
ensured privacy. An immutable, transparent application and privacy-preserving were achieved using a
cutting-edge BC. The multiclass disease classification model was trained by aggregating the local
models using a weight manipulation approach. The developed FL approach confirmed the availability,
transparency and immutability by utilising the blockchain that improved the stakeholder's trust in the
overall system. The performance of the FL approach was affected when the system was processed with
a massive amount of data.

Malik et al., (2023) developed the BC-based FL framework for the classification of COVID-19 using
Computed Tomography (CT) scans. The architecture developed in this research compiled the data from
5 databases, i.e., various hospitals, and then informed the global model using BC-based FL. The data
was validated using the BC, while the FL trained the model globally while maintaining the organisation's
secrecy. The capsule network (CapsNet) was combined with the Incremental Extreme Learning Machine
(IELM) to categorise COVID-19 patients. The IELM with the CapsNet was utilised to improve feature
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extraction and classification. However, the stability during learning in FL was not considered in the FL
framework with CapsNet and IELM.

Durga & Poovammal, (2022) presented the Federated Learning Ensembled Deep Learning
Blockchain, namely, FLED-Block, for predicting COVID-19. The developed FLED-Block was used to
enhance the identification of heterogeneous CT images from various sources and exchange the data
between hospitals while preserving security and privacy. Further, an ensemble of capsule networks and
ELMs was utilised to perform an effective feature extraction and classification. The developed FLED-
Block was required to consider both lower-level temporal patterns and higher-level representations to
enhance the performances further.

Priya & Peter, (2022) presented an FL to detect chest diseases using DenseNets. The transfer learning
method was used with a pre-trained network to increase the prediction efficacy. The focal points existing
in the DenseNets were used to overcome the vanishing gradient issue, enhance feature propagation, and
reduce the parameters. Additionally, the affected portions of CXR were visualised with gradCAMS.
However, an appropriate loss function was essential for further enhancing the classification of diseases.
The existing research did not consider the privacy of the data used during disease analysis. The
developed study uses the blockchain framework with FL to enhance the data's security and privacy.
Moreover, the CNN is deployed to classify lung diseases, wherein the outcomes from CNN are
aggregated using the 2LLSTMFP model. The federated proximal term included in 2LLSTMFP is further
used to improve stability during classification.

3 FLBC-2LLSTMFP Method

This research uses FL to develop an aggregated model from various data owners without exchanging
sensitive raw data. Next, the BC is designed to enhance confidence among all parties. Local data from
the hospitals, i.e., blocks/nodes of the blockchain, are initially classified using CNN. Here, the hospitals
are considered to be part of the 10T network. Next, the aggregator model, i.e., 2LLSTMFP, is used to
perform the final classification of diseases using CXR images. The FP deployed in the 2LLSTM
provides more stability while performing the classification. Figure 1 illustrates the block diagram of the
FLBC-2LLSTMFP method.

(LLSTMFP)

EeE mim ERE iec|
Hospital 1 Hospital 2 Hospital 3 Hospital 4
Loc* Data Loca*Data Loca*:)ata Loca&)ata
CNN 1 CNN 2 | CNN 3 | | CNN 4 |
7 /‘\ Storing Local Models to
R, Blockchain
l Federated Training l
Aggregated Storing Model to Blockchain R
Model > Blockchain

Network

" Retrieving the Aggregate Model from

Blockchain

Figure 1: Block Diagram of FLBC-2LLSTMFP
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3.1 Dataset Acquisition

The developed method is evaluated using the ChestX-ray14 dataset (Harini et al., 2023). The ChestX-
ray14 dataset is substantial pulmonary X-ray scan data with 112,120 CXR images. The ChestX-ray14
dataset has one typical class and 14 disease classes, which are: Consolidation, Cardiomegaly,
Pneumothorax, Pleural Thickening, Infiltration, Emphysema, Mass, Hernia, Nodule, Atelectasis,
Effusion, Pneumonia, Edema and Pulmonary Fibrosis. The distribution is given in Table 1. From the
distribution, it is exhibited that the considered dataset is imbalanced between the classes. Further, the
typical class is labelled as No finding. The CXR images are 1024x1024, saved in Portable Network
Graph (PNG) format. Here, the age variation is between 1 to 95 years, where 56.49% are males and
43.51% are females. The sample images from the dataset are shown in Figure 2.

Table 1: Data Distribution

Classes Number of samples
No Finding 60361
Infiltration 9547
Atelectasis 11559
Effusion 13317
Nodule 6331
Pneumonia 1431
Pneumothorax 5302
Mass 7172
Cardiomegaly 2776
Emphysema 2516
Fibrosis 1686
Pleural Thickening 3385

Hernia 227

Edema 2818
Pulmonary Fibrosis 3062

Cardiomegaly Atelectasis

Pneumothorax, Mass Emphysema, Pleural_Thickening

Figure 2: Sample Images from the ChestX-ray14
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3.2 FL-based Block Chain Architecture

The healthcare information-oriented BC is used with the Proof-of-Stake to design a scalable design of
FLBC-2LLSTMFP. The weight pruning is accomplished in the FLBC-2LLSTMFP to reduce the models'
communication cost. FL is a learning approach that utilises the data acquired from various Hospitals
(i.e., Participants) while preserving data privacy and security. In ML, various contributor nodes are
ensured for exchanging the data among nodes to generate a centralised architecture via the combined
information distributed from multiple data sources. Further, local weight values are exchanged via the
participation of institutions over a central system to avoid privacy leakage instead of disseminating
accurate information. The leading architecture combines all factors from different local nodes using the
derivative approach, where the FL is required to handle various data sources. However, the interference
from the central accumulator caused while exchanging the data makes the system susceptible to recurrent
data leakage. Accordingly, the BC is utilised to develop a trust establishment, and hence, the information
is decentralised to create confidence between all parties.

The BC enhances transparency, security, and trust between entities in the developed FL framework.
The proposed model with BC handles the local model's aggregation trained over decentralised data
sources, confirming that the classification carried out in this research is secure and tamper-proof.

¢ Integration of BC: The platform selected for this research is Hyperledger Fabric, a modular
structure with a permissioned nature. It makes it applicable to healthcare, where security and
privacy are essential. Each hospital in the architecture acts as if it were not in BC, which is then
used to train the global model without exposing sensitive patient data.

¢ Smart Contracts and Model Aggregation: Smart contracts are self-executing contracts with the
conditions of agreement incorporated in the design and deployed in BC. This smart contract helps
submit and confirm locally trained models from each contributor. The parameters are encrypted
and transferred to the BC once the local models are trained on the input. The smart contract is
employed to verify the authenticity and integrity of the CNN parameters before combining them
into the global model of 2LLSTMFP.

e Consensus Mechanism: The BC platform, i.e., Hyperledger Fabric, utilises the consensus
mechanism of Practical Byzantine Fault Tolerance (PBFT) that confirms that all architecture
nodes approve the BC's current state. This PBFT is appropriate for permissioned networks with
known and authenticated nodes in BC. Additionally, some nodes in the BC are compensated, and
the PBFT confirms that the BC performs consensus, enduring to operate flawlessly.

The integration of FL with BC provides different benefits, detailed below: The main advantage of
using BC in FL is the immutability of information. The data in BC cannot be deleted or changed once
recorded, confirming the model's tamper-proof performance. A differential privacy technique is used in
the model parameter before transferring, incorporating an additional privacy protection layer. The
privacy preservation is enhanced by including BC's decentralised and encrypted nature. Because the
model parameters are only exchanged during the classification, it minimises the data breach risk. Off-
chain transactions and model compression are used to address scalability issues. The load in BC is
minimised by handling less critical operations based on Off-chain transactions. At the same time, model
compression is used to support minimising data broadcasting for model aggregation and lessen the delay.
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3.3 Model Architecture

FL employs different network architectures to learn from various data sources, whereas federated models
are trained based on CNN (Sathitratanacheewin et al., 2020). The FL integrated with BC enables the
classification of multiclass medical images, improving deep categorisation over diverse data. At first,
the input CXR images are randomly divided for each participating node, i.e., hospitals. The CNN models
are distributed to each local node, where they are trained using CXR images. The CNN obtains the
spatial features and patterns from the CXR images. The configurations of CNN are given as follows:
strides 3 x 3; activation function is ReLU; the number of hidden nodes per layer is 256; number of filters
per layer 64; and filter size 3 x 3. The CNN includes different layers, namely, Convolutional, Pooling,
SoftMax and FC layers. Generally, the typical Neural Network (NN) comprises a set of neurons
connected to the neurons of the prior layer.

On the other hand, every layer in CNN is connected with fewer neurons that are not connected, like
NN. The convolutional layer uses the filter to exchange input and make a decision. A single move to the
filter is obtained by utilising overall feedback based on the multiplication of the kernel with the input.
Equation (1) shows the mathematical formula of the convolution layer.

M; = f(M;_,®@W; + b;) 1)

Where the attribute map in layer i is denoted as M;, M, = X is the input layer, convolution filter
weights in layer i are denoted as W;, bias vector is b;, and the activation function is denoted as f.

The Rectified Linear Unit (ReLU) is used as an activation function. The distribution of weights and
bias values leads to fewer parameters in CNN. The feature map dimensionality is minimised by
downsampling operation using the pooling layer. The different poolings, i.e., average and max pooling,
are enabled in the CNN. Further, the pooling layer output is transmitted to the FC layer to perform the
detection. The trained weights are collected, and those weight values are given as input to the
2LLSTMFP from the CNN models. The hyperparameters considered for the CNN and 2LLSTMFP are:
epoch is 10, dropout rate is 0.5, and L2 regularisation is 0.01. Further, the grid search is performed to
optimise the learning rate between 0.0001 and 0.01 and the batch size in 16, 32, and 64 variations.

3.4 Classification Using 2LLSTMFP

This work, 2LLSTM is developed with FedProx loss function, 2LLSTMFP, to enhance classification
performance. The 2LLSTMFP design consists of two LSTM layers, whereas the FL framework
federated proximal term (FedProx) is used for solving the statistical heterogeneity. The two-layer
structure of 2LLSTMFP exhibits the utilisation of hierarchical depictions of features. In 2LLSTMFP,
the first LSTM layer obtains lower-level temporal patterns, while the second layer observes higher-level
depictions according to the first layer. This hierarchical feature learning of 2LLSTMFP helps analyse
the complex data in CXR images. The conventional LSTM is a unique Recurrent Neural Network (RNN)
type utilised to learn dependency relations. It can solve complex and synthetic long-time lag operations,
contrary to the other RNNs. Each 2LLSTMFP cell has gates that can accomplish different operations,
such as determining the information from earlier processes and deciding whether to forget or remember
the parameters. The 2LLSTMFP is initialised with the proximal weight approximation, while the
proximal operators are set to control the update of weights in the FL process. From CNN, the
2LLSTMFP is aggregated on the global node using FL. The proximal weight approximation is applied
to control updates in classification. The 2LLSTMFP with the temporal dependencies in the local nodes,
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i.e., CNN, is distributed. The FL process is continued over multiple iterations that support the
2LLSTMFP for learning from CNN while preserving privacy.

Combining 2LLSTM and FP terms is used to effectively learn hierarchical representations from CXR
images by obtaining low-level details and high-level semantic information. The recurrent connections
and memory cells of 2LLSTM are used to retain data essential in obtaining the temporal dependencies
in CXR images over time. The two-layer architecture supports deeper hierarchical learning, where the
1st layer obtains basic features and patterns from the input, while the 2nd layer refines these depictions
to obtain highly complex relationships. The incorporation of FP additionally improves the learning
process by solving issues of instability and data heterogeneity in classification. The 2LLSTM weight
updates are regularised using FP, stabilising the learning process and enhancing generalisation. FP offers
the incorporation of hierarchical learning abilities of 2LLSTM with regularisation. At the same time, the
2LLSTMFP obtains low-level details, such as textures and pixel-level features, and high-level semantic
information, such as pathological patterns and anatomical structures in CXR images. This hierarchical
approach helps obtain expressive representations in various abstraction levels, differentiating between
the complex patterns and delicate nuances representing lung disease. For example, the LSTM's lower
layers identify standard visual features such as shapes, edges, and textures.

The higher layers encode highly abstract concepts such as pleural effusions, consolidations, and
nodules. By integrating all learned depictions, the 2LLSTM precisely classifies lung diseases by
obtaining both the global patterns and local anomalies in the CXR images. Therefore, the 2LLSTM with
FP ensures the learning of hierarchical representations, which effectively obtain diverse and complicated
CXR images' characteristics, leading to enhanced accuracy. Figure 3 shows the architecture of CNN
with 2LLSTMFP for classification.

CNN —_—

CNN E—
§ FedProx —> 2LLSTM — Classification output
CNN —

CNN —

Figure 3: The Architecture of CNN with 2LLSTMFP for Classification

The 2LLSTMFP has an input gate (i;), forgetting gate (f;) and output gate (o;), and it does not
consider inappropriate and pointless data. Initially, the cell must determine what information to eliminate
in the cell state, executed by the forget gate based on equation (2).

fe = o(Welhe—1, x¢] + by) (2

Where the previous step's hidden state is denoted as h;_, cell input is x;, weight and bias values are
denoted as W} and by, respectively, and the sigmoid function that generates the values from 0 to 1, which
are utilised to compute the outcome of f; It is denoted as o.

If the function outcome is near 1, it defines to maintain the input data. Next, this process is utilised
to perform the cell to decide the input data to sustain the cell state. The mathematical expression for the
input gate is shown in equation (3), and the new candidate information must be incorporated in the cell
status as finalised in various tanh layers, represented in equation (4).

ip = o(Wi. [he_y, xc] + by) 3)
¢ = tanh(W,. [h—y, x,] + b.) 4)
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The weight allocation parameters are denoted as W; & W, and extra input values are represented as
b; and b.. Additionally, the results of two steps, i; and c; Are integrated as shown in equation (5) and
used in the forget gate (f;). Therefore, the cell's old state c,_ is applied to the new state c;.

Ce = ft-Croq + i X Gt Q)

The output gate defines the fixed information as the result, expressed in equation (6). Similar to the
other gates, this output gate considers h;_, and x; As input. Further, the output cell (h;) That is derived
based on the data from o, The cell state is defined in equation (7).

o = o(W;. [he—1, X¢] + by) (6)
h; = o;.tanh (c;) )

2LLSTMFP defines whether the data is discarded or not. If the old environment is unimportant, then
the 2LLSTMFP's forgetting layer is moved from one environment to another.

The proximal term, i.e., FedProx, is used to enhance the stability of the entire 2LLSTMFP. The
FedProx is an improved version of the conventional federated averaging (FedAvg) algorithm, which
addresses the heterogeneity challenge in FL. Non-independent and identically distributed data is one of
the significant issues in the FL that causes slower convergence and instability in the training process.
Hence, the proximal term introduces the FedProx in the local objective function that stabilises the
training and achieves better convergence. The FedProx chooses a subset of devices to participate in the
update at each round, accomplishes local updates, and computes the average for local updates to generate
global updates. The FP term presents the utilisation of proximal operators to regularise the updates for
2LLSTMFP's weights. This helps control the magnitude update, prevents vast variations, and enhances
the stability of the FL process. The objective function of FedProx is expressed in equation (8).

argmin by (w,w) = F, (W) + 2 [lw — w'||? ®)
w

Where, h;, Is the objective function, k denotes the device, w denotes the weight value, F;, Is local
loss, and u denotes the hyperparameter. The instability created by the heterogeneous data dispersion is
minimised by FedProx, which helps obtain reliable local updates.

4 Results and Discussion

The outcomes of the FLBC-2LLSTMFP method are detailed in this section. The development and
simulation of FLBC-2LLSTMFP is performed using the Python version of 3.10.12. The system is
configured with an i5 processor, Windows 10 operating system and 8GB RAM. From the ChestX-ray14
dataset, the data is taken at a ratio of 80:20 for training and testing purposes. The developed FLBC-
2LLSTMFP method uses 4 CNNs and has four clients where the input data is randomly divided into
four parts. The ideal condition is considered in this research, and so the data is equally divided among 4
CNNs for analysis. The parameters of accuracy, specificity, precision, recall, F1-score, FPR and FNR
are used to evaluate the FLBC-2LLSTMFP method. The mathematical expressions of these parameters
are given in equations (9)—(15).

TP+TN

Accuracy = ervrnaen ©)
Specificity = prevpe (10)
Precision = —— (11)

TP+FP
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Recall = -~ (12)
TP+FN
F1 —score = —— (13)
2TP+FP+FN

FPR = —~ (14)
TN+FP

FNR = =2 (15)
FN+TP

True positive and true negative are represented as TP and TN, respectively; false positive and false
negative are represented as FP and FN, respectively.

4.1 Ablation Study

The ablation study is conducted for the CNN and 2LLSTM used in the proposed method. Therefore,
three different case studies are reviewed in the ablation study: the AveragePooling2D layer, the Dropout
layer, and the Flatten layer. Here, the performances are evaluated using validation accuracy (VAcc),
validation loss (VLoss), test accuracy (TAcc) and test loss (TLoss). The developed method has 4 CNNs
and one aggregator, i.e., the 2LLSTM classifier. Tables A.1, A.2, A.3 and A.4 show the ablation studies
for CNN 1, CNN 2, CNN 3 and CNN 4 with different layers of classifiers. Similarly, Table 2 provides
the ablation study of 2LLSTM with varying layers of classifiers. The average pooling of CNNs used in
Case Study 1 performs better than the other layers. For example, the VAcc and TAcc of average pooling
for CNN 1 are 96.15% and 97.56%, higher than the different layers. Further, the VAcc and TAcc of
average pooling for 2LLSTM are 98.67 % and 99.98 %, respectively.

Table 2: Ablation Study for 2LLSTM with Different Layers

Case Study Layers VAcc (%) | VLoss (%) | TAcc (%) | TLoss (%)
1 Average Pooling 98.67 0.1140 99.98 0.1000
Global AveragePooling2D 98.48 0.1123 99.81 0.0983
GlobalMaxPooling2D 98.38 0.1104 99.62 0.0973
MaxPooling2D 98.22 0.1087 99.50 0.0954
2 Dropout 98.67 0.1140 99.98 0.1000
Flatten 98.52 0.1124 99.80 0.0988
MaxPooling2D 98.40 0.1107 99.66 0.0973
GlobalMaxPooling2D 98.25 0.1092 99.48 0.0961
GlobalAveragePooling2D 98.01 0.1067 99.24 0.0938
3 Flatten 98.67 0.1140 99.98 0.1000
GlobalMaxPooling2D 98.57 0.1122 99.81 0.0988
GlobalAveragePooling2D 98.46 0.1108 99.66 0.0978
MaxPooling2D 98.33 0.1092 99.50 0.0959

One more ablation study was carried out by considering the different optimisers, AdaGrad,
RMSprop, SGD, and NADAM. The optimisers are analysed using different learning rate variations.
Tables A.5, A.6, A.7 and A.8 show the ablation studies for CNN 1, CNN 2, CNN 3 and CNN 4 with
different optimisers and learning rates. Similarly, the ablation study of 2LLSTM with different
optimisers and learning rates is shown in Table 3. This analysis conveys that the AdaGrad with a learning
rate of 0.00000001 exhibits commendable performances than the other optimisers. For example, the
2LLSTM with AdaGrad for a learning rate of 0.00000001 exhibits the VAcc and TAcc of 98.67 % and
99.98 %, higher than the other optimisers and learning rates. The FedProx used in the 2LLSTM solves
the issues of statistical heterogeneity and increases the stability, resulting in greater classification
efficacy.
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Table 3: Ablation Study for 2LLSTM with Different Optimiser

Optimizer | Learning Rate | VAcc (%) | VLoss (%) | TAcc (%) | TLoss (%0)
AdaGrad 0.00000001 98.67 0.1140 99.98 0.1000
0.000001 98.52 0.1126 99.78 0.0980
0.0000001 98.34 0.1114 99.66 0.0968
0.00001 98.20 0.1103 99.51 0.0950
RMSprop 0.00000001 98.53 0.1128 99.86 0.0982
0.000001 98.39 0.1107 99.67 0.0961
0.0000001 98.15 0.1103 99.48 0.0950
0.00001 98.04 0.1088 99.35 0.0939
SGD 0.00000001 98.39 0.1113 99.72 0.0964
0.000001 98.25 0.1088 99.53 0.0947
0.0000001 98.01 0.1090 99.36 0.0931
0.00001 97.86 0.1071 99.22 0.0923
NADAM 0.00000001 98.20 0.1094 99.55 0.0948
0.000001 98.08 0.1077 99.37 0.0930
0.0000001 97.84 0.1077 99.19 0.0919
0.00001 97.70 0.1053 99.11 0.0907

Table 4 analyses FL impact in classification, offering the outcomes of the actual classifier without
FL and outcomes for different FL parameters. This analysis confirms that the 2LLSTM with FL
parameter enhances the classification. Further, Table 5 provides an analysis of communication costs.
Specifically, incorporating FedProx returns an enhanced classification compared to the remaining
parameters. The communication cost of FedProx is less than that of the FedAgg and FedAvg.

Table 4: Analysis of FL Impact on Classification

Performances | Actual (2LLSTM) 2LLSTM
FedAgg | FedAvg | FedProx
Accuracy (%) 93.41 98.54 99.14 99.98
Precision (%0) 92.14 94.21 95.01 96.81
Recall (%) 89.76 91.87 92.26 94.62
Specificity (%) 92.01 94.92 94.86 97.96
F1-Score (%) 90.57 93.52 94.91 96.58
FPR 0.0620 0.0454 0.0418 0.0124
FNR 0.0842 0.0592 0.0473 0.0291
Table 5: Analysis of Communication Cost
Strategy CNN model size Communication Total Bytes
per round (MB) Rounds (Epochs) transmitted (MB)
FedAgg 40 50 2000
FedAvg 40 48 1920
Fed Prox 40 45 1800

4.2 Performance Analysis of CNN and 2LLSTMFP Classifiers

The developed 2LLSTMFP is analysed for all 15 classes of the ChestX-rayl4 dataset. The Receiver
Operating Characteristic (ROC) Curve for each class is shown in Figure 4. The ROC curve is the graph
of the trade-off between specificity and recall used to visualise the classifier's performance. Further, the
accuracy and loss of 2LLSTMFP are shown in Figures 5 and 6, respectively.
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The Confusion Matrix (CM) standard approach denotes how well a trained algorithm classifies the
dataset. This CM visualises the model's performance and summarises the identification outcomes over
classification. Figure B.1 illustrates the CM for CNN 1, CNN 2, CNN 3, and CNN 4, while Figure 7
depicts the CM for 2LLSTM used in the analysis. This evaluation confirms that the 2LLSTM provides
an enhanced classification than CNN 1, CNN 2, CNN 3, and CNN 4. The incorporated FP term in
2LLSTM enhances the stability during the federated learning process, which improves classification.
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Figure 7: Confusion Matrix for 2LLSTM

The analyses of CNN 1, CNN 2, CNN 3 and CNN 4 for different classes are shown in Tables A.9,
A.10, A.11 and A.12, while the 2LLSTM analysis is given in Table 6. The results are shown for 15
classes existing in the dataset. Further, Tables 7 and 8 display the average performances of 2LLSTM
and K-fold cross-validation. The average accuracy of 2LLSTM is 99.98%, proving that the proposed
method outperforms the others during classification. The regularisation of 2LLSTMFP's weights is
accomplished using the proximal operators from the FP term. This FP term is used to handle the
magnitude update, which prevents more significant variations and improves stability in the FL process.
The K-fold cross-validation represents that the 2LLSTMFP has better generalisation in all
configurations. The incorporation of FedProx is deployed to enhance resistance against adversarial
attacks. The local update is a regularised proximal term used to stabilise the global model's training with
enhanced security. The incorporated FedProx enhances security against data poisoning, model
poisoning, and Byzantine attacks. Incorporating the proximal term penalises the vast variations from the
global model parameters, thus stabilising the local updates and affecting the adversarial clients
minimised using FedProx.
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Table 6: Analysis of 2LLSTMFP for Different Classes

Class Precision (%) | Recall (%) | Specificity (%) | F1-Score (%) FPR FNR
Atelectasis 98.92 96.75 99.97 98.61 0.0022 0.0192
Cardiomegaly 98.07 95.94 99.16 97.61 0.0219 0.0378
Effusion 98.33 96.23 99.38 97.92 0.0075 0.025
Infiltration 97.14 94.88 98.41 96.88 0.0058 0.0235
Mass 96.27 93.95 97.42 96.06 0.0046 0.0223
Nodule 97.34 95.24 98.71 97.13 0.0092 0.0265
Pneumonia 97.69 95.60 98.93 97.36 0.0127 0.0289
Pneumothorax 95.99 93.65 97.15 95.78 0.0169 0.0335
Consolidation 96.52 94.32 97.71 96.40 0.0138 0.0303
Edema 96.83 94.67 98.02 96.63 0.0036 0.0209
Emphysema 95.21 93.13 96.38 95.22 0.0111 0.0275
Pulmonary Fibrosis 95.61 93.33 96.75 95.49 0.0186 0.0346
Pleural Thickening 94.99 92.83 96.06 94.84 0.0205 0.0366
Hernia 98.56 96.48 99.71 98.29 0.0149 0.0316
No Finding 94.71 92.43 95.79 94.58 0.0236 0.0389

Table 7: Average Performances of 2LLSTMFP

Performances | Values
Accuracy (%) | 99.98
Precision (%) | 96.81
Recall (%) 94.62
Specificity (%) | 97.96
F1-Score (%) 96.58
FPR 0.0124

FNR 0.0291

Table 8: Average Performance of 2LLSTMFP for K-fold cross-validation

Performances K=3 K=5 K=10
Accuracy (%) | 99.04 | 99.43 | 99.98
Precision (%) | 95.51 | 96.12 | 96.81
Recall (%0) 93.7 94.09 | 94.62
Specificity (%) | 93.12 | 97.63 | 97.96
F1-Score (%) | 92.89 | 96.55 | 96.58
FPR 0.0351 | 0.0146 | 0.0124
FNR 0.0477 | 0.0299 | 0.0291

4.3 Comparative Analysis

The existing research, which are MobileLungNetV2 (Shamrat et al., 2023), MLRFNet (Li et al., 2023),
CapsNet-IELM (Malik et al., 2023) and FLED-Block (Durga & Poovammal, 2022) are used for
comparison with the FLBC-2LLSTMFP. The CapsNet-IELM (Malik et al., 2023) and FLED-Block
(Durga & Poovammal, 2022) researches are generally developed for CT scans and, therefore, in CSR
images for evaluation. The comparative results for FLBC-2LLSTMFP with MobileLungNetV2
(Shamrat et al., 2023), MLRFNet (Li et al., 2023), CapsNet-IELM (Malik et al., 2023) and FLED-Block
(Durga & Poovammal, 2022) are shown in Table 9. This analysis indicates that FLBC-2LLSTMFP
provides superior outcomes than the MobileLungNetV2 (Shamrat et al., 2023), MLRFNet (Li et al.,
2023), CapsNet-IELM (Malik et al., 2023) and FLED-Block (Durga & Poovammal, 2022).
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Incorporating proximal terms, i.e., FedProx in 2LLSTM avoids issues created by statistical heterogeneity
and helps to enhance the stability during classification, which allows for upgrading the results.

Table 9: Comparative Results for FLBC-2LLSTMFP

Performances MobileLungNetV2 MLRFNet CapsNet- FLED-Block FLBC-
(Shamratet al., (Lietal., IELM (Malik (Durga & 2LLSTMFP
2023) 2023) etal., 2023) Poovammal,
2022)
Accuracy (%) 99.59 79.3 98.94 97.98 99.98
Precision (%) 96.57 NA 97.81 97.56 96.81
Recall (%) 96.83 76.2 97.16 96.02 94.62
Specificity (%) 99.78 79.6 98.27 96.05 97.96
F1-Score (%0) 96.76 75.9 97.48 96.78 96.58

4.4 Case study for Varying Data Distribution

In this section, the case study of varying data distribution using FL in healthcare is ensured for
identifying various diseases. In FLBC architecture, different model assignments allocate various models
to nodes, i.e., hospitals, per specific characteristics and local data imbalances.

o Hospital A: Classes with large datasets mainly consider pneumonia and infiltration.
e Hospital B: Classes with medium Effusion, Cardiomegaly, and Hernia samples.

e Hospital C: Small dataset, but evenly balanced over all classes.

o Hospital D: There are a lot of classes, namely, Atelectasis and Nodule.

Figure 8 and Table 10 explain the case study and analysis on FLBC-2LLSTMFP for varying data
distribution, respectively. In FLBC architecture, the CNN is used in the respective nodes for training
over the respective classes. Each hospital is trained in the allocated model based on its local information
and frequently transmits updates to the model, i.e., weights and parameters, to the global model. The
weight updates are carried out in the FLBC to overcome the issues of overfitting and overpowering with
other classes. The hyperparameters for the classifiers are found using the grid search algorithm according
to the specific characteristics of each hospital. The global model 2LLSTMFP integrates each local
model's strength and confirms the reliability of classifications of diverse classes.

Hospital A — CNN
(Pneumonia, Infiltration)

Hospital B — CNN
(Effusion, Cardiomegaly, Hernia) Global Model

(2LLSTMEP)

Hospital C — CNN
(Balanced Data)

Hospital D — CNN
(Atelectasis, Nodule) FedProx

Figure 8: Case Study for Varying Data Distribution
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Table 10: Analysis of FLBC-2LLSTMFP for Varying Data Distribution
Hospital Global Model results

Class Precision (%) | Recall (%) | Specificity (%) | F1-Score (%) FPR FNR
Hospital A Pne'umo'nia 95.16 93.57 96.29 95.54 0.0150 | 0.0314
Infiltration 94.98 92.06 96.35 94.10 0.0081 | 0.0262
Cardiomegaly 95.36 93.18 96.45 94.83 0.0245 | 0.0402
Hospital B Effusion 95.65 93.48 97.11 95.32 0.0102 | 0.0273
Hernia 96.47 93.74 97.71 95.86 0.0173 | 0.0342
Mass 94.10 91.84 95.35 94.00 0.0073 | 0.0251
Pneumothorax 93.11 90.94 95.04 93.20 0.0196 | 0.0360
Consolidation 94.44 91.98 95.90 94.33 0.0163 | 0.0326
Hospital C Edema 94.11 91.99 95.80 94.39 0.0060 | 0.0231
Emphysema 92.64 91.13 94.40 92.98 0.0135 | 0.0299
Pulmonary Fibrosis 93.67 90.90 94.17 93.06 0.0211 | 0.0374
Pleural Thickening 92.87 90.64 93.21 92.48 0.0233 | 0.0391
No Finding 91.76 89.72 93.60 91.83 0.0260 | 0.0417
Hospital D Atelectasis 96.44 94.66 97.57 95.76 0.0048 | 0.0217
Nodule 95.01 93.13 96.99 94.68 0.0118 | 0.0288

5 Conclusion

Chest X-ray radiographic imagery is used to accomplish an earlier and more straightforward lung disease
diagnosis. In this research, FL is developed to create the aggregated model from different data owners
without transmitting the sensitive raw data. Next, the BC enhances confidence among all parties by
providing sturdy security. BC is an irresistible ledger methodology that saves transactions in high-
security chains of blocks. CXR image classification is done using CNN and 2LLSTMFP as aggregators
in the FLBC model. Here, the CNN performs primary-level classification followed by 2LLSTMFP,
which acts as an aggregator to combine the outputs from CNN and produce the final classification output.
The term FP used in the 2LLSTMFP solves the issues created by data heterogeneity, resulting in greater
classification efficacy. The weights of 2LLSTMFP are regularised using the proximal operators of the
FP term. The updated 2LLSTMFP weights regularise the influence of adversarial updates that enhance
robustness to malicious devices. The outcomes of the FLBC-2LLSTMFP denote that it provides
significantly superior outcomes than those of MobileLungNetV2 and MLRFNet. The accuracy of
FLBC-2LLSTMFP is 99.98%, which is much higher than that of MobileLungNetV2 and MLRFNet.
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