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Abstract 

One of the conditions for the petroleum (gas and oil) industry's continued existence in the future 

may be a continuation of the trend towards fewer personnel at offshore installations and more data 

flow between the two locations. Malicious attacks, also known as security attacks, often target 

offshore gas and oil installations. These attacks can trigger a series of events such as the issue as 

well as spread of harmful materials and/or fires, blasts as well as energy, resulting in harm to people, 

the environment, and property. These effects might be just as devastating as those from big accidents 

caused by more traditional safety-related factors. For evaluating the achievement of physical 

security attacks probability, the current research uses a Bayesian Network (BN) technique that 

combines Natural Language Processing (NLP). The process also considers the single structure of 

the offshore gas and oil sector. In order to dynamically conduct risk assessments for safety and 

security, Bayesian networks are quickly becoming a popular tool. These networks adjust the 

previous disaster probability values to account for original data. Another benefit of Bayesian 

networks is their ability to describe conditional dependency between events, as well as their handling 

of variables with many states. 

Keywords: Bayesian Networks, Offshore Gas and Oil Industry, Safety, Security and Security 

Attack.

1 Introduction 

Process industries are typically a significant source of concern for safety because they handle hazardous 

materials at high pressure and temperatures. Accidents might happen in these units as a result of poor 

design, malfunctioning systems, operational faults, worker ineptitude, improper maintenance, disregard 

for safety protocols, etc. These safety accidents could potentially have negative impacts on individuals, 

the environment, and property (George & Renjith, 2021). To address the documentation of main accident 

situations that could be achieved by malicious manipulation of the plant's physical components through 

the control and safety instrumented systems, a methodology called Process Hazard Analysis of Remote 

Manipulations through the Control System (PHAROS) was developed for this study (Iaiani et al., 2021).  

A study first discusses the development history of the safety barrier concept. This work then 

elaborates on the comprehensive review of the definition, categorization, assessment, performance 

evaluation, and management of safety barriers in the chemical process industries (Yuan et al., 2022). 
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Process safety management (PSM) is a structure that shows a business's dedication to process safety, 

improved comprehension of risks and hazards, thorough risk assessment and management, and improved 

experience-based learning to improve overall safety and operational performance. To implement PSM, 

businesses often employ an incident data reporting system (Sattari et al., 2021). 

To test the integrated model-based method for figuring out the security risk of Cyber Physical 

Systems (CPS), this uses a CPS testbed that has real industrial controllers and communication protocols. 

The testbed monitors and controls a real-time simulation of an exothermic continuous stirred tank reactor 

(CSTR) (Tantawy et al., 2020). For system designers and risk analysts, however, the contemporary 

elements of CPSs remain unclear, particularly when taking into account the role of people and the 

interplay between safety and security (Ismail, 2024). Accidental failures and human errors are no longer 

the exclusive causes of safety risks. The system and its environment are at risk of physical injury from 

cyber safety attacks, which may now escalate into safety attacks (Carreras Guzman et al., 2020). 

Another work, examine the cyberattacks that have affected the downstream, upstream as well as 

middle segments of the gas and oil industry from the early 1990s until 2020. This record and examine 

confirmed attacks for every domain, drawing from real-world complaints and publicly available system 

demo attacks. To understand frequent and covert assault pathways against gas and oil key activities, 

classify   as well as map the attack types used in each scenario (Stergiopoulos et al., 2020). Another 

study provides an overview of the growth of process safety, risk management strategies, along with 

techniques throughout that forty-five-year span. Additionally, the study includes a brief evaluation of 

the previous symposia contributions, highlighting a few notable contributions or breakthroughs (Pasman 

& Fabiano, 2021). 

Physical security challenges in offshore gas and oil installations have received attention despite the 

highlighted panorama (Esfandiari et al., 2023).  

• Most approaches have been qualitative or semi-quantitative in nature. 

• Using the Bayesian Network (BN) method as its base, this study tries to come up with a 

methodical, quantitative way to figure out the conditional probability of achievement of physical 

security attacks that are attempted. 

• This BN model combines expert knowledge and textual information. An NLP-based model is 

used in both the Conditional Probability Tables (CPT) estimate and the BN architecture design 

(Prema et al., 2022).  

• The model expands what it offers by automating the setting of its hyperparameters. Designed for 

use in the unique offshore gas and oil sector, the process incorporates both proactive and reactive 

security intervention tactics. 

Here's a detail of the work organization: A review of the safety and control systems and security in 

the gas and oil industry are covered by Section 2. Section 3 discusses the proposed technique. Section 4 

includes details on the research findings, along with some limitations. Section 5 concludes the text, 

followed by the references. 

2 Literature Review 

Abou el Kalam, (2021) defined Supervisory Control and Data Acquisition (SCADA) systems that 

control organizations such as oil pipelines, water treatment, chemical manufacturing facilities, as well 

as smart grids among others (Salkić et al., 2020). Any intrusion, whether intentional or accidental, might 

result in significant harm to people, property, and business. As a result, the SCADA's security is critical 
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for maintaining the resilience and integrity of processes and activities, as well as availability against 

cyberterrorist attacks along with hostile. To address this problem, this work examines security risks and 

vulnerabilities, with an emphasis on more recent ones. Next, to determine the appropriate security 

methods for these critical systems, this work design a comprehensive approach. 

Amyotte et al. summarized the authors' joint research efforts to integrate intrinsic safety design (ISD) 

into various process activities, applications, and safety systems (Amyotte & Khan, 2021). This illustrates 

the four basic intrinsic safety principles including minimization, simplicity, substitution, and 

moderation—with examples. Over the course of a typical process life cycle, it examines the ISD features 

and performance indicators during both the design and operational stages. Dust explosions and their 

domino effects are examples of undesirable phenomena that show how an intrinsic safety approach 

might successfully avoid or limit. This also address the value of analyzing incident-specific case studies 

developed by ISD. 

Cormier & Ng, (2020) discussed how process hazard analysis (PHA) could include cybersecurity 

vulnerability analysis in order to protect the process control network from cyber threats. This updates a 

layer of protection analysis (LOPA) to assess potential vulnerabilities also safeguard that important 

application safeguards can resist cyberattacks. It demonstrates how to strengthen the plant's defenses 

against cyber and conventional threats by integrating cyber security into process safety management 

(PSM) components such as hazard and risk assessments. 

Zwetsloot et al., (2020) described in 2018, 19 significant hazard companies in the Rotterdam area 

had their safety cultures evaluated. Four industrial sectors actively engaged were the petrochemical 

industry, chemical warehousing, logistics, refineries, and bulk storage. It used a pragmatic assessment 

method that focused on fourteen characteristics and followed a normative approach, utilizing a safety 

culture development scale ranging from 1 to 5. This settled on a 3.0 as the bare minimum for big-hazard 

businesses. This may compare the safety cultures of different firms as well as sectors using the safety 

culture maturity ratings that has gathered. 

Shi, (2021) highlighted that the petroleum industry significantly boosts Chinese jobs and the 

economy. The Chinese Petroleum Industry, is associated with high risk, meaning that there are possible 

hazards. Due to the difficulty in halting the spread of accidents after they have occurred under the social-

technical system, it is essential to monitor the safety behaviour of employees, especially those working 

directly with the public in the petroleum business. Therefore, it plans to employ safety-specific 

transformational leadership along with high-quality connections as predictors of mindful safety 

practices, a subset of safety behavior that the safety atmosphere mediates. In this study, mindful safety 

practices will serve as the dependent variable. 

Pasman et al., (2020) examined the resilience of process plants, which include those involved in 

power production, chemical manufacturing, gas and oil refining, as well as many more. Over the years, 

plant safety has evolved from reactive to proactive procedures. Safety is critical from numerous 

perspectives, including the protection of the local community and workers, but it's also critical from an 

economic and sustainable standpoint. Proactive action necessitates an anticipatory understanding of 

potential process failures due to external or internal disruptive disturbances. To achieve that goal, a lot 

of work has been put into developing risk management and assessment techniques over the years. 

However, a number of unknowns, including missed or unidentified dangers, have proven risk assessment 

to be flawed. This takes steps to guard against such unsettling dangers up to a point. 

Ahmad et al., (2022) explored the possible applications and advantages of blockchain technology for 

managing the supply chain, production, exploration, and logistics of the gas and oil industry. This is 
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because blockchain technology provides properties like auditability, immutability, traceability, 

decentralized trust, and transparency. This examines state-of-the-art blockchain-based schemes, 

commercial operations, case studies, and research initiatives to show how blockchain may work in the 

gas and oil industry (Sungur & Atan, 2020). This article, highlights some of the possible uses of 

blockchain technology. Blockchain-based smart contracts automates essential tasks including protecting 

international trade documents, tracking and tracing petroleum products, and coordinating the purchase 

and bidding process for oil exploration rights to industry companies. Table 1 describes the advantages 

and limitations of some existing works reviewed. 

Table 1: Existing Work Review 

Papers and Authors Method Advantages Limitations 

Amyotte & Khan, 

(2021) 

ISD Manage hazards to trying to eliminate or 

decrease hazards at their source. 

Still lack in more safer designs. 

Pasman et al., 

(2020) 

Risk 

assessment 

Examines the resilience of process 

plants, which include those that produce 

electricity, manufacture chemicals, 

refine gas and oil, and many more. 

Only less real-world examples 

are considered. 

Ahmad et al., (2022) blockchain 

technology 

Manage the operations of the gas and oil 

supply chain adequately. 

Only some obstacles are 

explored in the gas and oil 

sectors. 

3 Methods and Tools 

Formulation of Security Risk 

Typically, in the safety field, hazard is termed as a set of potential outcomes along with their 

corresponding probabilities or uncertainties. Here, "frequentist probability" is the time fraction that an 

event occurs along with its frequency of recurrence over time. Without specifically mentioning a 

probabilistic component, risk is often characterized in the security domain as the trifecta of asset/value, 

threat, and vulnerability. However, security risk can also be characterized by events, consequences, and 

uncertainty. Furthermore, utilizing probabilities effectively communicates the uncertainties. The 

following equation (1) is a definition of the security risk based on the factors discussed. 

𝑅𝑖 = 𝑓(𝑃1
𝑖 , 𝑃2

𝑖 , 𝐶𝑖)                          (1) 

Where 𝑃1
𝑖 represents an attempted attack probability on an asset based on scenario 𝑖, and 𝑅𝑖 denotes 

the security risk associated with that scenario; Given the attempt in scenario 𝑖, 𝑃2
𝑖 is the conditional 

probability of successfully executing the attack; 𝐶𝑖 is the predicted outcome of the attack in scenario 𝑖. 

Data, or modelling about the objectives, traits, skills, tactics of adversaries, along with the sociopolitical 

environment of the target facility, are necessary for the quantification of 𝑃1
𝑖. Because of this, risk analysts 

aren't the best people to fill out the necessary background information; instead, sociologists, political 

analysts as well as intelligence analysts, are more appropriate. The methods used to assess 𝑃1
𝑖 are often 

cross-disciplinary and can apply to any vital infrastructure, as these evaluations encompass more than 

just the facility's industry. 

Quantifying 𝑃2
𝑖 requires determining the various cyber-attack paths as well as physical attack paths 

that attackers may use to harm the target. Often, this requires expertise in fields including physical 

security, process safety, cyber security as well as control systems engineering. So, unlike 𝑃1
𝑖, 𝑃2

𝑖 

evaluation is entirely based on how the IT-OT (Information Technology - Operational Technology) as 

well as Physical Protection System (PPS) network are set up, which can be very different (particularly 
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the PPS for facilities in diverse industrial sectors, where the attack paths are naturally different from 

those aimed at an onshore process facility). Lastly, 𝐶𝑖 quantification calls on the kind of skills often 

found in process risk analysts as well as safety: the ability to simulate scenarios involving the release of 

hazardous chemicals, toxic dispersions, fires along with explosions. 

BN Architecture 

Figure 1 displays the flow chart of the proposed BN-based quantitative procedure. It looks at different 

security intervention strategies (both preventative and mitigation) to figure out the chance of a physical 

security attack succeeding given an attack attempt 𝑃2. As a result, it aids in the vulnerability valuation 

step of SV/RA (Security Vulnerability/ Risk Assessment) techniques and provides an important 

component for estimating a facility's overall security risk (see eq. (1)). 

• The PPS layout of the analyzed facility, includes physical areas along with physical barriers. 

• The Security Intervention Strategies (SITS) of each organization is considered. 

• In the PPS under examination, all detection, assessment, and communication components provide the 

quantitative data on the probabilities of detection, proper evaluation of input data, and alarm 

communication. 

The flowchart illustrates the five phases of the proposed method, which denote the offshore gas and 

oil industry is the intended context for its design.  

 

Figure 1: The Proposed Bayesian Network Flowchart  

i<j; 

i=i+1 

 

Step 2 

Create the DAG corresponding to the 

attack/intervention chain 

Step 3  

Quantity the CPT of each node of the created 

DAG 

Step 4  

Evaluate the quantified DAG 

Select attack path i (i.e.,scenario i) 

Step 1 

Identify attack paths (total number=j) and define 

security intervention strategies 

i=1 

Step 5  

Analyze the results obtained and analyze potential 

PPS increases with respect to attack path i 

Stop 

i=j 
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STEP 1: The initial stage is the documentation of the possible attack paths, or the exact physical 

steps an attacker would need to take within the PPS to carry out task. This stage also entails identifying 

potential security intervention methods to lessen the impact of each identified attack route within the 

investigated organization. If an attack occurs, it can implement a security intervention plan to either stop 

it in its tracks or at least lessen its effects. 

STEP 2: This step includes creation of a DAG (Directed Acyclic Graphs) that depicts the 

attack/intervention chain for each attack path that is believed to be effective. This chain includes 

detecting adversaries, assessing the intrusion alert, communicating the intrusion, and acting on the 

detection. Every node has two states where one is for the ideal and one is for the worst-case scenario. In 

the absence of mitigation security intervention methods, the AT-node can only take one of two possible 

states i.e. successful or unsuccessful. However, when mitigation security strategies are in place, the node 

can take one of three possible states: successful with mitigated consequences, successful without 

mitigated consequences, or unsuccessful. 

STEP 3: With the goal of giving marginal probabilities for root nodes as well as conditional 

probabilities for non-root nodes, the proposed approach seeks to quantify the CPT of every node in the 

DAG. These are derived from relevant previous research or extensive field data that can be collected 

and analyzed. This stage requires extra caution because the accuracy of the CPT determines the quality 

of the proposed potential outcomes. 

STEP 4: This step uses the DAG results from step 3 to calculate the probabilities for the nodes of 

interest.  

STEP 5: The proposed procedure focuses on analyzing Step 4's results in terms of the facility's 

vulnerability to the attack path being considered (Iaiani et al., 2023). 

Probabilities Estimation in the CPT 

Data and expert knowledge are used to estimate the probabilities of BN CPTs. This study exploits textual 

information to estimate CPT probabilities using only (Process Safety Event) PSE repository R data. 

Building an NLP method to get keywords and choosing model parameters are the first steps in figuring 

out the chances of things happening in the CPTs reports in R repository. First, it needs to extract 

keywords from the reports so that it can discover the most significant data in the repository free-text 

areas. By simplifying the BN model, this work enhances the results understandability also minimize the 

conditional probabilities count that require estimation. To do this, narrow focus to states with at least 

one relevant keyword. Reducing words to count enhances the robustness of the model parameter 

estimation.  

Identification of the Keywords 

The aim of this assignment is to find a set of N keywords, 𝑣𝑘, where  𝑘 = 1, … , 𝑁, from the vocabulary 

of V tokens, {𝑣𝑗, 𝑗 = 1, … , 𝑉}, using N<V (Valcamonico et al., 2021) describes the creation of a method 

termed as Term Frequency Inverse Document Frequency (TFIDF) to accomplish this goal. TFIDF turn 

the list of tokens in every report 𝑑̃𝑖, where  𝑖 = 1, … , 𝐷, into a set of numerical vectors ℎ𝑖. Each generic 

element ℎ𝑗
𝑖 is connected to a degree of the semantic value of the token 𝑣𝑗 in report 𝑑𝑖. Next, the tokens 

that meet the condition ℎ𝑗
𝑖 ≥ 𝑡ℎ𝑟𝑒𝑠ℎℎ are considered keywords retrieved from report 𝑑𝑖. Here, 𝑡ℎ𝑟𝑒𝑠ℎℎ 

is the method's hyperparameter that stipulates the minimal value of semantic significance required for a 

token to be considered as a keyword. In the end, the tokens chosen for at least one report 𝑑𝑖, 𝑖 = 1, … , 𝐷, 
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make up the whole set of keywords, {𝑣𝑘 , 𝑘 = 1, … , 𝑁}. It is worth noting that the taxonomy 

automatically knows the states {{𝐼𝑔
𝑚, 𝑚 = 1, … , 𝑀𝑔}𝑔 = 1, … , 𝐺}  linked with the keywords since the 

vocabulary tokens are organised in it.  

Model Hyperparameters Setting 

The model's two thresholds serve as the hyperparameters for identifying n-grams (𝑡ℎ𝑟𝑒𝑠ℎ𝑁𝑃𝑀𝐼) and 

keywords 𝑡ℎ𝑟𝑒𝑠ℎℎ . Since the list of linked keywords represents a report, it is necessary to find an 

illustration that is both are comprehensive and synthetic. This need completeness for the PSE-describing 

influencing factors (IF) to ensure don't miss important details, but also need synthesis to make the overall 

model understandable, by avoiding overcomplication, and prevent the spread of information among 

multiple redundant keywords. 

This should optimize both the total number of keywords (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜1
𝑐𝑜𝑚) and the amount of IF states 

with at least one related keyword in one repository report (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜2
𝑐𝑜𝑚)  to achieve the maximum 

values for completeness metrics. The representation should also be taxonomically balanced, meaning 

the number of keywords and vocabulary tokens for an IF state should be equal. Notably, it should 

minimize (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜3
𝑐𝑜𝑚), which is the standard deviation across dissimilar IFs of the keywords count 

ratio mentioning a state to the quantity of tokens mentioning the vocabulary same state. (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜4
𝑐𝑜𝑚), 

on the other hand, is the standard deviation across dissimilar IFs of the average ratio across all repository 

reports of the quantity of keywords mentioning a state to the tokens count mentioning the vocabulary 

same state. The representation synthesis incorporates two metrics: (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜1
𝑠𝑦𝑛

), or the keywords 

average number employed to characterize a report, should not be too small to yield representations that 

lack sufficient richness, and (𝑚𝑒𝑡𝑟𝑖𝑐 𝑜2
𝑠𝑦𝑛

), or the conditional probabilities count in the CPTs of the 

BN model that require setting, should be kept to a minimum due to its connection to the knowledge as 

well as computational efforts required to estimation the CPTs. This study uses a triangle function with 

a centre at 6.5 and a range is used for the  𝑜1
𝑠𝑦𝑛

 metric in equation (2).  

𝐹 = ∑ 𝑤𝑖
𝑐𝑜𝑚𝑜𝑖

𝑐𝑜𝑚 + ∑ 𝑤𝑖
𝑠𝑦𝑛

𝑜𝑖
𝑠𝑦𝑛2

𝑖=1
4
𝑖=1         (2) 

This set the weights of the metrics for completeness 𝑤𝑐𝑜𝑚 = ∑ 𝑤𝑖
𝑐𝑜𝑚𝑜𝑖

𝑐𝑜𝑚4
𝑖=1  to match the weights 

of the metrics for synthesis 𝑤𝑐𝑜𝑚 = ∑ 𝑤𝑖
𝑠𝑦𝑛

𝑜𝑖
𝑠𝑦𝑛2

𝑖=1  so that 𝑤𝑐𝑜𝑚 = 𝑤𝑐𝑜𝑚 = 0.5. When setting the 

weights, it considers the following factors: 

i. Instead of having large keywords count in the taxonomy ( 𝑜4
𝑐𝑜𝑚), which may include synonyms 

and uninformative terms, it is better to have a reasonable keywords distribution in the taxonomy 

states ( 𝑜1
𝑐𝑜𝑚). Consequently, 𝑤4

𝑐𝑜𝑚  is set slightly bigger than 𝑤1
𝑐𝑜𝑚.  

ii. To avoid a taxonomy with many states having extremely imbalanced numbers of keywords, it is 

preferable to have a balanced distribution of the keywords of the states in the taxonomy ( 𝑜2
𝑐𝑜𝑚)  

rather than a reduction in the number of states without any keywords associated with them 

( 𝑜3
𝑐𝑜𝑚). Hence, 𝑤2

𝑐𝑜𝑚 is intentionally designed to be somewhat bigger than 𝑤3
𝑐𝑜𝑚. 

iii. 𝑤2
𝑠𝑦𝑛

 is set somewhat less than 𝑤1
𝑠𝑦𝑛

 since it is less desired to reduce the computational effort 

( 𝑜2
𝑠𝑦𝑛

) than to have a suitably big number of keywords in the reports( 𝑜1
𝑠𝑦𝑛

).  
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CPTs Conditional Probabilities Estimation  

Using the R repository information, it estimates the probabilities in the BN's CPTs. According to 

reference (Rohmer, 2020), the conditional probability element 𝑃(𝜎𝑠
𝑞

𝜎𝑠
𝑞−

) of the CPT linked to the node 

𝜂𝑞 is calculated. 

𝑃(𝜎𝑠
𝑞

𝜎𝑠
𝑞−

) =
𝜌(𝜎𝑠

𝑞
𝜎𝑠

𝑞−
)

𝜌(𝜎𝑠
𝑞−

)
 

How many reports have the node 𝜂𝑞 in state 𝜎𝑠
𝑞
 along with its immediate parent nodes in state                   

𝜂𝑞−, along with how many reports have the immediate parent nodes in state 𝜎𝑠
𝑞−

, 𝜌(𝜎𝑠
𝑞−

) is the number 

of such reports. For the CPTs that connect the nodes x and y, as well as y and z, representing the 

repository's category fields, the process is simple. For CPTs that have an IF as their parent node, estimate 

the probability of the state 𝑥𝑎(𝑦𝑏, 𝑧𝑐) of the node 𝑥(𝑦, 𝑧) conditional to the state 𝐼𝑔
𝑚 of the node 𝜓𝑔 by 

separating the number of reports related with  𝑥𝑎(𝑦𝑏 , 𝑧𝑐) as well as covering at least one keyword 

allocated to the state 𝐼𝑔
𝑚,i.e.𝜌(𝑥𝑎, 𝐼𝑔

𝑚) 𝜌(𝑦𝑏 , 𝑥𝑎), 𝜌(𝑧𝑐 , 𝑦𝑏), by the number of reports associated with  

𝜌(𝐼𝑔
𝑚) as well as covering at least one keyword allocated to the state 𝐼𝑔

𝑚. 

4 Case Study 

Petrochemical systems consider a PSE repository report spanning from 2016 to 2020. This do not 

disclose the exact number of accessible reports (D) here for reasons of confidentiality. The following 

components make up a report:  

a. a free text 𝑑 prepared by a system operator in English that describes the event as well as the 

elements affecting the PSE; 

b. the cause 𝑥, which may be 𝑥1= "Human" indicates a PSE resulting from human error or misuse 

of prepared equipment; 𝑥2= "Equipment" signifies a PSE resulting from system faults or 

component malfunctions; and 𝑥3="External" indicates a PSE resulting from events outside the 

system, including sabotage or natural disasters, or a combination of the two: 

𝑥4=“Human_Equipment”, 𝑥5=“Human_External”, 𝑥6=“Equipment_External”, 

𝑥7=“Human_Equipment_External”;  

c. the incident kind, denoted by y, which can be 𝑦1="fire/explosion" when a gas or liquid is ignited, 

𝑦2="gas leak" when gas is lost, or 𝑦3="spill" when liquid is lost;  

d. The tier level, represented by z, can range from 𝑧1="1" for PSEs with strong LOPC, 𝑧2="2" for 

PSEs with moderate LOPC, and 𝑧3="3" for PSEs with less severe LOPC (API RP 754, 2021).  

System specialists have created the taxonomy of the IFs. "Context," "Risk event," "Condition," 

"Impact," and "Barrier" are the five IFs represented by G = 5 with 𝜓𝑔 ,𝑔 = 1, . . , 𝐺. Experts have 

suggested and refined the matching states, {{𝐼𝑔
𝑚, 𝑚 = 1, … , 𝑀𝑔}𝑔 = 1, … , 𝐺} , taking into account the 

repository's vocabulary. This determined the lowest level of the taxonomy—the tokens level —by seeing 

the repository's vocabulary and allocating the tokens to the respective states. It may see the attained 

taxonomy and the tokens quantity for every state. The taxonomy of the IF "barrier," falls into the 

"technical" or "operational" categories, as well as includes a few tokens associated with these categories. 

Once it constructs the taxonomy, finalize the model by delineating the causal interactions between the 

components. In order to validate the process, create a BN model that takes into account a single IF. This 
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makes it easier to understand the findings. This have specifically studied the IF "barrier" due to its 

significance in QRA (Quantitative Risk Assessment).  

This specify eight alternative states that considers every possible barrier combination from the 

"technical," "operational," and "organizational" categories in relation to the node barrier, given that the 

development of a single PSE may be influenced by a variety of barriers. The PSE model, with the "cause" 

node conditionally dependent on the "barrier" node, displays the BN. This is because the performance 

of various barriers affects the frequency of PSEs associated with precise causes; for instance, the "no 

training" in "organizational" influences the "human" cause. A total of three time periods have been taken 

into account for the model updating: [2016, 2018], which includes 𝐷1 reports; [2016, 2019], which 

comprises 𝐷2  reports; as well as [2016, 2020], which has the whole database of 𝐷3 =D reports. 

5 Result 

This work used the approach to automatically set the parameters 𝑡ℎ𝑟𝑒𝑠ℎ𝑁𝑃𝑀𝐼 and 𝑡ℎ𝑟𝑒𝑠ℎℎ, and the 

values are presented in Table 2. One thing that stands out is: 

a. The metric ( 𝑜1
𝑐𝑜𝑚),  consistently displays values across all three time periods, indicating a 

comparable use of tokens and keywords. 

b. Since the metric ( 𝑜2
𝑐𝑜𝑚),  always equals 1 in all period, at least one keyword is constantly related 

with each state of the IF "Barrier." 

c. This can observe that the taxonomy's IF "Barrier" states exhibit an even distribution of keywords 

due to the high values for metrics ( 𝑜3
𝑐𝑜𝑚),  and ( 𝑜4

𝑐𝑜𝑚),  across all three periods. 

d. The metric ( 𝑜1
𝑠𝑦𝑛

),  slightly declines with the release of more reports. The reason for this decline 

is that, while the percentage of tokens chosen as keywords metric ( 𝑜1
𝑐𝑜𝑚) remains constant, the 

length of reports has increased from 50.7 in [2016, 2018] to 57.1 in [2016, 2020], resulting in an 

average selection of more keywords. 

e. There has been no notable change to the computational effort metric, ( 𝑜2
𝑠𝑦𝑛

), which has not 

changed significantly. 

Once retrieve the keywords, it can use the BN model, which estimates the parameters of the CPTs, 

to determine the tier levels probability. In the three periods, Table 3 reports the tier levels unconditional 

probabilities. 

The likelihood of the occurrence of the type 𝑦1=fire/explosion, 𝑃(𝑧1/𝑦1), has almost doubled 

between [2016, 2018] and [2016, 2019], while the probabilities of the events 𝑦2=gas leak and 𝑦3=spill 

tend to decrease with time. For the time periods [2016, 2018] and [2016, 2019], the researchers looked 

into this by analyzing the particular causes probabilities conditional on the event occurrence of type 

"Fire/Explosion," 𝑃(𝑥𝑎/𝑦1), where 𝑎 = 1, … , 𝐴 in Table 4. 

Table 2: Default Values for the Parameters 𝑡ℎ𝑟𝑒𝑠ℎ𝑁𝑃𝑀𝐼 and  𝑡ℎ𝑟𝑒𝑠ℎℎ.  

 Periods   

[2016,2018] [2016,2019] [2016,2020] 

Parameter 𝑡ℎ𝑟𝑒𝑠ℎ𝑁𝑃𝑀𝐼 0.65 0.7 0.5 

 𝑡ℎ𝑟𝑒𝑠ℎℎ 0.5 0.5 0.6 
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Table 3: Three Time Periods where the Tier Levels have Unconditional Probabilities 

Probability Periods 

[2016, 2018] [2016, 2019] [2016, 2020] 

P (𝑧1) 0.099 0.077 0.064 

P (𝑧2) 0.176 0.178 0.156 

P (𝑧3) 0.724 0.745 0.780 

Table 4: Should an Event of the "Fire/Explosion" Type Occur, the Probability of its Causes Increases 

  Periods  

Cause Probability [2016,2018] [2016,2019] 

Human _Equipment_External P (𝑥7|𝑦1) 0 0 

Human_External P (𝑥5|𝑦1) 0 0 

Human _Equipment P (𝑥4|𝑦1)  0 0.069 

External P (𝑥3|𝑦1) 0 0 

Human P (𝑥1|𝑦1) 0.476 0.414 

Equipment P (𝑥2|𝑦1) 0.524 0.517 

External_ Equipment P (𝑥6|𝑦1) 0 0 

Table 5: The PSE Probability of Cause "Human_Equipment" Barrier States Conditionally Occurrence 

Periods 

Cause Probability [2016,2018] [2016,2019] 

Technical_ Organizational P (𝐼5
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0 0.030 

Technical_Operational_Organizational P (𝐼7
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.020 0.340 

Technical_Operational P (𝐼4
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.100 0.190 

Operational_Organizational P (𝐼6
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.220 0.090 

No_barrier_keywords P (𝐼8
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.220 0.120 

Operational P (𝐼2
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.220 0.150 

Organizational P (𝐼3
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.040 0.030 

Technical P (𝐼1
𝑏𝑎𝑟𝑟𝑖𝑒𝑟𝑥4) 0.180 0.060 

The "human_equipment" cause, explains an equipment malfunction occurrence along with an 

improper action by system operators, has undergone the most significant alteration. Looking at the odds 

of the IF state "Barrier" if an event with the associated cause "Human Equipment" happens, where 

𝑃(𝐼𝑚
𝑏𝑎𝑟𝑟𝑖𝑒𝑟|𝑥4), 𝑚 = 1, …,𝑀𝑏𝑎𝑟𝑟𝑖𝑒𝑟, for the years [2016, 2018] and [2016, 2019] (Table 5), it can figure 

out which barrier has had the most significant effect on these changes.  

The "Technical_Operational_Organizational" state, which signifies the simultaneous presence of 

organisational barriers as well as technical, operational, exhibits the most notable variation. System 

specialists have validated the existence of difficulties linked to technical, operational, and organisational 

barriers based on reports gathered between 2016 and 2019 of type "Fire/Explosion" at Tier level 1 

(Valcamonico et al., 2024). 

Limitations 

This section gives a summary of the problems with the Bayesian method for risk assessment: 

• In order to properly capture system behaviour when using BN as standalone techniques, their 

structural creation needs the assistance of professionals with deep system understanding. 
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• To understand the interdependencies of the various components of a BN model and construct 

conditional probability tables, in-depth system knowledge is required. 

• Static BN can identify the most important components and efficiently assess the system's security 

risk level, but they can't grasp the temporal relationships between fundamental occurrences. 

Dynamic BN, both temporally and dynamically may capture the interaction between system 

variables. 

• The limited validation of BN hinders user adoption of the Bayesian method. 

• Feedback is part of most real-world systems, but static BNs can't represent it because they're 

acyclic (George & Renjith, 2021). 

6 Conclusion 

This research has created a technique that integrates NLP and BNs to aid QRA in the examination of 

PSEs in oil and gas assets. The approach enables the extraction of information from textual reports about 

the variables determining PSEs and the quantification of the probabilities of the repercussions' severity. 

This have subjected the suggested approach to a repository of reports of PSEs occurring in hydrocarbon 

plants. Based on the results, this research is capable of performing the following tasks: 

1. Find key words for barriers to mitigation and prevention that will have a big effect on the severity 

of PSE effects. 

2. Make sure that its parameters are always up-to-date with new information. 

3. Look at how changes to system design as well as management actions affect the severity of 

accidents by watching how their chances change over time and figuring out the types of PSEs, 

their causes, as well as the states of the barriers that were most affected.  

The next step in improving the methodology is to combine expert knowledge and data from other 

sources with the parameters and probabilities calculated in the CPTs using PSE reports. 
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