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Abstract

Intelligent Grid (IG) systems improve the usability of old energy networks, but they can still be
hacked in many ways. Intruders can get into the system through these holes, risking IG networks'
safety and privacy. An Intrusion Detection System (IDS) keeps services safe and secure in an 1G
setting. With the help of Machine Learning (ML) techniques and characteristics, this work shows
an IDS for 1G platforms. The categorization algorithm comprises a Convolutional Neural Network
(CNN) and a Gated Recurrent Unit (GRU). The research uses Precision, Intrusion Detecting Rate
(IDR), and False Alarming Ratio (FAR) to rate how well the suggested approach works. It turns out
that the Random Forest (RF) and Neural Network (NN) algorithms did outperform the others. The
study found that the KDD-99 records had a False Alarm Rate (FAR) of 7.29%, and the NSL-KDD
records had a FAR of 7.31%. 88.68% of the time, both methods find things, and 90.87% of the time,
they confirm that they are correct.
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1 Introduction

Electrical system engineering and information and communication technology (ICT) are combined in
the Intelligent Grid (1G) (Moreno Escobar et al., 2021). Its goal is to fix many significant issues with the
power grid, including wasting energy, lowering demand, and ensuring the best use of facilities. The
typical electrical grid converts just one-third of fuel energy into electricity, with 7% of generation lost
during transportation and 25% of producing capacity utilized to satisfy peak needs. The principal
function of IG is to furnish utility firms with comprehensive visibility and extensive control offerings,
together with enhanced communication skills, to facilitate interaction and execute electrical transactions
throughout the grid. This fresh reality will allow power companies to implement an intelligent layer atop
their present facilities and systems, yet it presents significant cybersecurity concerns and obstacles that
might lead to cascading impacts and catastrophic outcomes for the whole electrical grid.

Cyber assaults on IG systems encompass control signal incidents, measurement assaults, and
control-signal-measurement assaults. Common risks hindering data availability include floods, route
damage, selective transmission, wormhole assaults, Byzantine assaults, and Denial-of-Service (DoS)
assaults (Chaganti et al., 2022). Security measures can often be categorized into two primary strategies:
preventative techniques and detection methods. Prevention approaches seek to safeguard network data
against interception, with encryption commonly employed. Identification approaches are designed to
identify intruders, encompassing signature- and anomaly-based identification. The previous contrasts
the observed assault patterns with established ones. The latter contrasts network traffic characteristics
with standard ones, where any deviation from regular traffic indicates the existence of an attacker (Anny
Leema et al., 2024).

Machine Learning (ML) methods are often employed to recognize and determine diverse attack
variants (Aljuhani, 2021). This study implements several ML techniques to categorize network packets
as harmful or regular. This research presents an original contribution: Alteration of loads in Particle
Swarm Optimization (PSO) techniques enables the suggested balanced PSO to identify optimum
features from databases, resulting in Intrusion Detection Rates (IDR), enhanced accuracy, and reduced
False Alarm Rates (FAR) (Basnet et al., 2019). This study utilizes two databases: NSL-KDD and
KDD-99. After choosing data sets, several preprocessing procedures are implemented on both databases
(Fung, 2011). Data sets are standardized by the min-max standardization approach to scale the data.
Following normalizing the data, data encoding is executed to transform nominal values into numeric
values, as ML operates on numeric information. The efficacy of the suggested system is assessed based
on accuracy, IDR, and FAR. The findings indicate that the Random Forest (RF) and Neural Network
(NN) classifications have outperformed others (Banumathy et al., 2023). The research attained a 7.29%
false alert rate on the KDD-99 dataset and a 7.31% false alarm rate on the NSL-KDD database. Both
databases' mean recognition rate and validation accuracy are 88.68% and 90.87%.

2 Background

Numerous studies investigate the security concerns associated with 1G. The research offers an extensive
survey of IG's Intrusion Detection System (IDS) technologies. This research provides essential
background on 1G design aspects and their interactions (Liu et al., 2021). A comprehensive examination
of IDS systems ensues, evaluating the design and the possible detection groups: (a) signature-based
identification, (b) anomaly-based identification, and (c) specification-based identification. The needs of
IDS for IG are immediately outlined, followed by a complete examination of 37 pertinent IDS. The
analyzed IDS targets explicitly the protection of (a) the whole IG ecosystem, (b) Automated Metering
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Instrumentation (AMI), (c) substations, (d) synchrophasors, and (e) SCADA networks. This review
outlines the deficiencies and constraints of the existing IDS and suggests potential research avenues in
this domain.

The authors say these problems can be fixed by adding a vital checking service part to protect against
Distributed Denial of Service (DDoS) threats (Hasan et al., 2023). A test scenario in a network for
managing energy shows that the suggested security protection works well. Testing revealed that the
design may render things better and more valuable in the real world.

An approach was shown for selection that employed both flow and variable polling. The Snort
IDS was paired with a Deep Learning (DL) system built up of Stacked Automatic Encoders (SAE)
(D'Angelo & Palmieri, 2021). Using the adaptability of software-defined networks (SDN) makes
network design easier. It doesn't need any apps or tools from outside sources. It has been measured and
found that the recommended approach is better at discovering things than flexible tracking. About 71%
of the time, it finds the right thing, and less than 15% of the time, it finds the wrong thing. This is called
its True Positive Rate (TPR). This study makes it more straightforward to spot DDoS threats in Internet
of Things (1oT) devices by mixing the good things about SDN and DL.

A study looked at the extent to which two open-source IDS might frequently spot machines on a
network doing bad things (Ayodeji et al., 2020). The research examined a hybrid model that used both
SVM and fuzzy logic to get better at recognizing things. With an FPR of 16.2% and a False-Negative
Ratio (FNR) of 21.4%, the best outcomes were seen when an improved Support Vector Machine (SVM)
was used with the firefly technique. If this is true, then speed has sped up a lot. This study utilized a 10
Gbps network connection and new and enhanced machine learning techniques to look at two IDS side
by side and find ways to improve Snort.

It was easier for the model to sort and identify items when a backpropagation NN (BPNN) was
employed (Li et al., 2023). The proposed BPNN method was primarily made to find attacks on resources,
but it might have been more effective in finding strikes. The main point of the study was to look at the
causes of danger. Train Gigabit Consist Systems' data security was put at risk by security risks that were
looked into in this research. The training job is to receive essential instructions for leadership from this
network. The experts developed a new intrusion detection system (IDS) to defend against many network
threats, including IP Scanner, Port Scanner, DoS, and Men in the Median (MITM). The approach worked
sufficiently well to identify things 79.54% of the time.

The study wanted to improve the K-Nearest Neighbor (KNN) approach to finding botnet threats in
the Internet of Things (Khan et al., 2021). The recommended approach was the most accurate and took
the least time to run out of all the tried ones. The main point of this study was that DL and ML can find
and sort dangerous network threats. The method uses the best elements of Recurrent Neural Networks
(RNN) and Convolutional Neural Networks (CNN) to see patterns in space and time. This renders the
approach better at making guesses because it works faster and more accurately. This approach correctly
finds up to 82.34% of network dangers, making it fun to identify and combat them in everyday life.

They demonstrated how to employ Spectral Clustering (SC) and Deep Neural Networks (DNN)
jointly to do IDS in highly complex network datasets (Balla et al., 2024). The recommended formula
works better and lasts longer than other ones. It works better than other ways to find and stop network
threats.

The main topic of this study was the significance of IDSs in using Artificial Intelligence (Al) and
deep learning (DL) tools like CNNs to keep networks and machines safe. The outcomes of this work are
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significant for understanding how CNNSs can be used in IDSs. It examines the present state of research
and places that will require additional study and work in the future.

3 ML-based IDS System in Intelligent Grid

The research shows an Al-based way to keep the 1G system safe using the most effective set of
characteristics and Al algorithms. The study aims to create a machine learning system that can rapidly
and accurately spot network traffic signals while lowering the False Alarm Rate (FAR) and Detection
Rate (DR). Effective feature selection is essential for achieving this aim. This study will use the PSO
search method to identify the best characteristics from a specified subset.

This study utilizes the NSL-KDD and KDD-99 databases. The research conducts binary
categorization, distinguishing between abnormal and regular, and multiclass categorization to forecast
attack types, including DoS, Root to Local attacks (R2L), User to Root attacks (U2R), Probing, and
Normal groups, for the KDD-99 and NSL-KDD databases. Following the successful categorization of
the assaults, the research does categorization to get the precise designation of the anomaly. The
suggested paradigm has six stages. The initial step is information reading, during which the research
reads the KDD-99 and NSL-KDD databases sequentially. The second phase is data preparation, during
which the research substitutes missing values with the mean, eliminates any anomalies, and normalizes
the data to scale the dataset. After normalizing the data, the researcher executed the data encoder to
transform non-numeric numbers into numbers. The following data preparation phase is optimum feature
selection, executed by PSO. The third involves transmitting ideal attributes to determined ML methods.
During the fourth step, the researcher learned several systems using 75% of the information and
corresponding labels. Testing is conducted on 25% of the dataset. The fifth stage is the experimental
phase, while the sixth is the assessment phase. Figure 1 illustrates the suggested approach.

Databases Classification

__________________________________________________________________

KDD-99 NSLKDD 3 : Initiazation of swarm 5 K-NN
Preprocessing l Evaluation of particle fitness i NN
i Normalization ; Update fitness of particle local
i | RF
' | i best
¥ ; } v v
X , ‘ Update fitness of particle
Data encoding ' : slobal best
> ................................
Y ] 3 ]
i ] ' Update particle veloci ]
! Feature selection . i pawer ¢ x4 '
i R R I : 1 Evaluation
Optimal feature 1 Update particle speed 1
subset process ! ] ¢
: ] i Comparison
) KDD-99 NSLKDD — . Meeting condition
© | Return local & global best
values

Figure 1: Workflow of the Proposed Method
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3.1. Datasets

e KDD-99 Dataset

KDD-99 is a prominent dataset utilized in IDS network safety. KDD-99 is a derivative of the DARPA
dataset. Created at the MIT research laboratory, it serves as a baseline for IDS architects to assess diverse
approaches. The KDD-99 database has 4.9 million records and 40 characteristics, with binary labels and
21 distinct network assaults. Category labels comprise four primary assault types: DoS, Probe, U2R,
R2L, and a Normal category. Packets 98k and 398k are utilized for the weird and regular classes to
construct ensemble ML classifications for training and testing purposes. Seventy percent of the
KDD-99 database is allocated for learning and verification, while the remaining thirty percent is
designated for training and verification.

e NSL-KDD Database

NSL-KDD is a revised version of the KDD-99 database. NSL-KDD has no redundant values, as seen in
the KDD-99 database. NSL-KDD also lacks any conflicting values. NSL-KDD comprises 150k
examples and 40 characteristics for comprehensive testing and instruction. The overall count of
abnormal and normal messages utilized for training and testing ML algorithms is 72k and 78k,
respectively. Seventy percent of the KDD-99 database is allocated for learning, while the remaining
thirty percent is designated for evaluation and verification.

3.2. Pre-processing

e Normalization

Upon selecting the database, cleansing procedures are executed to eliminate noise and standardize the
characteristics. The findings from this study use the min-max standardization strategy, which is superior
for scalability and addressing outlier difficulties compared to z-score standardization. Min-max
scalability standardizes data within the interval [0, 1]. The formula for min-max standardization is shown
below.
_ Yy—min(Y)
x = max(Y)—min(Y)

)

Equation (1) Y = {y;, ¥y, ..., ¥} represents the number of characteristics, whereas Y; denotes the
characteristic to be standardized, and Z, signifies the standardized characteristics. All characteristics
possess identical quantities and are included under a singular scope.

e Data Encoding

Before data encoding, the research removed duplicated and overlapped information from the datasets.
Nominal attributes are converted into numerical values since ML algorithms do backend calculations
with numeric data instead of nominal data. This step is finalized before relaying data to the suggested
approach.

e Feature Selection

Following feature standardization, the critical step is feature minimization. Optimal characteristics
enhance accuracy and IDR and reduce FAR. The primary objective of optimizing features is to identify
subgroups of features that can effectively collaborate with various classifications to yield improved
outcomes. This study will use the PSO search strategy to select features. Studies inspired by the flocking
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actions of fish and birds led to the development of PSO, primarily an optimization technique. PSO is a
potent approach for addressing non-smooth global challenges. The converging rate of PSO is notably
high, yielding optimal solutions in a reduced timeframe. Genetic Algorithms (GAs) are employed for
optimal selecting features, yielding a favorable detection rate; moreover, their convergence rate could
be much higher and deteriorate more if the population topics are utilized. The swarm elements are
arbitrarily initiated and introduced to the searching field; by altering the values of velocity and location
of the fragments, a suitable subset of characteristics is obtained. Equations (2) and (3) articulate its
current location and speed.

P = {pxlrprI ---'pr} 2)
Dy = {dylldyZI ey dyN} (3)

The dimension of the primary searching area is denoted by N. Continue updating the values for speed
and location until the research has the ideal values method. Upon acquiring the ideal characteristics, the
system ceases operation.

3.3.Proposed System

The suggested hybrid ML approach for the IDS illustrated in Figure 2 incorporates both CNN and Gated
Recurrent Unit (GRU) models. This option was selected due to the prevailing belief that CNNs excel
above alternative approaches in properly collecting position-invariant characteristics. The GRU
component monitors long-term relationships and utilizes memory cells to extract relevant details from
the gathered data. The reset gate is employed to eliminate redundant data. Multiple variables influenced
the selection of the GRU algorithm. The computational design had three GRU units and four CNN
elements to enhance the system's depth. The primary objective of the convolution tier is to execute its
eponymous function, hence generating a feature mapping from the input data through feature extraction.
The convolutional core in a NN performs multiplication on the input information. A nonlinear process
activates the system. This operation occurs within the convolutional system to get feature translation.
The convolution core arbitrarily assigns the weights and biases. Following the conclusion of each CNN
tier, a standardization layer and a maximum pooling layer are incorporated. A pooling function identifies
the most prominent or representative value for all qualities within a particular area's proximity.

| Input

Dimension Conv, Norm,

Max pooling 1

shuffle

Fully connection
Conv, Norm, 1

Max pooling 3 :

Conv, Norm,
Max pooling 1

Dropout

Softmax
classification

Max pooling 4

Conv, Norm,

Normal

Figure 2: Combined ML Model for IDS in IG
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The outputs of the GRUs and CNNs are integrated into the concatenation tier, which also accepts the
flattened result from the CNN tiers. After the concatenation tier, two pre-existing interconnected tiers
are amalgamated. A dropout tier is incorporated following the last connected tier to prevent overfitting.
The SoftMax tier, linked to the categorization layer, transforms the result into a distribution of
probabilities. This allows the categorization layer to generate accurate estimates regarding the types of
identifiers. The research assessed this approach by implementing it on the NSL-KDD-99 and locally
produced datasets, then compared the outcomes using a combined framework of CNN with the GRU
models.

3.4. Evaluation Metrics

The suggested approach is evaluated using several performance measures, such as precision, recall,
F1-Measure, FAR, DR, and Accuracy. The performance above indicators are based on TPR, FPR, FNR,
and True Negative Rate (TNR).

The FAR is the ratio of the ordinary occurrences that are misclassified as belonging to the attack
group relative to the occurrences that belong to the attack category in equation (4).
FPR
FPR+TNR (4)
Accuracy measures the number of events accurately categorized as belonging to the standard and
attack categories. Accuracy is determined by the ratio of correctly classified cases to the overall
occurrences, as expressed in Equation (5).

FAR =

TPR+TNR
- TPR+TNR+FPR+FNR (5)
The DR indicates the proportion of accurately identified assaults relative to the overall amount of
threats in the database in equation (6).

TP

DR = (6)
TP+FN
Precision aims to assess TPR instances compared to FPR instances in equation (7).
p= TPR (7)
TPR+FPR

Recall aims to assess TPR items compared to FNR things that remain uncategorized. The
mathematical representation of recollection is delineated in Equation (8).

_TPR
~ TPR+FNR

(8)

Performance evaluation needs more accuracy and recall; for example, an alternative method is
required if one mining method has lower recall but higher precision. The inquiry arises regarding
whether the process is superior. This issue is addressed by utilizing the F1-score, which provides a mean
of recall and accuracy. The F1-score can be computed as seen in Equation (9).

2%xP*R
P+R

F =

(9)

4 Simulation Analysis and Outcomes

This section presents the experimental findings of KDD-99 and NSL-KDD. All these tests are conducted
on Google Colab. A Core i5 machine with 8 GB of Random Access Memory (RAM) and a 2.4 GHz
Central Processing Unit (CPU) is utilized.
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Figure 3: Performance Analysis

The experimental findings are illustrated in Figure 3. The findings indicate that all packages were
classified into two main groups: aberrant data and standard information. The anomalous data remained
unclassified, and the sampling imbalance posed a lesser issue. In actual applications, the groups of
abnormal details must be delineated, necessitating consideration of the impact of sample imbalances on
training outcomes in following multi-classification scenarios.
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Figure 4: Confusion Matrix for KDD-99 Database

Figure 4 shows the confusion matrix results for the KDD-99 database, showing how different models
compare. The suggested method works better than the others because it has the lowest FPR (5.39%) and
the highest TPR (95.62%). It also has the lowest FNR (7.29%). SVM also shows competitive metrics
but could be better than the proposed method. Different from the suggested method, models like
Decision Tree (DT) and NN are less accurate and show less usefulness.
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Figure 5: Confusion Matrix for NSLDD Database

The confusion matrix findings for the NSL-KDD database are shown in Figure 5. This shows how
the performance of different models compares. This method has the best TPR (96.18%) and TNR
(97.2%) but the worst FPR (9.85%) and FNR (7.31%). With a TPR of 90.89%, SVM does very well,
but the suggested method does even better. While other models, such as RF and PSO, also get good
results, they could be better than the proposed method.

5 Conclusion

This study presents a feature selection-based IDS method for IG systems. The research employed
weighted PSO to enhance the FAR in the IDS. CNN and GRU are used for the classification model.
Optimal characteristics are extracted from the KDD-99 and NSL-KDD databases. After selecting
optimum characteristics, these characteristics are sent to ML algorithms. The research implemented
many ML methods on the NSL-KDD and KDD-99 databases during the studies. Following the database
gathering, the research converted them into a binary categorization: attack category and regular group,
while including different attack types. Nine assaults are employed for the KDD-99 database.

In contrast, the NSKDD database employs 21 attacks. At first, the research was conducted by
preprocessing the databases and substituting non-numeric variables with numerical encoding. The
information is normalized by min-max normalization. The research was executed by selecting
characteristics by PSO and identifying the optimal characteristics. After feature selection, the research
implemented several ML techniques on both databases. RF and NN have surpassed all previous
methodologies for accuracy, IDR, and FAR. Experimental findings demonstrate that the method has
superior DR, FAR, and accuracy performance for the KDD-99 and NSL-KDD databases. In the future,
the research wants to replicate this study across numerous classes utilizing feature selection techniques
with DL techniques.
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