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Abstract 

The paper propose a novel MQTT-based configuration for enhancing the security and reliability of 

smart home systems. Our approach focuses on implementing Transport Layer Security (TLS), client 

authentication, access control lists (ACLs), and regular security audits to address potential security 

vulnerabilities. Experimental results show that the implementation of TLS improved data 

transmission security by 85%, while client authentication reduced unauthorized access attempts by 

90%. Additionally, the system's scalability was tested by connecting up to 100 devices 

simultaneously, maintaining a stable message delivery rate with a latency increase of only 5%. A 

comparative analysis with existing commercial smart home systems, such as Google Nest and 

Amazon Alexa, highlights the advantages of our MQTT-based solution in terms of customization 

and flexibility. However, it also notes the need for user expertise in managing security 

configurations. These results indicate that our MQTT-based smart home system can provide a 

secure, scalable, and customizable alternative to commercial solutions, making it suitable for users 

with specific security requirements and technical capabilities. 

Keywords: IoT, Smart Homes, Raspberry Pi, MQTT Protocol, Environmental Monitoring. 

1 Introduction 

The Internet of Things (IoT) has revolutionized the consumer electronics landscape, especially in the 

realm of smart home technologies (Khanna & Kaur, 2020). Extensive research has explored the 

integration of IoT with home automation systems, emphasizing improvements in user comfort and 

efficiency through interconnected devices. Notable investigations have assessed communication 

protocols such as ZigBee and Bluetooth for their cost-effectiveness and energy efficiency. However, 

these protocols frequently lack robust security and long-range communication capabilities. 
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Recent advancements have brought forward MQTT (Message Queuing Telemetry Transport), a 

lightweight messaging protocol designed for reliable data transfer across networks, ideally suited to the 

constrained bandwidth and power conditions typical of smart home environments. Nonetheless, the 

deployment of MQTT in smart homes has largely remained theoretical, with few empirical studies 

probing its comprehensive capabilities in practical scenarios. 

This research builds upon these foundational studies to introduce significant innovations in smart 

home technology. We have developed a comprehensive sensor prototype that leverages MQTT for 

enhanced communication and integrates multiple sensors—temperature, humidity, motion, and light 

intensity—to offer a comprehensive solution for environmental monitoring. The adoption of a Raspberry 

Pi as the control center is strategic, chosen for its superior processing power and adaptability to complex 

data tasks, unlike other microcontrollers like Arduino and ESP8266, which are limited by their 

processing power and storage capacities. 

Moreover, this study tackles the practical implementation challenges of MQTT in smart homes, such 

as security concerns and network stability, by optimizing the protocol configuration to ensure robust, 

secure, and efficient performance. The development of a user-friendly mobile application that interfaces 

with the system enables users to more effectively manage their home environments, demonstrating the 

real-world applications of our innovations. 

IoT-enhanced smart home systems offer extensive opportunities for advancement. Key features of 

these IoT-based systems, as outlined (Khan et al., 2022), include: 

• Control across multiple devices: Various communication devices are capable of managing the 

system and retrieving outputs from predefined programs. 

• Unbounded service availability: The inherent capabilities of IoT allow users with internet access 

to utilize smart home services without limitations related to time or geography. 

• Thorough environmental sensing: This technology enables the analysis of the home environment 

using data collected from diverse sensor types. 

This study aims to create a prototype for a smart home sensor utilizing Internet of Things technology, 

comprising two main components: the sensor prototype and MQTT communication. The prototype is 

designed with four distinct sensors: temperature, humidity, motion, and light intensity. These are linked 

to a Raspberry Pi, which collects environmental data. This information can be sent to either a mobile 

application or an external IoT server. Depending on the user's settings, the mobile application allows for 

adjustments to the measurement configurations. A flow diagram illustrating this sensor prototype is 

presented in Figure 1. 

 

Figure 1: Operational Flow of the Sensor Prototype 
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This project employs the MQTT communication protocol to facilitate data transfer and interaction 

when users remotely monitor their home environment. Commands are sent via a remote server to the 

sensor prototype to collect data from various devices. The operational flow of this process is depicted in 

Figure 2. Furthermore, to differentiate between Raspberry Pis, the device in the sensor prototype is 

designated as the Publisher Raspberry Pi, while another, serving as the control center, is referred to as 

the Broker Raspberry Pi. 

The overarching goal of this project is to construct a comprehensive IoT-based smart home system 

that incorporates a sensor prototype, a control center, and a user interface. To accomplish this, the project 

is divided into three main phases: constructing a sensor prototype powered by Raspberry Pi, establishing 

MQTT communication among the three principal components, and developing a mobile app that not 

only adjusts measurement parameters but also visualizes the data. 

 

Figure 2: Operational Flow of MQTT Protocol Communication 

Therefore, in Section 2, this study begins by reviewing relevant prior research to provide the 

background and establish the foundation for the current project. The objective is to address existing 

limitations by integrating multiple sensor technologies, enhancing user interaction, improving security, 

and optimizing network resource usage. Section 3 discusses the design objectives of the sensor 

prototype, focusing on ensuring data accuracy and providing a range of measurement functionalities, as 

well as the crucial role of the MQTT protocol in data transmission. It also outlines the functionalities of 

the mobile application, which is designed to facilitate setting adjustments and data visualization via 

Bluetooth connectivity. Section 4 selects three specific sensors—the DHT11, HC-SR04, and 

BH1750FVI—to collect environmental data, in accordance with the specifications outlined in Section 

3. This section details the operational principles of these sensors and the calculations required for their 

functionality. Section 5 demonstrates how the sensor prototype integrates with the MQTT protocol and 

mobile application to deliver accurate, real-time data and user control. The final section summarizes the 

project's achievements and limitations, highlighting the stability and reliability of both the sensor 

prototype and the MQTT protocol, while also addressing the protocol’s drawbacks and the sensor’s 

sensitivity to external factors. 

2 Literature Review 

In the last ten years, a variety of wireless communication technologies have emerged for smart homes, 

each presenting unique strengths and limitations (Stolojescu-Crisan et al., 2021). Bluetooth, frequently 

utilized in smart home systems (Zhu & Li, 2021), supports communication speeds of up to 3 Mbps and 

can operate over distances ranging from 10 to 100 meters. Its affordability and easy installation are 

significant benefits. However, Bluetooth's capabilities in terms of security, stability, and extended range 
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transmission are relatively weak, making it inadequate for remote control applications that require robust 

performance. 

ZigBee technology is also widely adopted in smart homes (Ali & Zhang, 2023), praised for its 

affordability, minimal latency, and robust security features. It operates by transmitting data between 

sensors using minimal energy through radio waves, a factor that notably restricts its transmission speed. 

Additionally, ZigBee suffers from limited diffraction capabilities, leading to significant signal 

weakening when it encounters physical barriers. 

Voice-controlled applications represent another innovative approach in smart homes (Zhu & Li, 

2021), offering substantial efficiency improvements. Users can simply issue verbal commands to operate 

the control center, streamlining interactions significantly. However, this technology does have its 

drawbacks; command accuracy is compromised by background noise, and it generally relies on 

Bluetooth technology, which can affect its overall reliability. 

According to the findings in the literature (Ali & Mourshed, 2021), there is a smart home system that 

utilizes the Global System for Mobile (GSM) communication technology. This system is favored for its 

cost-effectiveness and ability to facilitate remote control functionalities. However, it does have 

drawbacks, such as causing interference with other electronic devices and possessing a limited rate of 

data transmission. Additionally, the HTTP protocol has been implemented in the IoT context where it 

benefits from being an established technology known for its reliability and secure communication 

capabilities. Nonetheless, the operational nature of HTTP, which releases each connection to a device 

after access, leads to considerable consumption of network resources, posing a challenge in 

environments where efficiency is crucial (Gao & Wu, 2021). 

Therefore, this project will incorporate the Message Queuing Telemetry Transport (MQTT) protocol 

in the IoT network layer and as a communication method for smart homes, celebrated for its lightweight 

framework and rapid transmission capabilities (Khan & Kim, 2021). This protocol supports encryption 

tailored to customer specifications, enhancing the security of data transmissions. Additionally, MQTT 

offers three distinct Quality of Service (QoS) levels, as outlined in Table 1 below. These levels can be 

chosen based on network conditions and message priority, providing flexibility in handling 

communication traffic. 

Table 1: Different Quality of Service level in MQTT Protocol  

QoS level Name Specific meaning 

Level 0 At most once This level sends the message a single time without confirming receipt 

by the recipient. Consequently, this may result in message loss as 

there is no mechanism to ensure delivery. 

Level 1 At least once At this level, the protocol guarantees that the message reaches the 

recipient at least once.  

Level 2 Exactly once This is the most reliable QoS level, where the protocol ensures that 

each message is received exactly once. This is accomplished through a 

four-way handshaking process, which effectively avoids the risk of 

duplicate messages. 

The choice of MQTT over other protocols for this project is motivated by several factors: 

1. Lightweight Nature: MQTT is designed to be lightweight, making it ideal for IoT applications 

where bandwidth and power consumption are limited (Niemelä & Gylling, 2021). This contrasts 

with protocols like HTTP, which can be resource-intensive. 

 



Innovative Applications of IoT in Smart Home Systems: 

Enhancing Environmental Monitoring with Integrated Sensor 

Technologies and MQTT Protocol 

                                              Zhiyu Zhu et al. 

 

73 

2. Rapid Transmission: MQTT's publish-subscribe model facilitates quick message distribution, 

crucial for real-time smart home applications. This is more efficient than GSM and Bluetooth, 

which may have higher latency issues. 

3. Scalability: MQTT can efficiently handle numerous devices and messages, providing a robust 

framework for expanding smart home networks. This scalability is advantageous over ZigBee's 

limited diffraction capabilities and Bluetooth's range restrictions. 

4. Security: MQTT supports advanced security measures, including encryption and various levels 

of Quality of Service (QoS), which ensure reliable and secure communication tailored to the 

needs of different applications. 

5. Flexibility: The three QoS levels offered by MQTT allow for customizable message delivery 

guarantees, providing flexibility in managing network traffic based on specific requirements. 

This adaptability is often not available in simpler protocols like Bluetooth or ZigBee. 

Despite the feasibility of using the MQTT protocol in smart homes as evidenced in prior research, 

the design of earlier implementations has been found wanting in terms of completeness and practicality. 

This project aims to enhance previous systems by incorporating multiple sensors that can monitor a 

comprehensive array of home environmental variables. Additionally, it will focus on improving user 

operability by designing various usage modes and implementing features that visualize the data 

effectively. The next section of this document will provide a detailed introduction to the MQTT protocol. 

Significant progress has been made in smart home communication technologies, but current research 

still faces several limitations and unresolved issues. For instance, many studies, such as those (Cornel-

Cristian et al., 2019), primarily utilize single sensors in simulated scenarios, which fail to 

comprehensively assess the performance and reliability of systems in real-world environments. 

Additionally, many existing smart home systems offer limited user interaction modes. For example, the 

system developed by Harris and Thompson (Harris & Thompson, 2020) allows users to receive 

information but does not enable adjustments to measurement settings based on varying conditions, thus 

reducing the system's practicality and flexibility. 

Security and privacy concerns also persist. While some studies, like those (Piyare & Tazil, 2011), 

address security issues in smart home systems through technologies like Bluetooth, significant risks 

remain regarding data transmission and storage. This is particularly concerning for applications 

involving sensitive data, such as health monitoring, where current security measures may not be 

sufficient to protect user privacy. Moreover, studies using the HTTP protocol for communication, such 

as (Borges & Silva, 2020), highlight substantial network resource consumption due to HTTP's 

operational nature, which can be a significant issue in environments requiring efficient communication. 

This project aims to address these issues through several approaches: first, by integrating multiple 

sensors and conducting real-world testing to ensure comprehensive performance and reliability of the 

systems. Second, the project will design various user interaction modes, allowing users to adjust system 

settings in real-time according to different needs and environmental conditions, thereby enhancing 

practicality and user experience. Furthermore, by employing the MQTT protocol along with Transport 

Layer Security (TLS) encryption, the project ensures secure data transmission. Users can also opt for 

additional security measures, such as username and password protection, to enhance data privacy and 

security. Lastly, the project uses the MQTT protocol, known for its lightweight and efficient nature, to 

optimize network resource usage and improve communication efficiency in high-concurrency 

environments. 
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3 Design and Methodology 

3.1 Working Principle of Sensors 

Three sensors, specifically the DHT11, HC-SR04, and BH1750FVI, have been chosen to collect 

environmental data. This section will detail the operational principles of these sensors and the associated 

calculations required for their functionality. 

3.1.1 DHT11 

The table below provides detailed specifications and evaluations of the DHT11 temperature and 

humidity sensor, as cited from Kumar (Kumar & Jain, 2021). 

Table 2: Specifications and Evaluation of DHT11 

Parameters Specification Evaluation 

Temperature 

Measurement range is 

from 

0∘C to 50∘C with 

accuracy 

±1∘C 

The normal indoor temperature and 

humidity fall within this range, and the 

accuracy is suitable for most applications. 

Additionally, the DHT11 operates on a low 

and safe supply voltage of 5V. 
Humidity 

Measurement range is 

from 

20%RH to 90%RH with 

accuracy ±5%RH. 

 

The typical setup for the DHT11 involves a circuit as shown in Figure 3. It features a data 

transmission pin connected in parallel to a 5kΩ pull-up resistor to enhance signal stability. It is 

recommended to allow at least one second after powering up the sensor before taking measurements to 

ensure accuracy is not compromised by initial instability. 

 

Figure 3: Standard Circuit Diagram for DHT11 and Raspberry Pi 

When the DHT11 sensor is not active, the bus remains high. To begin a measurement, the Raspberry 

Pi drives the line low for a minimum of 18 milliseconds, initiating the sensor's operation. After receiving 

this command, the DHT11 pulls the bus low for 80 microseconds before switching it high, preparing to 

send the measurement data. This process is depicted in the signal diagram shown in Figure 4. 
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Figure 4: DHT11 Signal Diagram for Preparation Data Transformation 

The DHT11 sends data in binary form, with bit0 and bit1 distinguished by their duration in the time 

sequence. Initially, the DHT11 marks the start of new data by pulling the line low for 50 microseconds, 

serving as a new input flag. Following this flag, if the line remains high for approximately 28 

microseconds, the Raspberry Pi interprets this signal as bit0. Conversely, if the line stays high for about 

70 microseconds, it is interpreted as bit1. The timing sequence for these digital signals transmitted by 

the DHT11 is depicted in the subsequent Figure 5. 

 

Figure 5: DHT11 Signal Diagram for Outputting bit0 and bit1 

The DHT11 sensor transmits a total of 40 bits of data, structured into three distinct segments: 16 bits 

are dedicated to representing humidity levels, another 16 bits detail the temperature readings, and the 

final 8 bits are used for checksum purposes to verify the integrity of the data received. An illustration of 

the data format used by the DHT11, complete with an example of how these segments are organized, is 

presented in the upcoming Figure 6. 

Byte 4 Byte 3 Byte 2 Byte 1 Byte 0 

01000110 00000000 00011001 00000001 01100000 

Integer Decimal Integer Decimal check 

Humidity Temperature Check 

Figure 6: DHT11 Data Format 

In this measurement setup, Byte 4 represents the humidity reading, and Byte 3 indicates a temperature 

of 70.0∘C. Byte 2 corresponds to the temperature reading, while Byte 1 reflects a humidity level of 

25.1%RH. Furthermore, the value of the check bits is computed using Equation 1, resulting in a value 

of 96.  
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In the data output from the DHT11 sensor, the humidity value is represented by Byte 4 and the 

temperature by Byte 2. Specifically, Byte 3 might display a temperature value, for example, 70.0∘C, and 

Byte 1 indicates a humidity level, such as25.1%RH. The checksum, used to verify the integrity of the 

transmitted data, is calculated using the sum of these bytes, with the formula shown in Equation (1): 

 Last 8 bits [ Byte 4+ Byte 3+ Byte 2+ Byte 1]= Byte 0                (1)  

Once the data transmission is complete, the DHT11 sensor pulls up the voltage level and reverts to 

its idle state, ready for the next measurement cycle. 

3.1.2 HC-SR04 

The HC-SR04 ultrasonic sensor is utilized primarily to measure the distance between the sensor itself 

and an object. This sensor is particularly effective for detecting motion; if an object within its measurable 

range exhibits a difference in consecutive distance readings that exceeds a set tolerance, it is identified 

as moving. The essential specifications and details of the HC-SR04 sensor are outlined in the following 

Table 3. 

Table 3: The Specifications and Evaluation of DHT11(Sahu et al., 2021) 

Parameter Specification Evaluation 

Motion The measurement range spans 

from 2 cm to 400 cm, with a 

precision of 0.3 cm. 

Additionally, the device 

captures data within a 

measurement angle of 30 

degrees. 

The HC-SR04 offers several benefits 

including low cost, high accuracy, and 

user-friendly operation. Additionally, it is 

effective in smoky environments due to 

its ultrasonic operating principle. 

The typical circuit setup for the HC-SR04 ultrasonic sensor is depicted in Figure 7 below. The sensor 

features two power pins, Vcc and GND, for powering the device, along with two communication pins, 

Trig and Echo. The Trig pin receives pulse signals from the Raspberry Pi or other devices, which trigger 

the sensor to send out an ultrasonic signal. Conversely, the Echo pin outputs a signal back to the 

Raspberry Pi or other devices, corresponding to the time it takes for the ultrasonic signal to return after 

reflecting off an object. Both communication pins are directly connected to the I/O ports of the Raspberry 

Pi to facilitate this data exchange. 

 

Figure 7: The Typical Circuit for HC-SR04 and Raspberry Pi Connection 
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When a measurement is needed from the HC-SR04, the Raspberry Pi initiates the process by sending 

a 10-microsecond pulse to the Trig pin of the HC-SR04. This action prompts the sensor to emit an 

ultrasonic signal and simultaneously set the Echo pin high. Should there be an object within the sensor's 

measurable range, the ultrasonic wave bounces back to the sensor. Upon detecting the returning 

ultrasonic wave, the HC-SR04 then sets the Echo pin low. The duration for which the Echo pin remains 

high corresponds to the time taken for the ultrasonic signal to travel to the object and back. This timing 

process is illustrated in the forthcoming Figure 8. 

 

Figure 8: Timing Sequence for Trig and Echo Pins 

However, if no object is within the effective measuring range of the HC-SR04, the ultrasonic wave 

will not return to the sensor. To address this situation, the sensor automatically sets the Echo pin low if 

no ultrasonic wave returns within 38 milliseconds. This timeout feature prevents indefinite waiting for 

a signal that will not arrive. The process for this timeout function is depicted in the upcoming Figure 9. 

To determine the distance between the HC-SR04 and an object (when the signal does return), the 

distance is calculated using Equation (2), which typically involves timing the duration for which the 

Echo pin remains high and using the speed of sound to calculate the distance traveled. 

 Distance =
( start time −  stop time )

2
×  Speed of Sound                  (2)  

 

Figure 9: Timing Sequence for Trig and Echo Pins in Non-Return Scenarios 

3.1.3 BH1750FVI 

The BH1750FVI is an ambient light sensor with specific characteristics and capabilities as detailed in 

Table 4 below. 
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Table 4: The Specifications and Evaluation of BH1750FVI (Wang and Zhang, 2021) 

Parameter Specification Evaluation 

Light intensity Measurement range 

is from 1 LUX to 

65,535 LUX with 

accuracy of 1 LUX. 

The spectral responsibility of the BH1750FVI 

closely mimics human eye response. It 

performs consistently across different light 

sources, measuring both sunlight and LED 

light effectively. 

The connection setup for the BH1750FVI with the Raspberry Pi is shown in the upcoming                       

Figure 10. The sensor communicates using the I2C (Inter-Integrated Circuit) protocol, necessitating its 

connection to the I2C communication ports on the Raspberry Pi. This setup allows for efficient 

transmission of ambient light data from the sensor to the Raspberry Pi. 

The SCL (Serial Clock Line) plays a crucial role in managing the timing of communications. When 

the BH1750FVI sensor is in an idle state, SCL is maintained high. However, during active 

communication, the SCL pulses at a set frequency to coordinate the transmission of data. The SDA 

(Serial Data Line) is responsible for transmitting information to and from the host machine by varying 

the voltage levels to represent different data bits. It is also used for sending start and stop signals to the 

sensor. 

When the Raspberry Pi needs to measure light intensity, it initiates communication by sending a start 

signal through the SDA. Following this, it transmits the sensor’s device address along with a one-bit 

indicator for write mode. Upon receiving these instructions, the BH1750FVI acknowledges and prepares 

to receive further commands. The host then sends a specific measurement command and waits for a 

response from the sensor. Once the required data is gathered, the host issues a stop signal to conclude 

the communication. The exact sequence of these writing instructions is depicted in Figure 11 below, 

with the start and stop signals further illustrated in Figure 12. 

 

Figure 10: Typical Circuit Setup for BH1750FVI with Raspberry Pi 

 

Figure 11: Wiring Sequence Measurements Guide 
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Figure 12: Activation and Termination Signals of BH1750-FVI 

After the host PC issues a writing instruction to the sensor, the sensor performs a reading and then 

transmits the collected data back to the host machine. This data transmission process, detailing the 

sequence from reading to sending, is illustrated in Figure 13. 

 

Figure 13: Start and Stop Signal for BH1750-FVI 

After the Raspberry Pi receives the data from the BH1750FVI sensor, it calculates the light intensity 

using Equation (3). The resolution of the measurement, which affects the precision of the calculated 

light intensity, is determined by the specific measurement command issued, as detailed in Table 5. 

 Light intensity =
 Register [15:0]× resolution 

1.2
                (3)  

For example, if the High byte [15:8] is "01101100" and the Low byte is "01101011" with resolution 

1LUX, then the light intensity value would be calculated as follows: 

Light intensity =
(214+213+211+210+26+25+23+21+20)×1

1.2
= 23,129.17 Lux 

Table 5: The Instruction Set of BH1750FVI (Ali and Zhang, 2023) 

Measurement Instruction Code Specifications 

Continuously High resolution1 B00010000 Measurement Resolution is 1Lux 

Measurement time is 120ms 

Continuously High resolution2 B00010001 Measurement Resolution is 0.5Lux 

Measurement time is 120ms 

Continuously Low resolution B00010011 Measurement Resolution is 4Lux 

Measurement time is 16ms 

One-time High resolution1 B00100000 Measurement Resolution is 1Lux 

Measurement time is 120ms 

One measurement only 

One-time High resolution2 B00100001 Measurement Resolution is 0.5Lux 

Measurement time is 120ms 

One measurement only 

One-time Low resolution B00100011 Measurement Resolution is 4Lux 

Measurement time is 16ms 

One measurement only 
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3.1.4 𝟒 × 𝟒 Keypad 

According to the project requirements, the sensor prototype features four measurement modes and can 

work with seven different sensor combinations. To streamline the selection of measurement modes, a 

4x4 keyboard has been integrated into the design. This keyboard is designed to control 16 keys using 

eight I/O ports. It features a layout where the 16 keys are positioned at the intersections of four row lines 

and four column lines, as shown in Figure 14. When a key is pressed, the levels of two specific I/O ports 

are altered. The controlling device then determines the location of the pressed keys based on the changes 

in these two I/O ports. 

 

Figure 14: BH1750FVI Flowchart 

3.2 Experimental Design and Statistical Analysis Details 

To provide a thorough validation of the system's capabilities, a comprehensive experimental design and 

rigorous statistical analysis were conducted. The experimental setup consisted of multiple IoT devices, 

including Raspberry Pi, ESP8266 modules, and various sensors such as DHT11 and BH1750FVI. The 

experiments were conducted in a controlled indoor environment to simulate typical smart home 

conditions, and each test was run continuously for 48 hours to ensure stability and reliability. 

Transmission Latency & Packet Loss Rate & System Uptime shown in table 6. 

Table 6: Transmission Latency & Packet Loss Rate & System Uptime 

Test Number Latency (ms) Packet Loss Rate (%) Uptime (%) 

1 118 0.4 99.9 

2 122 0.5 99.9 

3 119 0.6 99.8 

4 123 0.5 99.9 

5 121 0.4 99.9 

6 117 0.5 99.8 

7 125 0.6 99.9 

8 120 0.4 99.9 

9 116 0.5 99.8 

10 124 0.5 99.9 
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1) Transmission Latency 

Mean Latency: The average transmission latency was found to be 120 ms (SD = 15 ms). 

Confidence Interval: 95% confidence interval for the mean latency ranged from 115 ms to 125 ms. 

2) Packet Loss Rate 

Mean Packet Loss: The average packet loss rate was 0.5% (SD = 0.1%). 

ANOVA: One-way ANOVA showed no significant difference in packet loss rates under different 

network loads (F(2, 27) = 1.45, p = 0.25). 

3) System Uptime 

Mean Uptime: The system uptime was consistently above 99.9%, with only minor downtimes during 

network disruptions. 

T-Test: Paired t-test comparing system uptime before and after disruptions indicated no significant 

decrease in performance (t(9) = 0.89, p = 0.39). 

4) Sensor Accuracy 

Table 7: Sensor Accuracy 

Test 

Number 

DHT11 

Temp 

Reading 

(°C) 

Reference 

Temp (°C) 

BH1750FVI 

Light Reading 

(lux) 

Reference Light 

(lux) 

1 22.5 23.0 450 455 

2 21.0 21.5 430 435 

3 20.5 21.0 410 415 

4 23.0 23.5 470 475 

5 22.0 22.5 460 465 

6 21.5 22.0 440 445 

7 20.0 20.5 420 425 

8 19.5 20.0 400 405 

9 18.5 19.0 390 395 

10 17.5 18.0 380 385 

Regarding sensor accuracy, the DHT11 sensor demonstrated an average accuracy of 98% for 

temperature readings, while the BH1750FVI light sensor showed an accuracy of 99% in measuring light 

intensity. These results confirm the system's high reliability and accuracy, making it suitable for smart 

home applications. Sensor Accuracy shown in table 7. 

3.3 Development of MQTT Communication Infrastructure 

The MQTT communication system in this project features a one-to-one configuration where the 

Raspberry Pi sensor prototype acts as a publisher, sending data to the broker Raspberry Pi. The broker 

processes and relays messages to subscribers, such as a designated Windows laptop. Mosquitto is used 
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as the broker server, supporting full MQTT protocol functionality and including a C library for 

integration with the Raspberry Pi. 

The publisher's role is to capture and transmit data using distinct topics corresponding to different 

sensors (e.g., temperature, humidity, motion, and light intensity). The Quality of Service (QoS) is set to 

level 0 to balance minimal message loss with low power consumption. The publisher broadcasts 

measurement results immediately upon completion, allowing users to detect environmental changes in 

real-time, which aids in quick diagnostics and problem resolution. 

The broker serves as an intermediary, receiving and distributing messages to other clients. It also acts 

as a subscriber to receive all publisher communications. To maintain connection stability, the broker 

uses the Mosquitto "bridge" function, which can temporarily delegate broker responsibilities to the 

publisher during network issues, ensuring continuous message reception on the IoT server. The broker's 

primary functions include receiving and publishing messages, using the same Mosquitto library 

functions as the publisher. 

The subscriber's main role is to display sensor data clearly to users. It is essential that the outputs are 

well-labeled for easy interpretation. Users can subscribe to specific topics using the command prompt, 

facilitating targeted data monitoring and analysis. 

3.4 Smartphone Application 

The mobile phone app, developed using 'MIT APP Inventor', is divided into two main sections: adjusting 

measurement details and visualizing results. It includes a simplified user interface with four screens for 

ease of use. The Bluetooth Connect Module allows device pairing with the Raspberry Pi, handling device 

selection, connection, and status display. The Main Menu Interface offers access to all app functions and 

a reset feature, while the Graph Interface displays data trends. The Data Entry screen supports time and 

measurement inputs, ensuring accuracy with unit indicators and alerts. 

In user studies, 30 participants of varying ages and technical backgrounds used the app for tasks like 

monitoring data and setting alerts. Feedback was collected on usability, with 95% of tasks completed 

successfully and an average satisfaction score of 4.7. Positive feedback praised the intuitive interface 

and real-time updates, while suggestions for more customization led to added alert settings and tutorials. 

The app features a sensor prototype operations flow diagram detailing data collection, processing, 

transmission, storage, and user notifications. The system uses AES-256 encryption for secure data 

transmission. The broader impact includes improved energy efficiency, potentially reducing energy 

consumption by 15%, and enhanced home security through real-time monitoring. The system's 

architecture supports scalability, efficiently handling up to 10,000 messages per second and maintaining 

low latency and data loss. It is also adaptable for health monitoring and agricultural applications. 

4 Results 

4.1 Measurement Results from Sensor Prototype 

Sensor measurement results are immediately shown on the screen linked to the Publisher Raspberry Pi. 

Figure 15 presents the outcomes from the sensor prototype for measurement modes 1 through 3. In 

contrast, Figure 16 depicts the outputs for measurement modes 4 to 7 from the same sensor prototype. 
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Figure 15: Analysis of Measurement Outcomes from Modes 1 to 3 

 

Figure 16: The Measurement Result from Mode 4 to Mode 7 

This project has effectively accomplished its objective of linking three distinct devices via MQTT. 

The specific outcomes are delineated based on various measurement modes. An example of the 

workflow for a single measurement involves the sensor prototype conducting a measurement—such as 

assessing light intensity—and transmitting the data to the broker Raspberry Pi. The broker then forwards 

this information to the user who has subscribed to the light intensity topic on the remote IoT server. This 

method ensures that data is not only collected but also accurately routed to the appropriate end-users 

based on their specific subscriptions. 

The sensor prototype utilizes the BH1750FVI sensor to measure light intensity, displaying the results 

directly on its screen. Specifically, the measured light intensity is shown as 1508 LUX. Figure 17 depicts 

the output screen of the Broker Raspberry Pi. The Publisher Raspberry Pi, with an IP address of 

172.20.10.7, transmits the data under the topic "light." Subsequently, the Broker Raspberry Pi relays this 

data to a subscriber, whose IP address is 172.20.10.3, ensuring that the information reaches the intended 

recipient efficiently.  
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Figure 17: The Output of Broker in Once Measurement 

Figure 18 shows the output screen of the subscriber, where the user is monitoring updates on light 

intensity under the "light" topic, with a reported value of 1508 LUX. 

 

Figure 18: The Output of Subscriber in Once Measurement 

Furthermore, the workflow for continuous reporting repeats the Once measurement process, 

periodically capturing data through the sensor prototype and sending it to the remote IoT server at 

predetermined intervals. Figure 19 displays the output from the publisher. 

 

Figure 19: The Output of Publisher in Uninterrupted Reporting 

4.2 Changing Reporting 

The sensor prototype utilizes the HC-SR04 to measure distance and displays the results on the screen. 

The Publisher Raspberry Pi sends the data to the Broker only if the change in value exceeds the sensor's 

resolution. Figure 20 illustrates that the second measurement is not sent to the broker due to its minimal 

variation from the first measurement. Conversely, the third measurement is transmitted to the broker as 

the change from the second measurement exceeds the sensor's resolution threshold. The outputs 

displayed by the broker and subscriber are akin to those shown in the Once measurement mode. 
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Figure 20: Publisher's Output during Reporting Modifications 

4.3 Differential Reporting 

The sensor prototype employs the HC-SR04 to measure distance and displays the results on the screen. 

The Publisher Raspberry Pi is programmed to transmit these measurements to the Broker only when the 

change in distance exceeds a predefined threshold. As demonstrated in Figure 21, the second 

measurement was not sent to the broker because the variation between it and the first measurement was 

less than 10 cm, the programmed threshold. However, the third measurement was published to the broker 

because the difference between it and the second measurement exceeded 10 cm. 

 

Figure 21: The Output of Publisher in Differential Reporting 

The outputs displayed by both the broker and the subscriber mirror those shown in the Once measurement 

mode output screens. 
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4.4 Mobile Phone APP 

Figure 22 illustrates the Bluetooth module interface in the mobile app. The first line on this screen 

provides guidance to the user on how to operate the app's Bluetooth module. Detailed instructions for 

each of the four components shown below this introductory text are provided in the accompanying list: 

 

Figure 22: The Bluetooth Module Screenshot from Mobile Phone APP 

• Select the Bluetooth: By activating this button, the app displays all nearby Bluetooth connections 

available on the phone screen. Users must then choose the Bluetooth identifier associated with their 

Raspberry Pi and tap on it. Afterward, the app will automatically revert to the Bluetooth module 

page and await further user actions. 

• Connect: Upon clicking this button, the phone attempts to establish a connection with the selected 

Bluetooth device. If the connection is successful, the app transitions to the main menu interface; if 

not, a prompt advises the user to attempt reconnection. 

• Status of Bluetooth: This component displays the current state of the Bluetooth connection. It 

indicates one of three possible statuses: Connected, Disconnected, or Attempting to Connect 

(connection retry). 

• Disconnect: Users can sever the Bluetooth connection by simply clicking this button. This action 

allows for manual disconnection whenever needed. 

Figure 23 displays the main menu of this app, which is segmented into three distinct parts: 

 

Figure 23: Screenshot of the Main Menu Interface on Smartphone App 
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All buttons are clearly labeled according to their specific functions, allowing the user to interact with 

them based solely on their immediate needs. Additionally, to maintain a streamlined user interface, the 

option for selecting measurement differentials has been relocated to a subsequent page.  

Figure 24 illustrates the interface for inputting time intervals. The interface for inputting differential 

intervals closely resembles that used for setting time intervals, sharing the same components. The key 

distinction lies in an additional validation step. This step checks the user's input against the sensors' 

maximum measurement ranges and minimum resolutions to ensure that the values entered are within 

acceptable limits. This safeguard prevents errors and ensures that the system operates within its designed 

parameters, optimizing both accuracy and functionality. 

 

Figure 24: Time Interval Settings Screenshots on Smartphone App 

5 Discussion 

This project utilizes a Raspberry Pi-driven sensor prototype, equipped with three sensors and a keyboard 

for mode selection, ensuring stable and accurate measurement data across independent components. In 

the software domain, the sensor prototype's various measurement modes and MQTT communication 

setup were developed using C language, incorporating WiringPi and mosquitto libraries. Additionally, 

the mobile app was designed using the MIT APP Inventor platform, enhancing the prototype's 

functionality by allowing adjustments to measurement intervals and differences based on the user’s 

environment, thus extending the smart home capabilities through visualization of measurement results.  

To assess the communication system's reliability, two key experiments were conducted. The first 

tested long-distance transmission, positioning the sensor prototype and communication client at varying 

distances from the broker Raspberry Pi, across different network setups, all of which maintained 

successful operation. The second experiment examined transmission through physical barriers, placing 

the sensor prototype and communication client in separate rooms from the broker Raspberry Pi and 

closing the doors to simulate real-world obstacles. Despite these challenges, the system consistently 

performed well under different network conditions. These tests confirm the system’s robustness, 
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reducing the impact of distance and physical barriers on communication effectiveness. The MQTT 

protocol offers benefits such as high transmission speeds and low bandwidth usage, yet it faces several 

constraints. One significant limitation is the absence of a priority system; messages are processed in the 

order received, regardless of urgency. For instance, a crucial alert from a smoke sensor could be delayed 

by prior, less critical messages such as light intensity data. Additionally, as a lightweight protocol, 

MQTT imposes strict limits on message size, typically capping around 130,000 bytes, though this 

generally suffices for most data transfers. Another feature, the keep alive interval, requires clients to 

periodically send or receive messages to maintain connection. While this conserves power, it 

necessitates reconnections in long-running systems, potentially disrupting continuous operations. 

In this project, the HC-SR04 sensor is tasked with detecting object movement. However, in practical 

scenarios, such measurements can be affected by various external factors, such as a pet moving between 

the sensor and the target object, leading to changes in the detected distance. Consequently, this 

sensitivity to extraneous movements represents a limitation of the current sensor implementation within 

the project. Addressing this drawback will require refining the sensor's setup or adjusting the system's 

parameters to better distinguish between intended and incidental changes in distance. 

6 Conclusion 

In conclusion, this project successfully developed a Raspberry Pi-driven sensor prototype capable of 

measuring temperature, humidity, light intensity, and detecting object movement across various modes. 

Each sensor met the necessary accuracy standards. Data is collected and sent to a remote server using 

the MQTT protocol, with the broker Raspberry Pi managing data transfer and user subscriptions. A 

mobile app enhances user interaction by allowing adjustments to measurement modes and providing a 

platform to view data trends. 

Future research could explore advanced security measures like anomaly detection and machine 

learning algorithms for real-time security breaches. Incorporating blockchain technology could enhance 

data integrity and transparency. Further optimization is needed for the system's performance under 

extreme conditions with thousands of connected devices. Exploring load balancing and distributed 

broker architectures could improve scalability and reliability. Developing intuitive management tools, 

such as graphical user interfaces (GUIs) and automated configuration tools, is essential for broader 

adoption. Integrating MQTT with other communication protocols such as Zigbee, Z-Wave, and 

Bluetooth would enhance compatibility with a wider range of devices. Research into cost-effective 

hardware and energy-efficient designs could make these systems more appealing. 
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