ISSN: 2093-5374 / E-ISSN: 2093-5382

Advancements in Wireless Communication Technology: A
Comprehensive Analysis of 4G to 7G Systems

Jawdat S. Alkasassbeh?, Farouq M. Al-Taweel?, Tareq A. Alawneh?®
Aws Al-Qaisi*, Yahia F. Makableh®, and Tareq EI-Mezieni®

!Electrical Engineering Department, Faculty of Technology Engineering, Al-Balga Applied
University, Amman, Jordan. jawdat1983@bau.edu.jo, https://orcid.org/0000-0003-4573-1328

2Electrical Engineering Department, Faculty of Technology Engineering, Al-Balga Applied
University, Amman, Jordan. dr_faroug@bau.edu.jo, https://orcid.org/0000-0001-6784-9322

SElectrical Engineering Department, Faculty of Technology Engineering, Al-Balga Applied
University, Amman, Jordan. tareg.alawneh@bau.edu.jo, https://orcid.org/0000-0002-2400-1599

“*Professor, College of Engineering and Technology, American University of the Middle East,
Eqaila, Kuwait. aws.al-gaisi@aum.edu.kw, https://orcid.org/0000-0002-1929-5668

SCollege of Engineering and Technology, American University of the Middle East, Eqaila,
Kuwait. yahia.makableh@aum.edu.kw, https://orcid.org/0000-0002-1500-6144

®College of Engineering and Technology, American University of the Middle East, Eqaila,
Kuwait. tareg.el-mezieni@aum.edu.kw, https://orcid.org/0000-0003-4475-419X

Received: March 17, 2024; Revised: June 02, 2024; Accepted: July 15, 2024; Published: September 30, 2024

Abstract

This paper presents a comprehensive analysis of the advancements in wireless communication
technology from 4G to 7G systems, focusing on critical aspects such as network architecture,
spectrum allocation, data rates, security, and coverage. The evolution of wireless communication
technology has been remarkable, with each generation introducing significant improvements to meet
the growing demands of users and applications in an increasingly connected world. From the early
adoption of 4G technology to the anticipated rise of 7G systems, sweeping changes have reshaped
the landscape of wireless communications and changed the way we communicate, work and interact
with our surroundings we are surrounded by communication. These changes signal a shift towards
more efficient, high-speed and high-capacity systems designed to meet the needs of a variety of
industries. Furthermore, the need to strengthen security measures and expand network services
highlights the importance of ensuring reliability and security in networks in the face of competition
and threats Continued research and innovation are essential and for further developments in this area
and to realize and enable new work capabilities and services to benefit people, businesses and
businesses This article examines the proposed mobile communication features from 4G to 7G in.
Each generation brings unique spectrum allocation, usage and operational challenges. Each
generation presents unique spectrum allocation, utilization, and efficiency challenges. Furthermore,
this paper investigates network architecture aspects, data rates, and throughput, emphasizing latency
and reliability improvements. Advancements in spectral efficiency, MIMO scheme usage, cell size,
used frequency bands, and coverage enhancement strategies are considered. Additionally, the

Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable Applications (JoWUA),
volume: 15, number: 3 (September), pp. 73-91. DOI: 10.58346/JOWUA.2024.13.006

*Corresponding author: Professor, College of Engineering and Technology, American University of the Middle
East, Eqaila, Kuwait.

73


mailto:Jawdat1983@bau.edu.jo
mailto:dr_farouq@bau.edu.jo
mailto:Aws.Al-Qaisi@aum.edu.kw
mailto:yahia.makableh@aum.edu.kw

Advancements in Wireless Communication Technology: A Jawdat S. Alkasassbeh et al.
Comprehensive Analysis of 4G to 7G Systems

integration of energy efficiency with economic and social sustainability is analyzed. Security
challenges, including privacy protection, new services, access control models, and security
monitoring, are classified for each generation. One of the main objectives of this study is to identify
the primary applications, impact areas, and overall impact of 4G to 7G technologies.

Keywords: Evolutionary Advancements, Advanced Cellular Generations, Future Wireless
Capabilities.

1 Introduction

Wireless communication technology has been substantially evolved, with transformative changes being
introduced with each generation (Koi-Akrofi et al., 2023; Kumar, 2022; Nur et al., 2023; Tali¢ & Mesic,
2022). From the initial 1G and 2G networks, which were primarily focused on voice communication, to
the data-centric 3G and the highly successful 4G networks, advancements have been rapid. Ultra-high
speeds and low latency have been introduced by the advent of 5G, setting the stage for the anticipated
6G networks, which promise improved range and connectivity (Solyman & Yahya, 2022; Karthikeyan
et al., 2019). The progression from 4G to the proposed 7G systems is expected to continue this trend,
with data speeds, coverage, and user connectivity being advanced by each generation (Al-Obaidi et al.,
2022; Olga et al., 2023). The dynamic nature of wireless communication is founded on this continuous
evolution that has affected the way people connect and communicate in the ever changing technological
era (Eswaran, 2022). The 4G to the expected 7G transition reveals innovation and transformation (Rao
et al., 2023; Nowaczewski & Mazurczyk, 2020). Literature has demonstrated that each generation is
improving its data rate, latency, reliability and power consumption through continuous advancement in
wireless communication technology. This implies that it will provide new possibilities for connectivity
and user experience that would take the world to an enhanced connected future based on the projected
characteristics of 7G systems. 4G technology introduced Long-Term Evolution (LTE) with enhanced
data speeds of up to 100 Mbps, improvement in spectral efficiency as well as network capacity increase
(Seraji et al., 2023). Furthermore, VVoice over LTE (VoLTE) for high quality voice calls and initial stages
of Internet of Things (loT) connectivity were developed (Jameel & Shafiei, 2017; Zahra &
Abdul-Rahaim, 2022). In contrast, ultra-fast data speeds are delivered by the millimeter wave
frequencies which are utilized by 5G technology (Liu & Springer, 2014). Low-latency communication
supports real-time applications like autonomous vehicles. loT-based devices for Massive machine-type
communications (MMTC) use Network slicing and offer customization services along with secure end-
to-end encryption feature and other security enhancements (Mishra et al., 2022). The proposed
hypothetical 6G technology would employ terahertz frequency bands to provide even higher data rates
while holographic communications could be integrated into immersive Augmented Reality (AR) and
Virtual Reality (VR) experiences among others (Kim et al., 2023; Kim, 2020). Quantum cryptography
will be a very important concept in the upcoming sixth generation technologies to enable ultra-secured
communication between different nodes (Bykovsky & Kompanets, 2018).

It is worth noting that 6G will notably have Al-driven network optimization and resource
management, along with integration with satellite networks for global coverage. Proposed features of
the 7G system include ultrafast data speeds, which are expected to exceed many terabits per second (Di
Domenico et al., 2021), enabling seamless streaming of high-definition content and real-time gaming
experiences. It can be seen in Figure 1 that wireless communication systems from 4G to proposed 7G
are rapidly compared. Research interests have shifted over recent years from 4G to 5G networks as focal
points. In several papers like (Zhang et al., 2022) work, technical specifications and performance metrics
of 5G networks were considered emphasizing ultra-fast data rates, low latency and massive connectivity
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for devices. On the other side, there has been a research on the application of the technology in different
areas including healthcare (Li & Wu, 2020), smart cities (Khan & Salah, 2019), and industrial
automation (Zhang & Wang, 2021), indicating how it has reshaped various sectors. The future, as seen
by the industry, has already indicated some prospects for 6G and beyond. The theoretical frameworks
of past studies (Park et al., 2023) have outlined the main characteristics and requirements of future
wireless communication systems, including terahertz bands, intelligent networking protocols, and loT
seamless integration with 10T among others. Spectrum allocation, energy efficiency and security issues
are some of the areas that (Wang & Li, 2022) in their studies looked at investigating potential challenges
and opportunities associated with 6G networks. This is how wireless communication technology is
expected to be reshaped with the advent of 7G systems. Research projects exploring essential principles
and design approaches for developing 7G networks aim at enabling them to perform better than ever
before while providing higher reliability and flexibility (Liu & Chen, 2024). In addition to that, efforts
towards advanced antenna technologies, cognitive radio systems and quantum communication are being
triggered via interdisciplinary collaborations between academia and industry in order to form a
foundation for the next generation of wireless networks (Sharma & Singh, 2023; Debbarma & Praveen,
2019). Table 1 presents the general characteristics of evolutionary wireless systems, highlighting the
main contributions as follows.:

1. Comprehensive Overview of Wireless Communication Evolution: The paper provides an
in-depth examination of the evolution of wireless communication technology from 4G to the proposed
7G systems. It traces the development of each generation, highlighting key milestones, technological
advancements, and paradigm shifts.

2. Analysis of Future Trends and Innovations: The paper discusses emerging technologies, such
as mm-wave frequencies, terahertz bands, and Al-driven optimization, that are expected to drive the
next wave of innovation in wireless networking. This analysis illuminates the potential opportunities
and challenges linked to the adoption of advanced wireless technologies, offering insights into the future
trajectory of the industry.

3. Exploration of Research Frontiers and Interdisciplinary Collaboration: It discusses
theoretical frameworks, technical standards, and research initiatives aimed at advancing the state-of-the-
art in wireless networking. By highlighting the collaborative efforts between academia and industry, the
paper underscores the importance of multidisciplinary approaches in driving innovation and addressing
the complex challenges of future wireless networks.

6-300GHz,1Tbps, Offers optimized virtual
reality services for remote healthcare and
smart city construction. 2035

: 100 Gbps, High capability Al,VLC, Blockchain
2028-2030

10 Gbps Better data rate, lower latency 2019

100 Mbps Voice Date at High data rate 2i1y

Figure 1: The Evolution of Technical Features from 4G to the Proposed 7G
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The rest of this paper is organized as follows: Section 2 discusses spectrum allocation and utilization;
Section 3 covers the network architecture and infrastructure; Section 4 explores the advanced
applications, and finally, Section 5 presents the conclusion and future work.

Table 1: Key Characteristics of Mobile Communication Systems

Aspect 4G 5G (NR) 6G (Hypothetical) 7G (Purely Hypothetical)
(LTE/WIMAX)
Launching 2010s 2020 2028-2030 2035
Technology LTE and Next-gen cellular (NR). Hypothetical, under Purely speculative, beyond R&D
WiMAX. R&D
Applications | Mobile internet, VR/AR/3600 Videos, Space tourism, Tecile Quantum comm, Holographic
Mobile TV, UHD videos, wearable internet, Robotic medication, and Fully automated
Mobile pay, HD | devices, V2X, Smart cities, surgery, and IoBNT life Deep-sea slight
videos, and Telemedicine, and loT.
voice comm.
Data Rates 100 Mbps (LTE 20 Gbps 1 Thps Speculated to be beyond Thps
Advanced).
Features Carrier Cloud/Fog/Edge QAM Mux, SM-MIMO, | QAM Mux, SM-MIMO, Quantum
aggregation, computing, LDPC and THz comm, Machine comm, optimized VR service, and
Turbo code, Polar codes, millimeter- learning, Al, Blockchain | remote health care, and constructed
MIMO, OFDM, wave communication, RIS. smart cities.
D2D comm, Massive MIMO, NOMA,
ICIC, and RSMA, flexible frame
Hetnet. structure, and SDN/NFC.

Security Enhanced Enhanced security with Expected to have Speculated to have highly advanced
security encryption and advanced security security measures.
protocols authentication. measures.

Frequency 2500 - 2700 37GHz - 40 GHz. 6 GHz to 100 GHz. 6 GHz to 300 GHz.
Bands MHz.
Infrastructure All-IP, packet Packet switching, cloud Intelligence, Edge Speculated to have highly advanced
switching, and computing, virtualization, computing, slicing, and infrastructure.
ultra- slicing, and wireless www. full virtualization.
bandwidth.
Key Focus Greater data Significantly faster speeds Utilization of Significant performance
speeds and and ultra-low latency. subterahertz and improvements, introducing new
capacity, terahertz frequency applications and use cases.
supporting ranges, achieving the
complex and fastest data
data-consuming transmissions ever.
services.
Latency Improved Ultra-low latency of 1 Low latency due to Satisfies latency requirement for
latency millisecond. utilization of higher critical communication.
compared to frequency ranges.
previous
generations.

Coverage Globally Offers extensive coverage. Expected to provide Aimed to provide extensive
deployed, extensive coverage by coverage with energy-efficient
replacing utilizing wider technologies.
previous frequency bands.
generation
networks.

Economic Significant Expected to bring Anticipated to provide Economic benefits are expected

Impact economic economic benefits in the economic benefits from from deployment and energy-
benefits from short and long terms. deployment and usage. efficient operations.
deployment and
usage.
Mobility 350km/h. 500km/h. 1000 km/h. > 1000km/h.
Mbps/m? 0.1 10 1000 > 1000
Overall Enabled the Revolutionizes industries Expected to introduce Envisions advanced features and
Impact ushering in of | and daily life with ultra-fast capabilities and technology with substantial
futuristic connectivity. applications previously improvements over previous
technological unfeasible. generations.
advancements.
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2 Spectrum Allocation and Utilization

In a wireless communication system implementation, the radio frequency (RF) spectrum should be
considered a primary resource for transmitting information. Different generations of wireless
communication systems are characterized by distinct frequency bands that are used for data
transmission. Table 2 summarizes the spectrum used and the main challenges. Each generation presents
unique challenges related to spectrum allocation, utilization, and efficiency. Overcoming these
challenges is crucial for realizing the full potential of wireless communication systems and ensuring
seamless connectivity in future networks, (Bangerter et al., 2014; Kumbhar, 2018; Breuer et al., 2020;
Vaigandla et al., 2021).

Table 2: Frequency Ranges, Primary Uses, and Considerations

Frequency Primary Use Challenges and Considerations
Range

2500 - 2700 4G systems Enhanced broadband access, supports high-speed data transmission.
MHz

3.2-3.5 GHz Improved coverage and penetration in rural areas, challenges in urban environments.

27.5-28.35 5G: massive broadband uses in urban areas High absorption rates due to atmospheric factors, challenges in maintaining signal integrity.
GHz

37-40 GHz 5G: massive broadband uses in Sub-urban High absorption rates due to atmospheric factors, challenges in maintaining signal integrity.

areas
6 to 100 GHz 6G Systems Overcoming technological limitations in terahertz electronics for reliable communication.

Addressing high propagation path loss and large bandwidth variations due to blocking effects of obstacles.
Developing compatible hardware and infrastructure for terahertz communication.
Ensuring regulatory compliance and standards development for terahertz spectrum usage.
Integration with existing wireless systems and networks.

57 - 64 GHz 7G: worldwide applications Challenges in atmospheric penetration and the potential for high data rates with innovative antenna
technologies.

6 - 100 GHz 7G: urban and outdoor macro scenarios Ensuring seamless coverage and capacity, and managing interference in densely populated areas.
Above 100 GHz Indoor scenarios, potential for 7G systems Strict spectrum management, efficient resource utilization, and the development of new spectrum sharing
and beyond and management techniques.

6 - 300 GHz 7G: fulfilling coverage and capacity Meeting high-level requirements including peak data rate, low latency, massive loT connectivity, and

efficient spectrum usage.

3 Network Architecture and Infrastructure

Analysis delineates the progression of wireless communication technologies from the established 4G to
the envisioned 7G systems, elucidating improvements in network architecture, pivotal features,
dependability, latency, and spectrum utilization. Each successive generation brings forth refinements
aimed at addressing the escalating requirements of users and accommodating the emergence of novel
technologies and applications. As depicted in Figure 2, the security and privacy dimensions of the 6G
network are illustrated, underscoring the significance of these aspects (Vaigandla et al., 2021).
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Figure 2: 6G Network for Security and Privacy Subjects Where S1: Authentication, S2: Access
Control, S3: Malicious Behaviors, S4: Encryption, S5: Communication
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Additionally, Table 3 presents a comparative overview of the network architectures and principal
characteristics across the evolutionary advancements in wireless communication technology (Siva et al.,
2017; Sun et al., 2019; Klein, 2020; Gyanchandani & Gyanchandani, 2024).

Table 3: The Network Architecture Aspects for 4G to 7G

uplink synchronization

Element 4G Network Architecture 5G Network 6G Network 7G Network Infrastructure
Infrastructure Architecture
Communication . Downlink: eNB . Quality and . Expected to . Introduces low Earth orbit
Process broadcasts system efficiency increase network satellites to reduce latency.
information, UE acquires focused. capacity, . Massive Multiple-In
and decodes Master . Cloud reliability, and Multiple-Out (MIMO)
Information Block technologies edge performance. technology for cellular
(MIB), and receives maximize e Advanced antenna networks.
Reference Signal. connectivity, technologies . Sophisticated frequency
. Uplink: UE performs communication, enhance network reuse patterns.

uplink synchronization, and data capacity, o Digitized fiber optic
transmits the Physical accessibility. reliability, and backhaul.
Random-Access Channel performance at
(PRACH), and sends the the edge.

. Channel identification
and synchronization.
. Responsive data

downlink and 10
Gbps uplink.

. Support for
mobile devices

capacity,
reliability, and
performance.

. Advanced antenna

signal to eNB.
Key Features . Agile and effective data . Peak data rate of . Anticipated to . Utilizes low Earth orbit
transfer. at least 20 Gbps increase network satellites.

. Massive Multiple-In
Multiple-Out (MIMO)
technology.

requirements.

signaling . Sophisticated frequency
o Error correction and with a minimum techn_ologies like reuse patterns.
integrity validation data rate of 100 massive MIMO o Digitized fiber optic
measures. Mbps. - 1,000 and active backhaul.
times more antennas enhance
devices per meter throughput and
than 4G. spectral
. End-to-end efficiency.
latency as low as . Accurate
4 ms. beamforming and
improved edge
performance.

Network Capacity . Increase in radio . Higher capacity to | e Expected increase . Aims to significantly
interface capacity support data- in network increase network capacity
promised, supporting hungry capacity to by utilizing low Earth orbit
higher data rates and applications. support new satellites and advanced
improving user technologies. cellular network
experience. . Advanced antenna technologies.

technologies
improve
throughput and
spectral
efficiency.

Reliability . Enhanced reliability . Enhanced . Improved . Expected to provide
through improved data reliability through reliability with increased reliability through
transmission and error advanced advanced antenna advanced satellite and
correction measures. transmission technologies cellular network

technology and providing better technologies.
reduced latency. throughput and
signal quality.

Network . Self-Organizing . Emphasizes . Likely to employ

Management Networks (SON) network network
Automation . Dynamic Resource flexibility. automation
Allocation. e Software-defined techniques to
. Policy-Based networking. manage the
Management e Network complex network.
e Centralized Network functions e meetdiverse
Management. virtualization. service
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1) Data Rates and Throughput

The evolution of wireless communication from 4G to the anticipated 7G systems marks a remarkable
journey characterized by exponential advancements in data rates and throughput. Every successful
generation has pushed the limits of data rates and network capacity since 4G, which laid the foundation
for mobile internet and high-speed multimedia services 4G connectivity revolutionized mobile
connectivity, for seamless streaming, faster downloads and user experience improved. As the demand
for faster and higher reliable wireless connectivity grows, 5G technology has ushered in a new era of
superfast connectivity This technology promises to deliver unprecedented performance, and to enable
advanced coding for a wide range of future applications such as augmented reality, autonomous vehicles
and massive 10T deployments and modulation techniques, Benefit use of large MIMO systems, and the
wide bandwidth that 5G networks are making new designs for throughput and network capacity Look
ahead beyond 6G and researchers and industry experts are looking for more ambitious targets. Every
successful generation has pushed the limits of data rates and network capacity since 4G, which laid the
foundation for mobile internet and high-speed multimedia services 4G connectivity revolutionized
mobile connectivity, for seamless streaming, faster downloads and user experience improved. As the
demand for faster and higher reliable wireless connectivity grows, 5G technology has ushered in a new
era of superfast connectivity This technology promises to deliver unprecedented performance, and to
enable advanced coding for a wide range of future applications such as augmented reality, autonomous
vehicles and massive 10T deployments and modulation techniques, Benefit use of large MIMO systems,
and the wide bandwidth that 5G networks are making new designs for throughput and network capacity
Look ahead beyond 6G and researchers and industry experts are looking for more ambitious targets.
They envision terabit-per-second data rates and ultra-low latency connectivity that will redefine the
boundaries of what is possible in wireless communication. Table 4 provides summaries of data rates and
throughput (Rao et al., 2023; Ray et al., 2023; Kim & Yoo, 2018; Amit Kumar, 2023; Suyama et al.,
2021; Xu, 2020).

Table 4: Data Rates and Throughput of Targeted Generations

Generation Data Rates Throughput Challenges and Considerations
4G Up to 1 Gbps Up to 500 Achieved using LTE Advanced, WiMax, or HSPA+
(downlink) Mbps technologies.
5G Up to 20 Gbps Up to 10 Utilizes sophisticated coding and modulation techniques, such
(downlink) Gbps as 256-QAM and MIMO.
6G Anticipated Up to 500 Challenges include spectrum scarcity, expanding frequency
close to 1 Thps Gbps spectrum, and efficient modulation/coding schemes.
7G Potentially 100x | Up to 1 Thps Challenges include massive MIMO development, machine
faster than 5G learning integration, and achieving low latency.

The throughput for 6G is anticipated but not yet precisely defined. Likewise, the data rates for 7G
are speculative, based on the potential improvements and advancements over 5G technology. Figure 3
illustrates the evolution of sub-generations within targeted wireless systems.
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Figure 3: The Sub-Generations and the Estimated Launch Dates

2) Latency and Reliability

Substantial advancements in both latency and reliability have been exhibited by wireless communication
technologies, which are critical attributes that determine the efficacy and utility of contemporary
networks. Within the realm of 5G, a significant milestone has been marked by the introduction of
ultra-reliable low latency communication (URLLC) services, providing genuine real-time control over
wireless connections (Kumar et al., 2023). A wide range of applications, from enabling autonomous
vehicles to facilitating time-sensitive industrial process control, is supported by this progress. A
transformative evolution of reliability, defined as the consistency of performance despite external
interferences and network fluctuations, is undergone with the advent of 5G and beyond. While moderate
reliability suitable for conventional applications such as file downloads and streaming is offered by 4G
networks, reliability classes tailored to various requirements, including massive machine-type
communications and mission-critical scenarios, are introduced by 5G. This targeted approach ensures
diverse reliability levels as guests guarantee that more resilient and flexible wireless environments are
fostered (Mihret & Haile, 2021).

The wireless communication system’s most crucial aspect is latency, a duration which signals endure
while passing from their sources to the receiver. Reducing latency as a major aim of transitioning from
4G to 5G ensures exceptional real-time performance and many real-time applications. By envisioning
accurate latency thresholds tailored for mission-critical applications, this pursuit of ultra-low latency has
reached unprecedented levels through the advent of 6G. Thus, these advancements call for a complete
reworking of protocol stacks which will fine tune communication procedures in order to lower down the
network delay with no compromise on overall robustness. The future possibilities for wireless
communication showcase increasing optimism as regards what might happen with 7G. These entail
merging between communication and computation, deploying large-scale antenna systems or integrating
artificial intelligence (Al) and machine learning (ML), all aimed at redefining the benchmark values for
low-latency and reliability. This convergence is anticipated to usher in a new era of connectivity and
innovation. The specific latency and reliability characteristics of the evolution of cellular technology are
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presented in Table 5 (Vaigandla et al., 2021; Zontou, 2023). The technical specifications for latency,
jitter, and data rates from 4G to the hypothetical 7G are summarized in Figure 4 (Vaigandla et al., 2021;
Shoewu & Ayangbekun Oluwafemi, 2020; Zontou, 2023; Takehiro, 2009).

Table 5: Latency and Reliability Comparison from 4G to 7G

Parameter 4G 5G 6G 7G
Latency (ms) 30 <20 <0.1 <0.01
Reliability Moderate High Targeted Ultra-reliable
Description Suitable for Support for ultra- Targeted latency levels Promises a new era of ultra-low
reliable file reliable low can be as low as 100 latency and ultra-reliable
downloads latency microseconds for communication through the
and communication critical communications convergence of communication and
audio/video | (URLLC) services. and 1 millisecond for computation, large-scale antenna
streaming Offers very high- general URLLC systems, and Al/ML.
applications. | reliability classes applications.
for mission-critical
communication.

P

2 K

e 7C

0.1 psec
0.01 msec

1-Jitter
2-Latency
3-Energy/bit
4-Traffic
Capacity

< 10 msec < 3 msec 1 psec
30 msec <20 msec 0.1 msec
NS NS 1pJ/bit
10 Mbps/m2 10 Mbps/m2 10 Gbps/m3
8 cmon 2D 10 cm on 2D l1cmon 3D

1pJ/bit
20 Gbps/m3
lcmon3D
100 Gbps 3D
1 Thsp.
~2Tbps
FER 10710

5-Localization
Precision
6-User
Experience
7-DL Peak Rate
8-UL Peak Rate
_9-Reliability

20 Mbps 2D 50 Mbps 2D 10 Gbps 3D
100 Mbps 20 Gbps 100 Gbps
50 Mbps 10 Gbps ~1Tbps
FER107° FER 1075 FER 10~

Figure 4: The Technical Specifications for Latency, Jitter, and Data Rates from 4G to a Hypothetical
7G (Vaigandla et al., 2021; Zontou, 2023; Takehiro, 2009 & "What is Jitter, Wander and Latency,"
2023)

3) Connectivity and Coverage

The transition from 4G to the anticipated 7G mobile network connectivity is a substantial advancement
in coverage and connectivity, essential for ensuring universal access to high-speed data services. Within
the framework of 4G Long-Term Evolution (LTE), the mobile user experience has been significantly
shaped by critical factors such as efficiency, throughput, latency, and spectrum utilization (Akhtar et al.,
2020). Technologies like MIMO have enhanced spectral efficiency and throughput, enabling peak data
rates of up to 300 Mbps by 4G networks. Despite these achievements, coverage limitations are still faced
by 4G networks due to constraints like frequency band restrictions and high penetration loss, particularly
in suburban and rural areas. The area covered by 5G is expected to expand wider and have much higher
data rates, which can only be obtained in some specific areas. The development of 5G networks is
predicted to address the gap that exists between urban and rural areas with the help of advanced
technologies such as Network Function Virtualization (NFV) and Software Defined Networking (SDN),
thereby creating new prospects for economic development and innovation (Rajawat et al., 2021; Shi et
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al., 2020; Ahamed & Faruque, 2021). Hence, smart networking and satellite-connected systems must
ensure continuous coverage across diverse geographical areas. Researchers and industry stakeholders
are always on the verge of mobile network technology limits, leading to unmatched connectivity and
transformative possibilities, as seen from the rise of 7G systems. This table 6 compares the changes from
4G LTE’s coverage to expected 7G systems which manifest progressions in spectral efficiency, MIMO
schemes, cell size, frequency bands as well as coverage enhancement strategies (Zhou et al., 2024; Wang

et al., 2023; Akhtar et al., 2020; Rajawat et al., 2021; Shi et al., 2020; Ahamed & Faruque, 2021).

Table 6: Advancements in Spectral Efficiency, MIMO Schemes, Cell Size, Frequency Bands, and
Coverage Enhancement Strategies

Aspect 4G LTE 5G Technology 6G Systems 7G Systems
Peak Spectral | 15 bits/s/Hz downlink; 30 bps/Hz 45 bps/Hz Proposed to be 60
Efficiency. 3.231x10"-3 bits/s/Hz.
bits/s/Hz/cell Higher data rates and
throughput. more users
supported.
MIMO Utilizes 4x4 spatial Implements advanced Supports multiple Enhanced coverage
Scheme. multiplexing MIMO. MIMO technology. transmitters and with better
receivers. connectivity.
Cell Size. Macrocells Utilizes macrocells, Coverage expanded | Continuous coverage
predominant in microcells, and to densely populated from cities to the
suburban and rural picocells. urban areas. countryside.
areas.
Coverage Limited extension due Widened through Expanded to densely Satellite-connected
Enhancement. | to high penetration loss extended sub-1GHz populated urban areas system for
and spectrum bands and high- and crowded continuous coverage.
limitations. frequency bands. buildings.
Coverage Up to 100,000 Up to Imillion Up to 5million Up to 10million
connectivity. devices/kmz. devices/kmz, devices/kmz. devices/kmz.

4) Energy Efficiency and Sustainability

Because of the environmentally sustainable communication landscape, the development of 6G
technologies and ongoing investigations into 7G signals signify the beginning of a transformative shift
(Zhang et al., 2020). The proposed strategies for these next-generation networks aiming to enhance
energy efficiency, necessitating interdisciplinary collaboration within the research community.
Emerging 6G technologies and the frameworks of 7G is seeking to surpass the efficiencies achieved in
5G by exploring infrastructure-based energy-saving initiatives then integrating renewable energy
sources. The transition from 4G to 5G has already demonstrated significant improvements in energy
efficiency through strategies such as intelligent power management mechanisms and base station
optimization. These advancements not only reduce operational expenses but also lay the base for
environmental sustainable communication networks (Miao et al., 2021). As research progresses into the
realms of 6G and the potential of 7G is considered, the emphasis on energy efficiency remains paramount
that offering a vision of a future where communication networks operate sustainably and
eco-consciously (Giordani et al., 2020). Table 7 below encapsulates the advancements in energy
efficiency and sustainability across different generations of wireless communication networks (Miao et
al., 2021; Giordani et al., 2020; Rappaport et al., 2013; Wang et al., 2021; Zhang et al., 2020).
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Table 7: The Integration of Energy Efficiency with Economic and Social Sustainability

Aspect 4G LTE 5G Technology 6G Systems 7G Systems
Energy Over-provisioned Focus on hardware Expected to be nearly Nanotechnology, energy
consump infrastructure; efficiency, flexible 100 times faster than harvesting, and intelligent
tion research on infrastructure 5G; higher energy device coordination for
intelligent power management, ‘sleep efficiency and maximum energy efficiency.
management mode' for energy sustainability are
mechanisms. optimization. anticipated.
Environ Integration of Ambitious targets Focus on reducing Pervasive energy
mental renewable energy for zero-carbon carbon footprint and sustainability with renewable
Sustaina sources such as network end-of-life disposal energy integration and
bility solar and wind deployment; EU impact. efficient device coordination.
power. initiatives.
Economi Research on cost- Economical studies | Economic constraints | Economic viability supported
c effective solutions predict reduced on deployment by renewable energy and
Sustaina for renewable costs with addressed by advanced technologies.
bility energy integration. renewable energy. technological
advances.

Social Preservation of Continuity of Ensuring accessibility Achieving sustainable
Sustaina existing systems; services with and benefits for services for all user segments
bility benefits for diverse manageable diverse user groups. through efficient network

user classes. maintenance costs. management.

5) Security Challenges

The movement from 4G to the expected 7G cellular networks has witnessed significant strides in security
showing the consistent efforts in preserving data and enhancing the network operational integrity. In 4G,
protections are mostly centered on effective connection establishment by verifying if User Equipment
(UE) is authorized to communicate with the network or not, using authenticated processes for deriving
encryption keys which can apply to establish secure communication channels. When moving towards
5G, a different approach focuses on improvements in privacy safeguards that related to emerging
services like machine-type communications (MTC) and Internet of Things (IoT). Additionally, this new
technology bring about a flexible access control framework which allows for easy adjustments, so it
supporting the management of resources and controlling who gets what and when (Odilov et al., 2024).
Discussions about the next generation of wireless technologies, such as 6G, revolves around ensuring
network security through migration patterns that will be leading to more advanced data encryption
methods. This will be merged with artificial intelligence for better predictability and preventive actions.
Al-powered security monitoring for the future 6G networks will be predicting and counteract real-time
security threats to enhance network resilience and reliability. 7G is about to commence, and attention is
now shifting towards quantum-secured encryption mechanisms that will change the security paradigm
by protecting quantum vulnerabilities. Additionally, decentralizing communication architectures will
introduce in 7G systems where communication nodes are scattered across a network, thereby removing
any single point of failure and improving network resilience. Hence, these developments underscore an
emphasis of prioritizing privacy, trustworthiness, and sustainability during the digital era. Table 8
highlights on privacy protection features of 4G through 7G mobile networks according to following
papers (Yang et al., 2021; Bertino, 2023; Choudhury, 2022; Xu et al., 2022; Ounza, 2023; Sonwalkar,
2022).
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Table 8: Aspects of Privacy Protection, New Services, Access Control Models, and Security

Monitoring
Aspect 4G Systems 5G Technology 6G Systems 7G Systems
Privacy Mutual Reduced information Evolving Quantum-secure encryption;
Protection authentication | transmission in initial encryption keys; decentralized communications
between UE and network access; proactive security for resilience against future
network; enhanced privacy monitoring with threats.
encryption keys support for new Al.
derived from services.
authentication
processes.
Support Limited support Facilitates the Enhanced Decentralized communications;
for New for MTC and deployment of MTC encryption and diverse applications for societal
Services loT. and 1oT; security for access control; benefit.
slices. proactive security
measures.
Access static access Dynamic access Evolving Quantum-secure encryption;
Control control permissions based on | encryption keys; proactive security measures for
Model hierarchy; real-time network Al-driven security resilience against quantum
authentication status; proactive monitoring. computing threats; decentralized
required before threat mitigation. communications.
network access.
Security Standard Continuous security Utilization of Al Quantum-secure encryption;
Monitoring security monitoring; dynamic for security decentralized communications
protocols. adjustments based on monitoring; for resilience against future
the network status. | proactive measures threats.
to counter
emerging threats.

4 Advancement Applications

The realm of wireless communication networks has undergone significant evolution, with each
generation introducing transformative applications and use cases. It starts with 4G networks; and
emphasize network expansion and allow mobile broadband for growth, delivering applications such as
mobile TV and mission-critical voice service 5G technology promises to transform industries, such as
mobile broadband Energy, transportation, public safety, and so on. and health care. Notably, 5G is
expected to revolutionize intelligent transportation design in the automotive industry. Looking ahead to
the 6G strategy, anticipated applications include augmented reality, ubiquitous artificial intelligence and
secure communications. These developments aim to facilitate sustainable development in the areas. But
the future prospects for 7G systems, which are still in their infancy, hold enormous potential for even
more impressive applications. Expected features such as very large connectivity, extremely low latency,
easy coverage are expected to transform domains such as healthcare innovation, industrial automation,
smart cities and intelligent transport system Notably namely, real-time remote health monitoring,
intelligent diagnostics and seamless communication in healthcare sector mobility is starting to drive 7G
smart in industrial automation and usher in the next wave of flexible manufacturing will be coming. In
smart cities, these bright lights will greatly enhance traditional systems such as waste management.
Furthermore, the intelligent transportation system can significantly improve traffic and fuel consumption
through very large 7G networks and low latency factors to support 7G Specifications for mobile
technologies across generations, including special functions, expected features. The implications of
mobile technology across different generations that including key applications, anticipated features, and
potential impacts, are outlined in Table 9. (Park & Kwon, 2011; Rappaport et al., 2013; Zhao et al.,
2021; Islam & Hossain, 2020; Hossain et al., 2017; Al-Fugaha et al., 2015 & Goumiri et al., 2023).
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Table 9: Main Applications, Impact Areas, and Impacts of 4G to 7G Systems

Aspect 4G Systems 5G Technology 6G Systems 7G Systems
Key Mobile Mobile broadband, Extended reality, Smart healthcare, industrial
Applications broadband, energy, transport, ubiquitous artificial automation, smart cities,
mobile TV, public safety, intelligence, digital and intelligent
mission-critical healthcare, replica, secured transportation systems.
voice and data intelligent transport connectivity, and
services, and systems, and diverse sustainable
machine-to- 10T applications. development initiatives.
machine
communication
for cyber-physical
systems.
Impact Healthcare, public Healthcare, Healthcare, smart cities, Healthcare, smart
Areas safety, industrial | automotive, energy, industrial automation, manufacturing, smart cities,
automation, and transportation, environmental and intelligent
mobile public safety, monitoring, and transportation systems.
communication. | industry automation, intelligent
and loT. transportation systems.
Anticipated | Network capacity | Ultra-fast data rates, Ultra-high speed, low Ultra-massive connectivity,
Features expansion, low latency, latency, ubiquitous ultra-low latency, seamless
broadband access, massive connectivity, advanced coverage, enhanced
and mission- connectivity, security, Al integration, reliability, advanced
critical network slicing, 10T and sustainability security, and smart
communication. support, and initiatives. capabilities.
enhanced mobile
broadband.
Potential Improved patient Enhanced mobile Enhanced user Revolutionized healthcare,
Impacts care, remote internet, loT experiences, sustainable advanced industrial
diagnostics, and proliferation, development, improved automation, smart cities,
loT advancements | intelligent transport industrial efficiency, and intelligent
in industries. systems, smart and transformative transportation systems.
cities, and improved smart city solutions.
industrial
automation.

5 Conclusion

This paper provides a thorough analysis of the advancements in wireless communication technology
from 4G to 7G, highlighting significant improvements in network architecture, spectrum allocation, data
rates, throughput, security, and coverage. A shift toward more efficient, high-speed, and high-capacity
systems that cater to diverse user requirements across various sectors is marked by the evolution from
4G to 7G. Reliable and secure communication amidst evolving challenges is ensured by enhancing
security and expanding coverage. Key statistical features of this paper is included as follows:

1. Data rates are increased from up to 1 Gbps in 4G to nearly 1 Thps in proposed 7G.

2. Latency is reduced from 30 milliseconds in 4G to sub-millisecond levels in 7G.

3. Spectrum efficiency is improved from 15 bps/Hz in 4G to 60 bps/Hz anticipated in 7G.

4. The number of devices per square kilometer is expected to increase from 100,000 in 4G to over
10 million in 7G.

o

Mobility is increased threefold from 4G to 7G.

6. A 90% reduction in energy consumption per bit is achieved from 4G to 5G, with near-zero
consumption anticipated in 7G.
7. Security enhancements progress from basic encryption in 4G to quantum-resistant encryption
and Al-driven protocols in 7G.
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The transition to 7G technology promises to meet society's evolving demands, enabling new
applications and enhancing wireless communication quality. Continued research and innovation are
crucial to fully realize the potential of 7G systems, benefiting individuals, businesses, and industries.
Future trends and considerations for 7G systems include:

e Increasing reliance on 7G applications for security and job creation.

o Efforts towards higher efficiency and lower power consumption in 7G systems.

e Ongoing research into spectrum optimization and technological advancements.

e A focus on achieving high levels of security and minimizing latency in high-capacity systems.

Continued research and innovation are essential for the full realization of 7G systems and their impact
on various industries and aspects of daily life.
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