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Abstract 

In modern healthcare, transmitting digital medical images through open-source networks for 

diagnosis in remote centers poses a significant security challenge due to the sensitive patient 

information involved. This paper presents an algorithm designed to encrypt these crucial medical 

images comprehensively. The algorithm generates hash code to validate image integrity, followed 

by feature-based watermarking, transformation into the frequency domain via Discrete Cosine 

Transform (DCT), and encryption using Advanced Encryption Standard (AES) and RSA encryption 

techniques. Each step plays a pivotal role in fortifying the images against unauthorized access, 

tampering, or interception during transmission, Guaranteeing the secrecy, unaltered state, and 

legitimacy of the included medical information. Implementing this encryption algorithm mandates 

strict adherence to cryptographic best practices, robust execution of encryption algorithms, secure 

key management, and compliance with industry standards. These meticulous measures bolster the 

confidentiality and integrity of medical images, which are crucial in protecting patient privacy and 

maintaining data integrity within healthcare systems. This comprehensive encryption strategy 

addresses the need for the purpose of ensuring safe and protected delivery and protection of sensitive 

medical information across networks. 

Keywords: Homomorphic Encryption, Medical Images, Peak-Signal-to-Noise Ratio, Number of 

Pixel Change Rate, Unified Average Changing Intensity, Entropy. 

1 Introduction 

The HITECH Act enacted in 2009 was a significant catalyst in encouraging the widespread adoption of 

Electronic Health Records (EHR), aiming to revolutionize the accessibility and management of patient 

data (Gold, M., 2016). EHR systems simplify updating medical information electronically and foster 

seamless communication between healthcare providers, marking a monumental shift from traditional 

paper-based records (Furukawa, M.F., 2014). 

EHR's pivotal role in enhancing healthcare quality cannot be overstated. Its digitized format 

consolidates a patient's comprehensive medical history, presenting a myriad of advantages when 
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compared to conventional paper records. Beyond the sheer capacity to manage vast volumes of patient 

data efficiently, EHR systems significantly enhance the overall quality of patient care through swift and 

precise record updates (Lite, S., 2020) (Reisman, M., 2017). 

In tandem with the increasing reliance on medical imaging for diagnoses and treatment, concerns 

about the confidentiality of these images have surfaced. While instrumental in medical advancements, 

technologies like MRI and CT scans contain sensitive patient information (Panayides, A.S., 2020). The 

leakage or compromise of such data could have severe privacy implications for patients and legal 

ramifications for healthcare institutions. Consequently, extensive efforts have been undertaken to 

develop robust security solutions, such as cryptographic methods, to safeguard these invaluable medical 

images and protect patient privacy (Ramzan, M., 2022) (Kaissis, G.A., 2020). 

Securing sensitive information within the digital domain of medical imaging presents a significant 

challenge (Rasool, R.U., 2022) (Nosrati, S., 2020). The exposure of these images on shared digital 

networks makes them susceptible to a spectrum of potential attacks, necessitating advanced 

cryptographic solutions (Singh, S., 2021). It is imperative to employ encryption techniques that render 

the data indecipherable, ensuring its confidentiality even if breaches occur or unauthorized access is 

gained. Among the various encryption approaches, symmetric encryption stands out for its efficacy in 

securing large volumes of data and upholding confidentiality (Shukla, S., 2022) (Bandari, V., 2023). 

Innovatively, chaos theory has emerged as a promising frontier in modern cryptography, posing a 

challenge to traditional symmetric encryption systems such as AES (Zhang, J., 2020). Chaos-based 

cryptographic systems offer many advantages, including sensitivity to initial conditions, deterministic 

randomisation, structural complexity, a broad critical space, adaptability, and extensive periodicity. 

Developing improved algorithms and implementations in cryptographic solutions remains crucial to 

fortify medical images against evolving threats and maintain the utmost confidentiality of sensitive data 

in healthcare settings (Teh, J.S., 2020) (El-Latif, A.A.A., 2022). 

Moreover, the implementation of such sophisticated encryption techniques not only ensures 

confidentiality but also strengthens the integrity of health records. However, the ever-evolving landscape 

of cybersecurity demands continuous refinement and vigilance in safeguarding patient information 

(Aram, S., 2016). As technology advances, efforts to mitigate potential vulnerabilities in cloud storage 

and encryption algorithms remain crucial. Additionally, expanding the application of these secure 

methodologies to various aspects of healthcare, such as telemedicine and remote patient monitoring, is 

pivotal for ensuring a comprehensive and robust healthcare data security framework. 

The Following are the Key Contributions 

• Design of improved multi-layered encryption process involving hash code generation, feature-

based watermarking, transformation into the frequency domain using DCT, AES encryption for 

data security, and additional security layers through RSA encryption. 

• Introduce `critical cryptographic techniques like hashing (SHA-256) to create a unique digital 

fingerprint, watermarking to embed the hash information imperceptibly, and frequency domain 

transformation (DCT) for enhanced representation of image content, thereby bolstering the 

image's resilience against potential attacks and un unauthorised modifications. 

• Conduct an assessment to evaluate the execution performance and compare the findings with 

recent studies or works for comparative analysis. 
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2 Related Work  

Numerous methods are commonly employed to safeguard data privacy in cloud storage. One such 

prominent technique is the Electronic Health Record (EHR), utilized for digitally managing patients' 

healthcare details. Cloud storage is preferred given the vast amount of data involved, although it raises 

significant security concerns in cloud computing (Jouini, M., 2019). As a result, numerous cryptographic 

algorithms have been suggested to bolster data security within the cloud. Introducing a lightweight 

encryption algorithm, the LSFE method has been implemented to provide medical records in a secure, 

encrypted format (Yao, F., 2021) (Hamza, N.A., 2019). This algorithm ensures encrypted data; further, 

image segmentation is executed for enhanced security. The reduction of images is achieved using 

Hadoop and MapReduce. Consequently, this method assures the confidentiality of healthcare data 

(Hamza, N.A., 2019). 

In a prior study (Dzwonkowski, M., 2015), a method utilizing quaternions to encrypt DICOM images 

was presented and juxtaposed against the Advanced Encryption Standard Electronic Codebook (AES-

ECB). This particular technique exhibited significantly swifter performance in contrast to ECB. 

Furthermore, in (Wadi, S.M., 2014) introduced an novel encryption method for new-definition medical 

image security, employing an adapted version of AES. However, this approach underwent cryptanalysis 

in (Yap, W.S., 2016) through an impossible variance cyberattack in subsequent investigations. 

In (Li, L., 2012) presented an encrypted algorithm for secret medical images employed the Elliptic 

Curve ElGamal encryption algorithm. They selected elliptic curve parameters to resist attacks such as 

Pohlig-Hellman, Pollard’s rho (Pollard, J.M., 1978), and Isomorphism. The algorithm involved 

converting multiple pixel values into binary, combining them to form large integers below a prime 

modulo, and encoding these integers into elliptic curve coordinates utilize the Koblitz encoding 

technique. Compared to RSA and ElGamal schemes, Li et al.'s approach exhibited superior execution 

speed. 

In (Tawalbeh, L.A., 2013) introduced a method for encrypting images content by utilizing elliptic 

curve cryptography, introducing two distinct models for medical image Encipherment. One algorithm 

involved image compression, followed by encrypting the DC components using ECC. In the second 

algorithm, ECC encryption targeted only the most significant bits. Despite ECC's high-security features 

relying the way the author has set up their elliptic curve parameter for ECDLP might not be large enough 

to effectively guard against attacks like Baby-step, giant-step, or Pollard’s Rho attack. Despite the strong 

security features of ECC based on ECDLP, the size of the cyclic order in the elliptic curve parameter 

might not be sufficient to fend off assaults such as Baby-step, giant-step, or Pollard’s Rho attack. 

In a prior publication (Behnia, S., 2013), a system for encrypting medical images was proposed, 

employing Jacobian elliptic maps. The method involved utilizing the Jacobian elliptic map to create a 

disorderly sequence, subsequently generating a coded image through XOR operations between this 

disordered sequence and the pixel values of the original image. Furthermore, Manish et al. (Kumar, M., 

2016) presented an alternative image encryption strategy in which pixel values were encoded using a 

DNA encoding method, followed by circular shifting using keys exchanged through an asymmetric 

encryption technique rooted in the Elliptic Curve Diffie-Hellman algorithm 

The approach in (Yu, F., 2021) Chaos was employed to enhance security in encrypting two images 

simultaneously. The method included encrypting the extracted face from the image and then conducting 

a second encryption on the whole picture. The keystream used for the cryptographic system was 

produced by the 2D SFSIMM (a Two-dimensional hyperchaotic map, sinusoidal feedback Sine ICMIC 

modulation map), blending both scrambling and diffusion techniques. This approach showed robustness 
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against diverse statistical attacks because breaking the encryption algorithm necessitated overcoming 

two encryption rounds. 

In a different study (Yu, F., 2021), A new cryptographic system was created to encode and decode 

images using three secure maps. The sine map was used to rearrange pixel coordinates within the original 

image through a permutation method, followed by substitution using a second secret key, K. Finally, 

scrambling of the image based on CTM (Cipher-based Technique for Mapping) was performed using a 

bit XOR operation. 

Another proposed technique for chaotic image encryption, outlined in (Cheng, Z., 2022), integrated 

Latin squares and random shifts. The algorithm involved key creation, pixel scrambling, pixel swapping, 

and bit scrambling. Improving the complexity of the resulting Latin square matrix enhanced the 

procedure’s security and robustness. The key was initially generated from the plain image to heighten 

sensitivity in the cryptography approach. Pixel position scrambling followed, cyclically shifting each 

pixel to the right within every row of the image matrix. Coordinate elements of the image matrix were 

then replaced with the lookup table's values from a 256-by-256 Latin square matrix containing a chaotic 

sequence, determined based on the image's pixel values and the sequence's values. Implementing 

multimedia encryption techniques demands more resources (time and storage). Consequently, 

lightweight image encryption techniques, which require minimal memory, time, or energy while 

providing high security for low-powered devices, are gaining popularity. 

Subsequently, Ferdush et al. (2021) explored lightweight image encryption based on chaos, 

introducing a standardised approach and method using two distinct chaotic maps—Arnold and Logistic. 

Another study (Gururaj, H.L., 2023) discussed modifying pixel values and positions based on the 

SCAN algorithm and chaotic theory. The SCAN method involved converting image pixel values to new 

ones and rearranging pixels in a specific order. Chaotic maps were used to move pixel coordinates within 

blocks. Pixel diffusion occurred through the SCAN method, while chaotic maps generated permutations. 

Wavelet-based approaches faced limitations due to insufficient phase information, inadequate 

directionality, and sensitivity to shifts. 

Table 1 provides an overview of the current landscape of various encryption methods utilized in the 

field. Referring to specific algorithms and their associated drawbacks, it showcases critical assessments 

aiming to enhance the security and functionality of these encryption techniques. 

Table 1: An Overview of Various Encryption Techniques 

Ref. No Algorithm Drawbacks 

[19] AES-ECB These modifications include reducing computation costs by altering the number of rounds in the MixColumn 

transformation, enhancing security by improving the key schedule operation, replacing the S-boxes with a 

simpler version to reduce hardware requirements, and addressing pattern appearance problems through ciphering 

modes. 

[20] Modified AES the vulnerability of the modified AES-128 cipher against an impossible differential attack contradicts claims of 

improved security. This finding raises concerns about the cipher's reliability and its suitability as a secure 

foundation for image encryption, necessitating a reevaluation of its design and potential improvements to ensure 

more robust security measures. 

[21] Elliptic Curve 

ElGamal 

encryption 

Inadequate or incomplete standardization of ECEG might lead to interoperability issues or inconsistencies in 

different implementations, potentially causing security flaws or vulnerabilities. 

[22] Elliptic curve 

cryptography 

The paper does not discuss the key generation, distribution, or management processes for ECC-based encryption 

in the context of multimedia content. 

[23] Jacobian 

elliptic maps 

Complexity, implementation, performance, security, algorithmic intricacies, and standardization might pose 

issues in their practical usage. 

[24] Elliptic Curve 

Diffie-Hellman 

key 

Weak key management practices could lead to security vulnerabilities 
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3 Proposed Model 

Recognizing the significance of cryptographic methods in medical imaging, we aim to introduce an 

algorithm for a comprehensive encryption strategy. This strategy, known as a Multi-Faceted Encryption 

Approach, is designed specifically to secure patient information within medical imaging systems. Its 

primary objectives are to adhere to strict data privacy regulations in healthcare, safeguard sensitive 

patient data, and uphold the reliability and trustworthiness of these medical imaging systems. 

In essence, the proposed algorithm orchestrates a comprehensive encryption process, commencing 

with hash code generation to validate image integrity, embedding the hash code through feature-based 

watermarking, transforming the image into the frequency domain via DCT, encrypting the frequency 

domain image using AES, and culminating in additional security layers through RSA encryption. Each 

step contributes significantly to fortifying the image against unauthorized access, tampering, or 

interception during transmission, thereby ensuring the confidentiality, integrity, and authenticity of 

sensitive medical data contained within the images. 

Implementing this algorithm mandates attention to cryptographic best practices, robust 

implementation of encryption algorithms, secure key management, and compliance with industry 

standards to fortify the confidentiality and integrity of medical images, crucial in safeguarding patient 

privacy and maintaining data integrity in healthcare systems. 

Medical images hold sensitive and confidential information, necessitating robust encryption 

techniques to ensure privacy and integrity during storage or transmission. This algorithm employs a 

multi-layered approach, beginning with extracting a cryptographic hash code using the SHA-256 

algorithm. The hash code, represented as 'h', is a unique fingerprint for the original image 'X'. This 

mathematical representation enables verification of the image's integrity by comparing 'h' before and 

after encryption. 

Following hash code generation, the algorithm embeds 'h' into the image 'X' through feature-based 

watermarking. Feature-based watermarking techniques subtly modify specific image features without 

significantly altering their visual appearance. This embedding process, denoted as 'Y = 

WatermarkFeature(X, h)', ensures that the hash information becomes imperceptibly integrated into the 

image. This step fortifies the image against tampering or unauthorised modifications by concealing the 

hash code within its features. 

Subsequently, the algorithm transitions the image 'Y' into the frequency domain using the Discrete 

Cosine Transform (DCT), denoted as 'Z = DCT(Y)'. This transformation facilitates the conversion of the 

image data from the spatial domain to the frequency domain, expressing it as a set of cosine functions. 

The use of DCT enables effective representation of image content in a manner conducive to subsequent 

encryption processes, laying the groundwork for enhanced security measures. 

The encrypted frequency domain image 'Z' undergoes encryption using the Advanced Encryption 

Standard (AES) algorithm. AES encryption, employing a symmetric key, 'AES_Key', secures the 

transformed image data. The symmetric key is critical in safeguarding the image content, ensuring 

confidentiality and preventing unauthorised access to the encrypted data. The resultant encrypted data 

'E = AES_Encrypt(Z, AES_Key)' ensures the image's confidentiality and privacy during storage or 

transmission. 

Further fortifying the encryption, the algorithm applies RSA encryption, a widely used asymmetric 

cryptographic technique. RSA encryption involves using public and private keys, ensuring secure 

transmission of sensitive information. The encrypted data 'E' is encrypted again using the recipient's 
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RSA public key, generating 'F = RSA_Encrypt(E, RSA_Public_Key)'. This multi-layered encryption 

enhances the security posture of the medical image by employing both symmetric and asymmetric 

encryption mechanisms. 

Encryption Algorithm  

Step1: Read Medical Image (X) 

Step 2: Generate a cryptographic Hash(h) 

H=Hash(X) 

• 'X' is the original image. 

• 'h' represents the hash code generated using a cryptographic hash function (e.g., SHA-256). 

Step 3: Apply WaterMarking for embedding Y 

Watermarking Algorithm : Y = Watermark(X,h) 

• 'Y' results from embedding the hash code 'h' into the image 'X' using watermarking techniques. 

• The watermarking algorithm could involve altering pixel values or image features to encode the 

hash information. 

Step 4: Convert Image to Frequency Domain (Z): 

Frequency Transform: Z=FrequencyTransform(Y) 

• The operation transforms the image 'Y' into the frequency domain, representing it as 'Z'. 

• Mathematical transformations like Discrete Fourier Transform (DFT) or Discrete Cosine 

Transform (DCT) might be used. 

Step 5: Apply Encryption Algorithm (E): 

Encryption: E=Encrypt(Z,K) 

• 'E' denotes the result of applying an encryption algorithm to the frequency domain representation 

'Z' using a key 'K'. 

• This step might involve symmetric encryption (e.g., AES) or homomorphic encryption for 

securing the image data. 

Step 6:Apply Key-Based RSA Encryption (F): 

RSA Encryption: F=RSAEncrypt(E,RSAPublicKey) 

• 'F' represents the encrypted data obtained by applying RSA encryption to 'E' using the public 

RSA key. 

• RSA encryption secures 'E' using the recipient's RSA public key. 

Step 7:Output Encrypted Image (F) 
 

Decryption Algorithm  

Step 1:Read the Encrypted Image (F): 

Step 2: Apply Key-Based RSA Decryption (E'): 

RSA Decryption: 

E′=RSADecrypt(F,RSA_Private_Key) 

• 'E'' represents the decrypted data obtained by applying RSA decryption to 'F' using the recipient's 

RSA private key. 

• RSA decryption retrieves the AES encrypted frequency domain data 'E'. 

Step 3: Apply AES Decryption Algorithm (Z'): 

AES Decryption: 

Z′=AESDecrypt(E′,AES_Key) 

• 'Z'' denotes the decrypted frequency domain image 'Z' using AES decryption with the symmetric 

key 'AES_Key'. 

• AES decryption retrieves the transformed image data in the frequency domain. 

Step 4: Convert Image from Frequency Domain using IDCT (Y'): 

IDCT Transformation: 
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Y′=IDCT(Z′) 

• 'Y'' represents the image 'Y' obtained by inverse Discrete Cosine Transform (IDCT) applied to 

'Z''. 

• IDCT converts the frequency domain image 'Z'' back to the spatial domain image 'Y'. 

Step 5:Verify Watermark and Extract Hash Code (h'): 

Watermark Extraction: 

ℎ′=h′=ExtractWatermarkFeature(Y′) 

• 'h'' denotes the extracted hash code 'h'' from the image 'Y'' using watermark extraction. 

• Watermark extraction retrieves the embedded hash information from the spatial domain image 

'Y''. 

Step 6 Verify Hash Integrity: 

Compare Hash Codes: 

 (ℎ,ℎ′)Match=CompareHashes(h,h′) 

• 'Match' indicates whether the original hash code 'h' matches the extracted hash code 'h''. 

• Comparison checks the integrity by verifying if the extracted hash 'h'' matches the initially 

generated hash 'h'. 

Step 7 Output Decrypted Image (Y'): 

4 Performance Evaluation  

4.1 Analysis  

Enforcing this algorithm requires a focus on adhering to best cryptographic practices, ensuring robust 

implementation of encryption algorithms, maintaining secure key management, and complying with 

industry standards. These efforts are vital in strengthening the confidentiality and authenticity of medical 

images, playing a pivotal role in protecting patient privacy and preserving data integrity within 

healthcare systems. 

Importance of Hashing 

The algorithm initiates the generation of a cryptographic hash code using the SHA-256 algorithm. The 

significance of hashing lies in its ability to produce a fixed-size string unique to the input data. In the 

context of medical images, this hash serves as a digital fingerprint, representing the image without 

revealing its contents. This fingerprint, 'h', acts as a reference for image integrity. By comparing the hash 

values before and after encryption, any alterations or unauthorized modifications to the image can be 

detected. 

Integration of Watermarking Techniques 

The subsequent step involves embedding the hash code 'h' into the image using feature-based 

watermarking. This technique strategically alters specific features or attributes within the image, 

effectively concealing the hash information while preserving the image's visual quality. Feature-based 

watermarking ensures that the embedded data remains imperceptible to the human eye, safeguarding the 

integrity of the image against potential alterations or unauthorised access. 

Transformation into the Frequency Domain 

Transitioning the image 'Y' into the frequency domain via Discrete Cosine Transform (DCT) provides 

several advantages in encryption. DCT converts the image data from the spatial to the frequency domain, 
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facilitating better representation and manipulation of the image content. By transforming the image into 

a set of cosine functions, it prepares the data for subsequent encryption techniques, enhancing the 

image's resilience against potential attacks. 

Strengthening Security through AES Encryption 

The encrypted frequency domain image 'Z' undergoes Advanced Encryption Standard (AES) encryption, 

a symmetric key encryption method known for its robust security measures. AES employs a shared 

secret key ('AES_Key') to encrypt and decrypt data, ensuring confidentiality during transmission or 

storage. The use of AES enhances the security posture of the image data, preventing unauthorised access 

and maintaining confidentiality, which is crucial in protecting sensitive medical information. 

Multi-Layered Security via RSA Encryption 

To further fortify the encryption, the algorithm employs RSA encryption, an asymmetric cryptographic 

technique that adds an extra layer of security. RSA encryption involves a pair of keys (public and 

private), with the public key used for encryption and the private key for decryption. By encrypting the 

already encrypted data 'E' with the recipient's RSA public key, denoted as 'F = RSA_Encrypt(E, 

RSA_Public_Key)', the algorithm enhances data security, ensuring confidentiality even if intercepted 

during transmission. 

4.2 Simulation  

The efficiency of the suggested encryption technique was assessed through practical testing. This 

evaluation was conducted on an Intel Core i9 system with 16 GB RAM and a 3.70 GHz processor. A set 

of 300 digital medical images, comprising six categories with 50 medical images each (including 

Magnetic Resonance Imaging (MRI), Computed Tomography (CT), X-ray scans., and Ultrasound 

images sized at 512 × 512), underwent scrutiny. Mecial images were obtained from the "National Library 

of Medicine’s Open Access Biomedical Images Search Engine" at https://openi.nlm.nih.gov. Figure 1 

showcases a compilation of medical images utilized to analyze and appraise the proposed encryption 

method. These images serve as the foundation for assessing how well the proposed encryption system 

works and whether it is appropriate for use in the field of medical imaging. 

 

Figure 1: Medical Images Used for the Analysis of the Proposed Scheme 
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Figure 2 showcases both the original image (a) and its embedded counterpart (b), visually 

representing the watermarking process. The original image (a) serves as the baseline, while the 

embedded image (b) demonstrates subtle modifications where the watermark has been seamlessly 

incorporated into the visual content. This comparison visually illustrates how the watermarking 

technique subtly alters specific image features without significantly impacting their appearance. 

Additionally, the corresponding histogram accompanying the images reveals the distribution of pixel 

intensities, highlighting any changes introduced by the embedding process. The histogram aids in 

quantitatively assessing the alterations in pixel values caused by the watermarking, offering insights into 

the impact on the image's tonal distribution and potential perceptual changes. Overall, Figure 2 provides 

a comprehensive visual and quantitative depiction of the embedded watermark within the image, 

shedding light on the effectiveness of the watermarking process while preserving the image's visual 

integrity. 

 

Figure 2: The Original (a) and the Embedded (b) Image and the Corresponding Histogram  

Figure 3 compares pixel intensity distributions between the original medical image and the encrypted 

version after applying the RSA encryption method. This visualisation serves as a crucial analysis tool, 

shedding light on the alterations in pixel intensity values resulting from the encryption process. By 

juxtaposing the histograms of the original and encrypted images, this figure offers a clear insight into 

how the encryption scheme impacts the pixel intensity distribution. The comparison enables a 

quantitative assessment of potential changes in the image's tonal range, highlighting any shifts or 

variations introduced by the RSA encryption. Analysing these pixel intensity distributions aids in 

evaluating the fidelity of the encrypted image concerning the original, ensuring that while sensitive 

medical data is protected through encryption, the essential diagnostic information within the image 

remains intact. Figure 3's visual representation of pixel intensity comparisons provides valuable insights 

into the encryption's impact on image characteristics, facilitating a comprehensive understanding of the 

algorithm's performance in preserving confidentiality and image integrity within healthcare systems. 
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Figure 3: The Pixel Intensity Compares the Original and Encrypted Image After Applying the RSA 

4.3 Comparison  

This section delves into a comprehensive comparison of various metrics utilised to evaluate the 

performance and effectiveness of medical image encryption algorithms. In image encryption, assessing 

the fidelity, security, and robustness of encrypted images is crucial. To this end, several quantitative 

measures and statistical analyses are employed to gauge the quality and safety of the proposed algorithm. 

Peak-Signal-to-Noise Ratio (PSNR): This metric quantitatively assesses encrypted images’ quality 

by measuring the mean square error between the original, unencrypted image (ground truth) and the 

encrypted image. 

𝑃𝑆𝑁𝑅 = 20 log10 (
𝑀𝐴𝑋𝑓

√𝑀𝑆𝐸
) 

𝑀𝑆𝐸 =  
1

𝑚𝑛
∑ ∑ ||𝑓(𝑖. 𝑗) − 𝑔(𝑖, 𝑗)||2

𝑛−1

0

𝑚−1

0

 

NPCR (Number of Pixel Change Rate) and UACI (Unified Average Changing Intensity): These 

metrics are pivotal in assessing the level of variation and dispersion within encrypted images. NPCR 

measures the percentage of pixel changes, while UACI quantifies the average intensity change between 

the original and encrypted images, offering valuable insights into the encryption algorithm's behavior. 

𝑁𝐶𝑃𝑅 =  
1

𝑀 ∗ 𝑁
∑ ∑ 𝐷(𝑖, 𝑗) ∗ 100%

𝑁

𝑗=1

𝑀

𝑖=1

 

𝐷(𝑖, 𝑗) = {
0, 𝑖𝑓 𝐴(𝑖, 𝑗) = 𝐵(𝑖, 𝑗)
1. 𝑖𝑓 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

𝑈𝐴𝐶𝐼 =  
1

𝑀 × 𝑁 
∑ ∑

|𝐴(𝑖, 𝑗) − 𝐵(𝑖. 𝑗|

255
∗ 100%

𝑁

𝑗=1

𝑀

𝑖=1

 

Entropy: A fundamental measure of randomness and unpredictability in encrypted data, entropy 

serves as a crucial indicator of the effectiveness of encryption techniques. High entropy signifies 

increased randomness, making decryption without the proper key significantly more challenging. 

𝐸 =  ∑ 𝑃(𝑖) log2 (
1

𝑃(𝑖)
)

255

𝑖=0
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𝑃(𝑖) =
𝐹𝑟𝑒𝑞𝑢𝑒𝑐𝑛𝑦 𝑜𝑓 𝑡ℎ𝑒 𝑝𝑖𝑥𝑒𝑙 𝑣𝑎𝑙𝑢𝑒 𝑖

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑚𝑎𝑔𝑒 𝑝𝑖𝑥𝑒𝑙𝑠
 

It is apparent that a comparison with analogous studies can be conducted, encompassing diverse 

methodologies. This comparison involves assessing the image encryption process by referencing similar 

works. Subsequently, Table 2 presents the PSNR, NPCR, UACI, and entropy values, focusing on 

average metrics derived from implementations in various related works. 

Table 2: Performance Comparison with other Related Works 

Research PSNR NPCR UACI Entropy 

Proposed Algorithm  27.88 0.997 0.283 7.985 

[19] 27.813 0.986 0.279 7.908 

[20] 27.601 0.979 0.279 7.624 

[21] 27.705 0.986 0.281 7.654 

[22] 27.516 0.980 0.273 7.638 

[23] 27.874 0.981 0.280 7.601 

[24] 27.850 0.978 0.276 7.781 

[25] 27.771 0.983 0.274 7.857 

[26] 27.760 0.984 0.278 7.642 

5 Conclusions and Future Work 

The proposed encryption algorithm has been meticulously developed to fortify the security of patient 

information within medical imaging systems. By embracing cryptographic methodologies tailored 

specifically for medical imaging, this approach upholds paramount objectives: compliance with stringent 

healthcare data privacy regulations, protection of sensitive patient data, and the unwavering assurance 

of reliability and trustworthiness in medical imaging systems. 

Upon comparison with cutting-edge encryption methods, the suggested encryption approach displays 

characteristics akin to a robust cipher. Through a commendable encryption assessment, yielding high 

values in Peak Signal-to-Noise Ratio (PSNR), Non-Probabilistic Convergence Ratio (NPCR), and 

Unified Average Changing Intensity (UACI), coupled with a substantial entropy value, the proposed 

encryption method showcases considerable resilience and effectiveness in preserving the confidentiality 

and integrity of critical medical data. This amalgamation of statistical and security analyses reaffirms 

the strength and efficiency of the proposed encryption approach, highlighting its potential as a 

fundamental component in securing patient information within medical imaging systems. 
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