A Secure Proxy Re-Signature Scheme for loT

Vinh Duc Tran?, Phi Thuong Le? and Viet Cuong Trinh®*

'Hanoi University of Science and Technology, Ha Noi, Vietnam. ductv@soict.hust.edu.vn,
Orcid: https://orcid.org/0000-0003-0752-0634

2Nghi Son Vocational College, Thanh Hoa, Vietnam. legial986.com@gmail.com,
Orcid: https://orcid.org/0009-0004-0057-8707

¥Faculty of Information and Communication Technology, Hong Duc University, 565 Quang
Trung, Thanh Hoa, Vietnam. trinhvietcuong@hdu.edu.vn,
Orcid: https://orcid.org/0000-0003-2076-019X

Received: December 26, 2022; Accepted: January 27, 2023; Published: March 30, 2023

Abstract

In a proxy re-signature (PRS) scheme, a semi-trusted proxy is able to transform a signature signed
by a user to a new signature of the same message signed by another user, it however cannot sign on
any other message on behalf of those users. PRS thus has found many practical applications such
as distributed storage, distributed rights management or cloud infrastructure. To our knowledge, all
of the PRS schemes without using random oracle (RO for short) need to use the Waters’ hash
function, which leads to PRS schemes with large key size and inefficient computing time. In this
paper, we propose a new bidirectional PRS scheme without using RO and without using the
Waters’ hash function. Our scheme is therefore the best PRS scheme without using RO to date in
term of efficiency.

Keywords: Proxy Re-Signature, Bidirectional, Standard Model, 10T.

1 Introduction

Proxy re-signature (PRS) scheme allows a semi-trusted proxy to transform a signature signed by a user
(called a delegatee) to a new signature of the same message signed by another user (called a delegator).
The primary goal of proxy re-signature scheme is to ensure that the proxy is unable to sign on any other
message on behalf of delegator or delegatee. Note that there is an another primitive with distinct goals
which is called Proxy signature [Mambo et~al., 1996]. In this type of scheme, a signer is able to delegate
a proxy signer to sign messages on its behalf. So, the difference between these two kinds of primitives
is that:

» The proxy in a proxy re-signature scheme only can transform an existing signature (signed by
delegatee) to a new signature of other user (delegator); it however cannot generate a new signature
(cannot sign on any new message);

» Regarding the proxy signature scheme, the proxy, on behalf of a user, is able to generate a new
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signature on any arbitrary message. However, the proxy cannot transform a signature signed by a
user to a new signature of other user.

Proxy re-signature scheme has many interesting applications in practice such as Blockchain,
distributed storage, distributed rights management, cloud infrastructure, simplified key management,
simplified certificate management, we refer the reader to [Blaze et~al., 1998, Ateniese and Hohenberger,
2005, Taban et~al., 2006, Shao et~al., 2007, Chow and Phan, 2008, Libert and VVergnaud, 2008, Hong
and Long, 2012, Asaar et~al., 2015, Lee and Kim, 2018, Wu et~al., 2020, Zhang et~al., 2019, Lei et~al.,
2020, Lv et~al., 2020, Chaudhari et~al., 2021] for more details. In addition, recently Xiong et al. [Xiong
et~al., 2021] showed that proxy re-signature scheme could be used for authentication. Besides the
efficiency, to estimate a PRS scheme, we rely on the following properties:

« Private Proxy: the re-signature key R, . is kept private, having a signature signed by user i

J
(delegatee) as well as a transformed signature signed by user j (delegator), one cannot derive

R

i—>j"
«  Bidirectional: from a re-signature R;,;, one can easily compute R;,;.

«  Multi-use: the signature which is outputted by ReSign algorithm (see the definition of this
algorithm in Section 2.1) can be transformed again using ReSign algorithm, while for single-use

it cannot be transformed again.

«  Transparent: one cannot distinguish between a signature which is outputted by Sign algorithm
(see the definition of this algorithm in Section 2.1) and a signature which is outputted by ReSign
algorithm.

» Key optimality: secret key and public key should be in constant size.

* Non-transitivity: proxy is unable to re-delegate their re-signing rights.

» Threshold: the proxy is decentralized in the sense that to transform a signature we need at least a
threshold number of proxies to collude.

« Conditional: a re-signature key is associated with a specific condition, and based on this key one
can transform a signature with that specific condition.

We consider in this work the PRS schemes without using RO and has the following properties:
Bidirectional; Private Proxy; Multi-use; Transparent; Key optimality.

Related Work on Proxy Re-signature Scheme

Proxy re-signature scheme was first introduced by Blaze et. al. [Blaze et~al., 1998]. We categorize the
PRS schemes into two types, using RO and not using RO. Regarding the first one, we can list here
several schemes [Ateniese and Hohenberger, 2005, Libert and Vergnaud, 2008, Yugiao and Ge, 2011,
Hong and Long, 2012, Menon, 2012, Asaar et~al., 2015, Lee and Kim, 2018, Wu et~al., 2020, Zhang
et~al., 2019]. We note that RO is a powerful technique to design efficient PRS schemes, unfortunately,
the security of RO is now still questionable. In fact, there are some known attacks on the schemes which
are proved securely in the RO model. Hence, the scheme using RO only achieves a weak level of
security. We always want to avoid using RO to design PRS scheme if possible.

We consider in this work the PRS schemes without using RO. Regarding this type of PRS
schemes, Shao et al. [Shao et~al., 2007] introduced the first PRS scheme using Waters’ hash function
[Waters, 2005]. Later, Chow et al. [Chow and Phan, 2008] showed that this scheme is insecure, and also
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showed how to design a generic single-use unidirectional PRS scheme without using RO, but at the
cost of transparency. Moreover, this generic method also needs to use the Waters’ hash function.
Continue making use of the Waters’ hash function, Libert et al. [Libert and Vergnaud, 2008] introduced
the first multi-use unidirectional PRS scheme, Yang et al. [Yang et~al., 2011] and Yang et al. [Yang
et~al., 2015] proposed threshold bidirectional PRS scheme. Lee et al. [Lee and Kim, 2018] continued
this line of research to introduce a single-use conditional unidirectional PRS scheme.

Recently, Lei et al. [Lei et~al., 2020] introduced a bidirectional PRS scheme without using RO,
and additionally supports blind signing property [Chaum, 1982]. Lv et al. [Lv et~al., 2020] introduced
a threshold bidirectional PRS scheme without using RO. Very recently, Chaudhari et al. [Chaudhari
et~al., 2021] gave a survey on PRS scheme.

Due to the complexity of using public key infrastructure, identity-based PRS scheme was first
introduced in [Matsuo, 2007], and then in [Shao et~al., 2011]. These both schemes do not use RO but
still need to use the Waters’ hash function. Later, in [Menon, 2012, Asaar et~al., 2015] and recently in
[Zhang et~al., 2019] the authors introduced three other identity-based PRS schemes, but using RO.

When using Waters’ hash function, one can prove the security of their scheme without using RO.
However, the downside of this technique is that the scheme has large key size and inefficient computing
time, this obviously is not desirable for lightweight device-based applications. To our knowledge, the
only PRS scheme without using RO and without using Waters” hash function was proposed by Hu et
al. [Hu et~al., 2009]. However, Menon [Menon, 2012] later showed that this scheme is in fact insecure.

Contribution of the Paper

Our bidirectional PRS construction relies on the standard signature scheme Pointcheval-Sanders
[Pointcheval and Sanders, 2016] (PS scheme) without using RO. More precisely, our scheme retains the
efficiency of their scheme while adding proxy re-signature function. When comparing to other PRS
schemes without using RO, our scheme is better all of them in term of efficiency. The reason is that
other schemes need to use the Waters’ hash function while our scheme doesn’t. Note that only our
scheme achieves the key optimality property, other schemes do not since users in those schemes need to
store a large public key to sign and verify. Our scheme thus fits for lightweight device-based
applications.

Regarding the security, we use the same security model with other existing PRS schemes to prove
the security of our scheme. However, our scheme is secure under the PS 2 assumption introduced in
[Pointcheval and Sanders, 2016], while some other PRS schemes are secure under the standard CDH
assumption or some modifications of it. Note that, in [Pointcheval and Sanders, 2018], the authors have
showed that the hardness of two assumptions PS 2 assumption and q-SDH assumption [Boneh and
Boyen, 2008] are the same. Even though, obviously, CDH assumption is a more standard assumption
than the PS 2 assumption. On the other hand, it is also fair to say that some other existing PRS
schemes may have some properties for which our scheme doesn’t have, such as conditional,
unidirectional, identity-based, blind or threshold properties.

Overall, our PRS scheme has the following properties: Private Proxy, Bidirectional, Multi-use,
Transparent, Key optimality. We give in Figure 0 the comparison among our PRS scheme and some
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other PRS schemes without using RO. From the comparison table we see that our scheme is better in
term of public key size, signature size and signing time.

Sig Public key SK Signing complexity Verifying complexity
2|T || (n,+3)|T | 1T | | 3BE+(n, +2)M, 2P+(n_+2)M,
3T || (ng+n,+5)|C || 2|T || 2E+(n, +2)M_ AP +(ny, +n_ +2)M_
2l | (n,+2)|T | 1T | | BE+(n, +2)M, 3P
2|0 | (n,+4)|T | 1T [ | 3B+n,.M, 3P +(n, +1)M_
3|IC | | (3n,+4)|T | 1T | | 5E+2n,.M_ 10P+2E +(3n,,+2)M_
3IC | | (2n,+4)|T | 1l p| | (2n, +5)E+(2n, +3)M, | 4P+2n_E+(2n_ +2)M_
2|0 | (n,+2)|T | 1l p| | (n,+3)E+(n, +2)M, 2P
Our |2|T"| | 5|T | 2| pl| | 1E 2P+1E+1M,
S
Bidi | Uni | ID-based | Thres | Key Optimal | Transpa | Multi-use | Private | Condi
No | Yes | No No No No No Yes No
Yes | No | Yes No No Yes Yes Yes No
Yes | No | No Yes No Yes Yes Yes No
Yes | No | No Yes No Yes Yes Yes No
No | Yes | No No No No No Yes Yes
Yes | No | No No No Yes Yes Yes No
Yes | No | No Yes No Yes Yes Yes No
QOurs | Yes | No | No No Yes Yes Yes Yes No
Table 1: In the comparison table, ny,n,, are the parameters of the Waters’ function. E, P, M

are the exponentiation operation, the pairing operation, the multiplication operation, respectively. Notice
that the scheme [Lei et~al., 2020] supports blind property. 1 is [Chow and Phan, 2008]; 2 is [Shao et~al.,
2011]; 3 is [YYang et~al., 2011]; 4 is [Yang et~al., 2015]; 5 is [Lee and Kim, 2018]; 6 is [Lei et~al.,
2020]; 7 is [Lv et~al., 2020].

2 Security Model for Bidirectional Proxy Re-Signature Scheme

The definition and security model of a bidirectional PRS scheme from [Ateniese and Hohenberger,
2005, Chow and Phan, 2008] are recalled as follows.

Definition
Formally, a bidirectional PRS scheme includes six probabilistic algorithms.
e Setup: the inputs of this algorithm is a security parameter A and the output of the algorithm is
the system parameters param .
e KeyGen: the inputs of this algorithm is param , the outputs are a public key and a corresponding
secret key for the user: (pk,sk).
e ReKeyGen: this algorithm takes as input the secret keys of user i, j, outputs a re-signature key

Ri.,; forthe proxy. Note that proxy only knows R;,;, and user i doesn’t know the secret key

o
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of user j aswellas R;,;. Similar for user j.

e Sign: the inputs of this algorithm are param , a message M, and a user’s secret key. It outputs a
signature o .
o ReSign: : the inputs of this algorithm are param, a message M, a re-signature key R,,;, a

public key pk; and a signature o, of user i. It outputs a new signature o; fortheuser j on
the message m . Note that if the algorithm takes the public key pkj and the signature o; of user

j instead of pk; and o, then it will output a new signature o; for the user i on the message

m.
e Verify: the inputs of this algorithm are param, a message M, a user’s public key, and a signature

o . Itoutputs 1 if o iscorrectand O if it is not correct.
Correctnes : For any m, pk;,sk;, pk;,sk; are all correct and o = Sign(m,sk;) and

Ri,; = ReKeyGen(sk;, sk; ), then the following equations must verify:
Verify(m, pk,,o;) =1
and
Verify(m, pk;, ReSign(m,R, . ;, pk;, 7)) =1

Adversary’s Oracles

We denote @ a forger that attacks a private bidirectional PRS scheme. In the security game @ will
interact with a challenger X and can ask X the following oracles:

e RequestPK(i): when @ asks for the public key of user i, X returns public key pk;.
RequestSK(i) : when @ asks for the secret key of user i, X returns secret key sk; .

RequestRekey(i, j) : when @ asks for the re-signature key for user i, j, X returns the re-

signature key R, ;.

Sign(m, pk;) : when @, on the inputs message m and public key pk. of user i, asks for a

corresponding signature, X sends back a valid signature o; .

ReSign(m, pk;, pk;,o;): when @, on the inputs message M, public key pk;, pk; and o;

of user i, asks for a corresponding re-signature, X sends back a valid signature o;.

Security Model

We use the security model of a private bidirectional PRS scheme from Section 3.5 in [Chow and Phan,
2008]. Intuitively, there are two types of attackers in a private bidirectional PRS scheme. The first
one is a forger ® who represents for a delegatee who tries to forge the signature of a delegator, or a
delegator who tries to forge the signature of a delegatee. In this security game, forger @® can know the
public parameters, public keys of all users, either the secret key of delegatee (target user is delegator) or
the secret key of delegator (target user is delegatee), signature of target user on any new message except
the target message, any re-signed signature except on the target message. The second one is a forger @
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who represents the proxy. That means, the forger @ in this security game can know the public
parameters, public keys of all users, re-signature key and signature of delegatee or delegator on any new
message except the target message. The goal of forger @ is to forge the signature of delegatee or
delegator on the target message. Note that in a private bidirectional PRS scheme, the roles of delegatee
and delegator are equivalent.

More formally, a private bidirectional PRS scheme is secure if a forger has negligible probability
to win the following games.

External Security Game: the challenger X and the forger ® perform the game as follows.

Initialization: X uses the Setup algorithm to generate param and gives param to @ .
Queries: @ asks X the following oracles: RequestPK, RequestSK, Sign and ReSign.
Output: Finally, @ outputs (m", pki*,ai*). @ wins the game if the following conditions hold:

(a) the oracles RequestSK(i") , Sign(m", pk.) and ReSign(m”,—, pk.,—) have never been

queried, note that stands for all public keys and all signatures;
(b) Verify(m’, pk.,c.) returns 1.

Let SuccEc{,I be the success probability that ® wins the above security game.

Bidirectional Limited-Proxy Security Game: X and @ perform the game as follows.

Initialization: X uses the Setup to produce param and sends param to @ .

Queries: @ asks X the following oracles: RequestPK, RequestReKey and Sign.
Output: @ returns (m", pk.,o.). @ successes if the two conditions below hold:

(a) the oracle Sign(m”,"—") has never been asked;

(b) Verify(m’, pk.,o.) returns 1.

Let SuccP;' be the probability that @ successes.

Definition 1 We say that a private bidirectional PRS scheme IT is existentially unforgeable
against polynomially bounded forger @ if the success probabilities SuccEy (1) and SuccP,' (4)
of @ are negligible.

3 Preliminaries

The PS signature scheme [Pointcheval and Sanders, 2016] at CT-RSA’06 is recalled as follows.

PS signature scheme [Pointcheval and Sanders, 2018] has four algorithms.

~

U
e Setup: receives A as input, returns the global parameters param=(p, I’ , T, r-,o9,9,

e).
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e KeyGen: receives A as input, returns secret key (X, y)eZ’; , and public key

e 0 ~ -~ ~ -~
€ ’ = ’ = .
(hel,X=h*Y =h?)

$
e Sign: receives me Z, and secret key (X, y) as inputs. It randomly chooses h«-I', h=1_,
and returns the signature & = (o, = h,o, =h**™) ‘message me Z |

e Verify: receives o =(o,,0,), m, and (ﬁ, )Z,Y~) as inputs. It returns 1 (the signature is valid)
if and only if two conditions below are satisfied:
o, #1.;
e(oy, XY ™) =¢(a,, h).
This signature scheme is secured under the PS assumption 2 or q-SDH assumption. These two
assumptions are defined as below.

[ ~
Definition 2 PS Assumption 2: Assume (p,I",I',I';,0,d,e) be a bilinear group setting of type

$
3. Pick u,v«-Z , define the oracle O(m) on input m €Z, that chooses a random hel' and

hu+mv

returns the pair (h, ).Given (g, §, g, ") and unlimited access to this oracle, it is hard to

generate a pair (h,h""™"), with h=1_, foranewscalar m  notaskedto O .

0
Definition 3 ¢ -SDH Assumption: Assume (p,I",I",I";,e) be a bilinear group setting of type 3,

~ 0 $ ~ ~
with g and g are two generator of I' and I". Picks s« Z , given (g,g,gs,gsz,..., gsq,QS),
1

it is hard to generate a pair (C, ga) €Z,xI'.

4 Our Construction

In this section, as a warm up we first present the idea of our scheme, and then we describe the details of
our construction. The rest of the section is devoted for the security analysis.

Intuition

Intuitively, to transform from (h,h™™) to (h',h" 7”1} one should have the value Yiin

Yi

y.
(xi+yi.m).%
hands to eliminate Y;. However, when we compute h it will appear the redundant value

XV X:.V.
XYy while still lacking the value X; . Therefore, one should have the additional value XY X; to
Yi Yi
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X..Y.
eliminate the redundant value XYy and to provide the lacking value X;. Overall, to transform from
Yi
X +Y:.m XYM yj Xi'yj
(h,h™ ) to (h',h ), one should have both the values — and ———X;, or the re-
Yi Yi
. _ yj Xi'yj
signature key should be R, ; = (—,—-x, ) In the construction, we also show that from R,m :

one can easily compute R._.. This leads to the fact that our scheme is a bidirectional PRS scheme.

jei

Regarding the security, fortunately, from R;,;, one cannot derive the values X;,X;,Y;,Y; since

one just has two equations but with four variables. In fact, in the proof we show that in case the adversary
knows the re-signature keys our scheme is still secure.

The construction looks simple, however the challenging task is in the proof when the challenger
needs to answer the oracle queries from adversary. Especially, when the challenger doesn’t know the

secret keys of users i and j (that means she doesn’t know the values X;,X;,Y;, Y;) but still has to

manage to answer R; ;. With some tricks in the proof, we can deal with this challenge.

Construction
Our bidirectional PRS scheme is constructed as follows.

0 ~
Setup(1): receives A as input, sends back (p,I” ,I',I";,d,d,€) asoutput.

KeyGen: returns (x,y)eZ as private key, and (X,Y) where X =h* and Y =h" as the

~ [
public key pk where h eI" isarandom element.

ReKeyGen: it takes as input user i’s secret key ( X;, ¥; ) and user j’s secret key ( X i Y ), outputs the
Y X

R [( FRRSKGa x)(yl)lj

= (L _Xj'yi
Yi Y

re-signature key R, ; = ( —X;) . Note that from R,,; we can compute R;,; as follows.

- )

s
Sign : receives private key (X,y) and meZ . It chooses h« I, h=1., and returns
o=(0y,0,), o;=h and o, — HOcym)

ReSign: receives R;,;, m, pk; and o, = (h,h®™™) of user i, the algorithm first checks the

$
correctness of o, . If o; is not correct, it outputs L ; otherwise, it chooses t<«Z , computes
h'=h"=1. (incase h'=1., chooses another t)and o; =
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%Y

(t‘]'(><i+yi.m).);.j h’ "
h',T = h';T
h,T_Xi h'Ti i
- (h’, h! )

Itis obviousthat o; isa correctsignature. Note that the algorithm knows R, ; = (

+yjm

(Xj+yj .m)

Yi XY

— Xj)
to compute 0.

Verify: receives m, o =(0;,0,),and pk= (ﬁ, )Z,\?), o is a correct signature if and only if
the two conditions below are satisfied:

o, =1,
e(oy, XY ™) =¢(a,, h).

Correctness

We can easily show that if o = (o, = h,o, = h"™™) then

e(c, XY ™) =e(h,h*h’™)
=e(h,h*™) =e(h*¥", h) = e(o,, h)

Properties

e Sincefrom R,,; onecancompute R;;, our scheme is bidirectional PRS scheme.

(xj+yj.m

e Since we cannot publish R,, ., and from &, = (h, h(xiﬂ'"m)),aj = (h',h’ Y one cannot

iej

derive R,

our scheme is private proxy PRS scheme.

ioj
. ' ,(Xj‘*'yj'm) . . .
Since o; =(h'",h ) can be used to transform again, our scheme is multi-use PRS

scheme.

Since one cannot distinguish between a signature outputted by the Sign algorithm or the ReSign
algorithm (since both h and h’ are random elements), our scheme is transparent PRS scheme.
Since users in our scheme just need to store a constant number of elements to sign and verify, our

scheme is key optimality PRS scheme.

Efficiency

Regarding efficiency, our scheme has the same efficiency as that of PS signature scheme [Pointcheval
and Sanders, 2016], which can be comparable to the state of the art of not only the existing PRS
schemes but also the existing standard signature schemes. More precisely, regarding the storage, as
shown in Figure O our scheme has a nice property that the public key of our scheme is very short. To

0
verify a signature, one just needs to store 4 elements in group I" and one element in group T .
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If we decide to use NIST’s figures [Barker et~al., 2005], then with 80 bits and 128 bits of security,

0
the size of each elementin I" is approximately 160 bits and 256 bitsand in I" is approximately 1024
bits and 3072 bits. That means the public key in our scheme is approximately 1664 bits and 4096 bits.
Similarly, the signature size, re-signing key size and the secret key size of our scheme are also very
short.

Regarding the computational complexity, to sign a message a signer needs to compute one
exponentiation in group I" , one multiplication and one addition in Z; . To check the correctness of a

0
signature, one needs to compute two parings, one exponentiation and one multiplication in group I .

For re-signing, the proxy needs to compute three exponentiations in group I' . To conclude, storage as
well as computational complexity of our scheme fits for lightweight device.

Security

The following two theorems show that our scheme is secure. More precisely, we show that in the both
security games External Security and Bidirectional Limited-Proxy Security the SuccE, and SuccP;'
are negligible.

Theorem 4 The SuccE, is negligible under the PS assumption 2.

Proof. As defined in the security model, forger @ is the adversary of our bidirectional PRS
scheme, and X is the adversary of PS assumption 2. The following proof shows that X can relies on
@ to break the security of the PS assumption 2.

[ - ~ o~
To this aim, X gets an instance of the PS assumption 2: (p,I",I',I';,9,09,e, g, g'). We
recall that O (m), on input me Z , outputs the pair (h, h*”™) where h is a random element in
r.

[ ~
X first gives param = (p,[',I',I';,0,0,e) to @ as required.

We assume that in the External Security Game, @ asks queries on users from 1 to . X picka

random index i~ €[1,q] where she guesses that user i  is the targeted user. We note that the proof

technique where the challenger X guesses the targeted user at the beginning of the game also
considered in other signature schemes [Boneh and Boyen, 2004, Shao et~al., 2011, Yang et~al., 2011,
Yang et~al., 2015] to name a few.

X now responds the required oracles as below.

RequestPK(i) or RequestSK(i). It depends on the requested user, we have two cases. If i #i ,

* -~ |:| ~ =~ -~ —~
X first chooses randomly X;,y; € Z ,h ¢1F e’ then computes pk =(h,X =h*Y =hY). X

finally gives pk; or sk, =(x,,y;) to @.
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If i=i", X chooses randomly teZ and sets pk = (h=g- X =g™,Y =g*). X finally
gives pk; to @ . In case of requesting RequestSK(i), X returns FAIL and stops.

Sign(m, pk;) . It depends on the requested user, we have two cases.

-1f i#i, X simply uses her knowledge of sk, to run Sign algorithm as usual and then gives
the resultto @ .

-1f i=i", X simply queries the oracle O on the message m to getasignature (h,h"*™"), then
gives the resultto @ .

ReSign(m, pk;, pk;,o;). It depends on the requested users, we have two cases.

-If j=i, X simply uses her knowledge of Skj to run Sign algorithm as usual and then gives

the resultto @ . Note that if sk; doesn’texist, X firstruns the KeyGen(j) algorithm to get sk;.

-If j=i", X simplyqueriestheoracle O onthemessage m to getasignature (h,h"*™"), then
gives the resultto @ .

Finally, ® with non negligible probability successfully returns (m”, pk,,c,). If /=i, X

returns FAIL and stops. Otherwise, o, should be in the form (h,h"**™ ) and m" has not asked
before. Therefore o, is a correct pair breaking the security of the PS assumption 2, which concludes
our proof.

The next theorem shows that SucchT is negligible under the PS assumption 2.

Theorem 5 The SuccP;' is negligible under the PS assumption 2.

Proof. As defined in the security model, forger @ is the adversary of our bidirectional PRS
scheme, and X is the adversary of PS assumption 2. The following proof shows that X can relies on
@ to break the security of the PS assumption 2.

0 ~
X first uses the instance of the PS assumption 2 to send param = (p,I",I",T';,9,0,e) to @.

To correctly simulate the Bidirectional Limited-Proxy Security Game for @, assume that that ®
asks queries on users from 1 to ¢. X picks a random index i €[1,q] where she guesses that user
i" is the targeted user. X also creates an empty list PA to store the re-signature keys. X now
simulates the required oracles as below.

RequestPK(i) . It depends on the requested user, we have two cases. If i=i , X picks

5 . . , V XV .
k,k'«=Z, and implicitly sets Ri(_)i* =(k,k')=(—,—/—-u), where (x,Y;) is the unknown

private key of user i. X next computes the public key pk; foruser i as follows.
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$ ~
. o~y
- chooses randomly r<-Z ', computes h =g".

ﬂ,u Yi
- computes " =(§*.§")* =(§ "

assumption.

~T.X:

GV =g, note that X knows §“ from the

- computes h’ =g =g
X finally gives pk, to @ ,adds i,i",R . tothe PA list. Note that from Rim* we can easily

to compute Ri* ., sowe donotneedtoadd i',i,R. tothe PA list.
> I <l

* $ * -~ ~ =~ ~ -~ ~
If i=i", X chooses randomly t<—Z’, and sets pk;=(h=g',X=g"Y =g"). X finally
gives pk, to @.
RequestRekey(i, j) . It depends on the requested user, we have two cases.

. Vo XV
- If i,j#i , X first check the PA list to gt R .=(—,——-u) and

11 yI y|

ERY
Rj " :(—v ,———u).Notethatif R -*’R,- . donotexist, X will first query the RequestPK(i)
<l 3/J yJ 1<l Rdl

and RequestPK(j) oracles (note that X queries the oracle means X runs the algorithm of the
oracle). To compute R,; =(@,b), she works as below.

a:l_(i)*lzﬁ
Yi Y; Yi
: ORY XY
b:(ﬂ_u_J__{_u)_(l)’l:'_yJ_
Yi Yi Yi Yi
tothe PA listand gives R,,; to @.

Xj

X finally adds 1, j, R,

-1f j=i" (or i=i", for simplicity we suppose that j =i"), X first check the PA list to get

VXV
R .=(—,——-u),thengives Rim* to @ . Note that if Rim* does not exist, X will first query

el Yi i
the RequestPK(i) oracle.

Sign(m, pk;) . It depends on the requested user, we have two cases.

- If i#i", X first queries O on the message M to receive a signature (h,h"™"). Next, X
uses the re-signature key Ri* . torun the ReSign algorithm to get o, then gives o, to @ . Note
g

that if Ri*Hi does not exist, X will first query the RequestPK(i) oracle to get Riei* then uses

R . tocompute R. .
11 [ ed]
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-If i=i", X simply asks O on the message M to get a signature (h,h"*™), then gives the
resultto @ .

Finally, @ with non-negligible probability successfully returns (m’, pk,,o,) . If /=i, X

hU+V.m*

returns FAIL and stops. Otherwise, o, should be in the form (h, ) and m" has not asked

before. Therefore o, is a correct pair to break the security of the PS assumption 2, which concludes
our proof.

5 Conclusion

Proxy re-signature scheme is an important primitive with many practical applications such as distributed
storage, distributed rights management, cloud infrastructure, etc. However, to our knowledge, all of the
PRS schemes without using RO need to use the Waters’ hash function, this leads to PRS schemes
with large key size and inefficient computing time. In this paper, we propose a new bidirectional PRS
scheme without using RO and without using the Waters’ hash function. Our scheme therefore can
overcome some weaknesses of a Waters” hash function-based PRS scheme.
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