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Abstract

Systems consisting of mobile apps and web services continue to grow in popularity. Guaranteeing
that private or sensitive data is treated confidentially in such systems is non-trivial and poses several
challenges due to their distributed and platform-specific nature. Information flow control is a formal
technique that is used to guarantee the privacy of such data, but is difficult to utilize in practice. We
present a model-driven approach which allows to develop such systems with secure information flow
using intuitive modeling guidelines. From an abstract system model, partial Java code as well as a
formal model is generated automatically and used to verify information flow properties. This paper
explains the automatic generation of the formal model and presents several advantages of a model-
driven approach for the practical application of information flow control.
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1 Introduction

As mobile devices are becoming more ubiquitous, mobile apps, designed to solve any task imaginable,
are continuing to grow in both number and complexity. Application systems spanning across numerous
mobile apps and web services are common, and such systems often need to manage or access their
users’ private data in order to implement the promised functionality. However, keeping sensitive data
confidential w.r.t. information leaks in a complex, distributed system is a difficult task and guaranteeing
that such system is secure is not easy. Reports about mobile applications leaking their users’ data to third
parties due to vulnerabilities or poor system design [1] keep appearing regularly.

Current security mechanisms fail in most cases to address the issue of information flow (IF) leakage.
Popular mobile platforms like iOS, Windows Phone and Android implement access control, application
sandboxing and permission systems to protect their users’ data. However, those are not nearly fine-
grained or flexible enough to guarantee anything but the most basic IF properties. Access control and
application sandboxing prevent apps from freely accessing each other’s memory, but once those apps
start interacting using proper interfaces, no further statement can be made about the confidentiality of the
exchanged data. A developer can voluntarily restrict her app’s access to a predefined set of data sources
and sinks like the phone’s GPS sensor or the Internet using the platform’s permission system. The user
is then presented with a list of requested permissions such as “allow Internet access” which she has to
agree to prior to installing the app. She is unable to deny certain permissions or further restrict them, and,
most importantly, she is unable to tell which information is going to flow to or from those data locations.
Thus, an application requesting both the permission to access GPS data and the Internet might only use
the Internet connection to display ads, or to leak the user’s current position to a third party without her
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Figure 1: The IFlow approach

knowledge [2]. Furthermore, neither of those security mechanisms is able to prevent the collaboration
of several apps with different permissions to exfiltrate sensitive information from the user’s phone [3, 4];
e.g., an app that only accesses GPS sensor data could forward it to an app with Internet access and thus
leak it to an external web service.

We develop an approach called IFlow which enables the model-driven development of real world
systems consisting of several mobile apps and web services with provable information flow properties.
The approach describes modeling guidelines for creating an application model in UML, which serves
as a basis for the automatic transformation to a formal model as well as distributed, platform-specific
Java code for Android devices and Java web services. The overall approach has been described in [5, 6].
IFlow uses information flow control (IFC) to prove modeled information flow properties as it is more
powerful and precise than access control or even data flow analysis, since it restricts the propagation of
information instead of its release and allows to track information leakage via implicit flows, i.e., through
program control flows. IFC on a model level (e.g., [7, 8, 9]) can be applied to a large number of systems
and applications. However, it is not easy to use in practice because the theory is quite intricate, and it is
easy to lose track of what information is released.

We describe the formal specification that is generated from the UML model. It turns out that the
model-driven approach to IFC has several advantages: information flow properties can be expressed in an
intuitive, understandable manner, formal proofs become easier, and specification errors are avoided. This
paper is an extended and improved version of [10]. The description of the IFlow approach, the generation
of the formal model, and comparison to related work are completely new, and all (sub-)sections have
been significantly expanded. After introducing the IFlow approach (Sect. 2) and an example (Sect. 3),
the main part of the paper describes the generation of the formal model and its advantages over a hand-
written specification (Sect. 4). After comparison with related work (Sect. 5) we conclude (Sect. 6).

2 The IFlow Approach

We present a model-driven approach for developing information flow-secure systems consisting of sev-
eral distributed components like mobile apps and web services. As illustrated in Fig. 1, the first step in
creating such a system with IFlow is constructing its abstract model with UML (1). This model must
capture both the static and the dynamic views on the system, i.e., its component and communication be-
havior. Components can also make calls to methods which implementation is not part of the model. The
model is then extended with security annotations expressing information flow properties that should hold
for the modeled system. Such properties define the confidentiality of data managed or accessed by the
modeled components and restrict its flow through the system. IFlow assists the developer by providing
custom UML profiles and extensions like a simple domain specific language. Additionally, it is possi-
ble to explicitly model the information flow properties by referencing the sources and sinks of sensitive
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information as well as whether, which and when such information may flow between them.
From the abstract model, partial Java code is generated (3). This “code skeleton” captures the com-

munication structure of the system components as well as calls to “manual methods” with as of yet
undefined local functionality. It can be checked with an IFC tool like JOANA to find information flow
property violations introduced during the modeling phase. The goal of IFlow is to generate code that
can both be analyzed for IF violations and deployed on actual hardware as a distributed system. This
paper focuses on solving the challenge of consolidating those two requirements in an IF-safe fashion. In
the next step, the developer “fleshes out” the generated skeleton code by implementing the missing local
functionality (i.e., “manual methods”) by hand (4). By running the IFC analysis again it can be ensured
not only that the code skeleton is IF-secure, but also that this manual code does not introduce additional
IF leaks.

The abstract model is also transformed into a formal model (2) which uses an abstract state machine
and algebraic specifications to define the system’s structure and behavior. The proof goals are generated
automatically from the information flow properties expressed in the abstract model and can be verified
interactively using the theorem prover KIV [11]. An IFC check on the code level can only guarantee the
noninterference property (i.e., confidential data does not interfere with “public” information sinks such
as certain system components or attributes); a formal model can then be used to verify more complex
information flow guarantees (e.g., confidential information flows to a partially trusted system participant
only after explicit user’s permission).

3 An Example Application

The travel planner app is a distributed application consisting of two smartphone apps and several web
services. Here we present a simplified version that is only used to book flights, and uses only one airline
web service. The user enters his travel details into the app. The app connects to a travel agency web
service which in turn contacts an airline web service for suitable flights. The found flights are returned
via the travel agency to the app. The user selects a flight and books it with his credit card (which is stored
in a credit card center app) directly at the airline. Finally the airline pays a commission to the travel
agency. Fig. 2 shows this behavior as a sequence diagram.

The lifelines represent the (real human) users, the apps, and the web services. Arrows denote message
passing as in UML, but a domain-specific language is used that supports, e.g., assignments to provide
more information. Additionally, every message is annotated with a security domain in curly brackets,
e.g. {User TravelAgency, Airline} which will be explained later in more detail. The sequence diagram
shows only the intended behavior of the system. When the user is asked for a confirmation to really book
a flight he can of course decline. This must not be modeled explicitly and will end the travel planner app.

Two information flow properties are of interest:

1. The user’s credit card data does not flow to the travel agency.

2. The credit card data flows to the airline only after explicit confirmation and declassification.

These properties can also be expressed graphically in UML (see Fig. 3).
The class diagram in Fig. 4 shows a simplified excerpt from the static part of the Travel Planner

system. Each component is depicted as a UML class, annotated with the stereotype Application, Service
or User to indicate that the component is either an Android app, a Java web service or the user of the
system. The UML class representing the CreditCardCenter app includes an attribute named ccd, which
holds the user’s credit card data. The airline maintains a list of available flight offers as represented with
its flightOffers list attribute. Message data types are modeled as classes, with their attributes representing
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Figure 2: Sequence diagram for the travel planner app.

Figure 3: Graphical representation of desired information flow properties.
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Figure 4: Component diagram of the Travel Planner application

the types of data they can contain. All messages sent to the user component are predefined in an IFlow
UML profile and imply standardized GUI elements that can be shown on the user’s smartphone.

The class and sequence diagrams contain enough information and are precise enough to generate a
Java code skeleton. Together with the properties and a security policy (Fig. 5) a formal specification can
be generated as well. The model, formal specification, and proofs can be found on our web page1.

4 The Formal Model

4.1 The Basis

The formal framework in the IFlow approach is based on Rushby’s intransitive noninterference [8],
specifically Rushby’s access control instance of intransitive noninterference because it uses locations.
On the one hand it is very natural to think about information stored in locations that flows to other
locations, and on the other hand locations become fields in the generated Java code so that there is a
tight connection between the formal model and the code. Rushby’s intransitive noninterference is an
extension of Goguen’s and Meseguer’s transitive noninterference [7], and was later improved by van der
Meyden [12].

The model-driven approach allows to support different “platforms”, i.e., different formal frameworks
in this case. This means it is in principle possible to generate another formal model that is based e.g., on
Mantel’s MAKS framework [9].

First we briefly describe Rushby’s framework, and then show how it is used in IFlow. The basic
system model is a state transition system with a structured state s that consists of locations (“names”
in Rushby). Actions a modify the state with a step function step(s,a) that computes the new state.
Actions have a security domain d (e.g., public or secret), and read (observe) and/or modify (alter) the
values of the locations. Security is defined w.r.t. an interference policy defined on domains and a generic

1http://www.informatik.uni-augsburg.de/lehrstuehle/swt/se/projects/iflow/
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function out put(s,d). The interference policy  describes allowed information flows, i.e., if d1  d2
then information may flow from d1 to d2. out put(s,d) defines what a security domain can observe in
a given system state. The idea is that an attacker has a given security domain and tries to obtain some
secret information. More specifically, an attacker should not be able to distinguish (by observing different
outputs) between a run of the system where something secret happens and another run where the secret
things do not happen.

If α is a sequence of actions then the function purge(α,d) deletes all actions from α that d should
not see, i.e., that have a security domain that should not interfere with d. If out put(run(α,s0),d) =
out put(run(purge(α,d),s0),d) where run computes the state that is obtained by applying the actions in
α then the system is defined as secure. To put it very simple: public observations should not depend
on secret actions. One definition of purge is used for transitive noninterference, a slightly different
definition can be used for intransitive noninterference. Unwinding conditions for proving security can be
defined that use the information which locations an action reads (observe) and modifies (alter).

4.2 Generating the formal model

This general information flow model is specified in the theorem prover KIV [13, 11, 14] with algebraic
specifications (including the proof of the unwinding conditions), and instantiated for a concrete IFlow
model. The basis is an abstract state machine ASM [15, 16]. The state is an algebra that is modified
by rules of the ASM. In our case the state is a mapping s from locations to values, and the rules are the
actions. In order to translate an IFlow model into a formal specification the following aspects must be
considered:

1. What are the locations?

2. What are the actions and what is the security domain dom of an action?

3. What is the definition of observe and alter?

4. What is the definition of out put and ≈?

These questions are answered in turn.

4.2.1 Locations

It must be emphasized that the definition of locations is important for the formal framework. If too few
locations are defined, or locations are reused for different kinds of information then this will introduce
undesired interference between security domains, and the security proofs will fail. On the other hand
every location must also exist in the generated code because otherwise properties do not transfer from
the formal model to the code.

An app like the travel planner can be installed on many smart phones. Therefore each component
class can be instantiated many times. Components become agents in the formal model, and each agent
gets a unique identifier (simply a natural number). Therefore, a location is a tuple consisting of a name
and an agent. The sequence diagram (Fig. 2) is the main source for locations. The following locations
are used:

• Attributes of components. E.g., the credit card data of the user is stored in an attribute named ccd

of the CreditCardCenter component and used in messages 11 and 13. This becomes a location
ccd × CreditCardCenter(n).
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• Mailboxes. Message passing in the formal model uses mailboxes to store incoming messages
until they are processed. Every message has its own mailbox, e.g., Mailbox(GetFlightOffers) ×
Airline(0) for message 4. This is adequate because in the generated code a different method is
called for each message.

• Local variables. Message arguments automatically become local variables, e.g., requestData in
message 4: requestData× Airline(0). Local variables can also be introduced by assignments (e.g.,
ccd decl in message 13).

• State variables. They are added automatically during generation of the formal model. Examples
are shown in Sect. 4.4.

4.2.2 Actions

A suitable definition of actions is also essential for the usability of the approach. An action that uses too
many locations intended for different kinds of information again may introduce undesired interferences.
Conversely, the actions must correspond to the generated code. The basic building block for an action
is receiving a message, processing it, and sending the next message (see Sect. 4.4 for more complicated
situations). We consider the block of messages 4–6 in the airline lifeline of Fig. 2 as an example. The air-
line receives a GetFlightOffers message (4), filters suitable offers according to the requestData (message
5), and sends the filtered offers back (message 6). The corresponding action is shown in listing 1.

1 getFlightOffers−Airline ≡
2 let msg = s(Mailbox(GetFlightOffers) × Airline(0)) in {
3 if (isGetFlightOffersMessage(msg)) then {
4 s(Mailbox(GetFlightOffers) × Airline(0)) := null;
5 s(requestData × Airline(0)) := msg.requestData;
6 s(filteredFlightOffers × Airline(0)) :=
7 filterOffers(s(requestData × Airline(0)),
8 s(flightOffers × Airline(0)));
9 s(Mailbox(RetFlightOffers) × TravelAgency(0)) :=

10 RetFlightOffers(s(filteredFlightOffers × Airline(0)));
11 }}

Listing 1: Behavior of the getFlightOffers-Airline action.

Lines 2–5 correspond to message 4, lines 6–8 to message 5, and lines 9–10 to message 6. The
mailbox is read, checked to contain the correct message, and emptied. Then the operation filterOffers is
called and the result sent back to the travel agency by putting it in the appropriate mailbox. In the code a
method with the same behavior is generated as part of the airline web service.

This approach to define actions (one action receives and processes a message and send another) is
appropriate if the incoming and outgoing message, and intermediate operations have the same security
domain. This domain is then the security domain of the action. In the example it is {User, TravelAgency,
Airline} which is annotated below the messages in the sequence diagram. The security domain must be
one of the domains that is defined in the security policy (Fig. 5).

When different domains are used things become more complicated. The developer is responsible
for the domain assignments. One of the problems when applying information flow control in practice
is this assignment. Often it happens that a system is intuitively secure, but the proof fails because the
domain assignment introduces interferences that do not really exist. Our strategy is to generate separate
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actions when different domains are used. This happens several times in the sequence diagram in Fig.
2. For example, message 7 is annotated with {User, TravelAgency, Airline}, but message 8 with {User,
Airline}. Here, things become more secret because intuitively the travel agency is not allowed to see
which flight the user chooses. If messages 7 and 8 are contained in one action it is not clear what the
domain of the action is, and each choice can introduce interferences. Therefore the action is split into
two, one action for receiving message 7, and one action for sending message 8. The sequential control
flow is ensured by introducing a state location so that the second action can only occur after the first. A
more complicated situation is explained in detail in Sect. 4.4.

4.2.3 observe and alter

These two functions are used in the unwinding conditions. Their purpose is described in detail in Sect.
4.3. Both are defined for a domain and return sets of locations. To avoid undesired interferences yet again
the sets they return should be as small as possible, but still correct. (Otherwise proof of the unwinding
conditions will fail.) We define observe/alter as the union of the observe/alter of all actions with a
given domain:

observe(d) =
⋃
{observe(a) : dom(a) = d}

alter(d) =
⋃
{alter(a) : dom(a) = d}

observe for one action are simply all read locations, in the example

Mailbox(GetFlightOffers) × Airline(0),
requestData × Airline(0),
flightOffers × Airline(0)

and alter are all written locations, in the example

Mailbox(GetFlightOffers) × Airline(0),
requestData × Airline(0),
filteredFlightOffers × Airline(0),
Mailbox(RetFlightOffers) × TravelAgency(0)

It is trivial to compute these sets during the generation of the formal model.

4.2.4 out put and ≈

out put(s,d) specifies the attacker model. The idea is that an attacker with security domain d obtains
some information about state s and computes an output. In IFlow this output function is fixed: The
attacker simply outputs all values of all locations he observes:

out put(s,d) = {s(l) : l ∈ observe(d)}

This is the most general definition of out put that still makes sense (it would not make sense to allow the
attacker to look at more secret locations). s1 ≈d s2 is used in the unwinding conditions and describes
when two states s1 and s2 look alike to an attacker with security domain d. ≈ is defined by Rushby as

s1 ≈d s2 : ⇔ ∀ l ∈ observe(d) : s1(l) = s2(l)

i.e., two states look identical to an attacker with security domain d if all locations he observes have the
same values.

This concludes the formal system specification.
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4.3 Unwinding theorem

Rushby [8] proves an unwinding theorem that implies security if four unwinding conditions hold. The
second condition was later weakened by van der Meyden [12] (we show van der Meyden’s version):

• RM1: s1 ≈d s2→ out put(s1,d) = out put(s2,d)

If two states look alike to an attacker then the attacker’s output in both states is identical.

• RM2: s1 ≈dom(a) s2 ∧ s1(l) = s2(l) ∧ l ∈ alter(dom(a))

→ step(s1,a)(l) = step(s2,a)(l)

If two states look alike to the security domain of an action a and this action is executed (with the
step function) then every location that is altered by the domain and has the same value in the initial
states has the same value in the two new states. (See [12] for a discussion.)

• RM3: step(s,a)(l) 6= s(l)→ l ∈ alter(dom(a))

If the execution of an action modifies a location then this location is contained in the alter set for
the action’s domain.

• AOI: alter(d1)∩observe(d2) 6= /0→ d1 d2

Alter/observe respects interference: if a location is altered by one domain d1 and observed by
another domain d2 then there is an information flow from d1 to d2. This must be allowed by the
interference policy .

Condition RM3 basically ensures that the definition of alter is correct: If an action a modifies a location
l then l must be contained in the action’s domain alter set. Similarly, RM2 ensures that the definition of
observe is correct because ≈ is defined with observe2. RM2 and RM3 use the step function, i.e., here
every action of the system must be executed (once in the case of RM3 and twice in RM2). Hence, they
are the really expensive proof obligations for larger systems. On the other hand they only depend on
alter and observe (since ≈ is defined with observe), but not on out put or the interference policy .

In IFlow the generation of the formal model from the UML guarantees that

• RM1 is always true because of the fixed definition of out put.

• RM2 is always true because observe is computed correctly from the UML model.

• RM3 is always true because alter is computed correctly from the UML model.

Therefore, proving

AOI: alter(d1)∩observe(d2) 6= /0→ d1 d2

already implies that a system is secure. This shows a great benefit of IFlow’s model driven approach.

2Consider an action a≡ low := high with domain dom(a) = low. If high is not contained in observe(low) then RM2 does not
hold for l = low in two states where high has different values. Hence, RM2 ensures that the set observe is not too small.
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4.4 Intransitive Noninterference and Implicit Declassification

Intransitive noninterference allows to model secure systems with controlled or partial information re-
lease. However, if used excessively or in an arbitrary manner the result may be a system that is secure in
terms of the formal definition, but has cryptic or undesired information flows.

Again, the model-driven approach can be helpful because usage of intransitive domains can be con-
trolled. This will be explained with the help of the travel planner example. In general the interference
relation may be an arbitrary relation. In IFlow some restrictions apply. Fig. 5 shows the security policy
for the example on the left. An edge denotes a (direct) interference, i.e., {User, TravelAgency, Air-
line}  {User, Airline}. The unmarked edges are transitive (i.e., {User, TravelAgency, Airline} also
interferes {User}), and the relation is automatically reflexive. Intransitive edges may only be used for
declassification (also called downgrading) as shown Fig. 5: Both edges to and from a declassification
domain must be intransitive and inverse to the “standard” policy, and a declassification domain must
have exactly one incoming and one outgoing edge. In effect, we have a usual transitive policy with pos-
sibly some declassification domains. Sect. 4.2 described the standard way to generate actions. When a
declassification domain is used (message 13 in the sequence diagram Fig. 2) it must be contained in its
own action to avoid undesired interferences. State locations are introduced automatically to ensure that
actions/messages 12, 13, and 14 are executed in the correct order.

However, there is another complication. Generating the formal model as described in Sect. 4.2
results in an insecure system, i.e., the only remaining unwinding condition AOI does not hold. The
problem are messages 15–17 in Fig. 2: The airline receives a booking message with the credit card
details (message 15) that is labeled {User, Airline}, and processes the booking (message 16) at the
same security level. However, in message 17 the airline pays a commission to the travel agency that
is labeled {User, TravelAgency, Airline}. If messages 15–17 are contained in one action with domain
{User, Airline} the action writes to domain {User, TravelAgency, Airline} (the mailbox containing the
PayCommission message) which is an illegal information flow.

However, our desired property (Credit card details never flow to the travel agency) holds because
the PayCommission message does not include the credit card details. The travel agency (or, to be more
precise the {User, TravelAgency, Airline} domain) does learn that a booking took place (otherwise it
would not receive a commission) but not the parameters of the booking message. Technically, there is
an information flow from the {User, Airline} domain to the less secure {User, TravelAgency, Airline}
domain, but it does not contain the credit card details. So we want to modify the formal system so that it
is secure, but would still detect that the credit card data flows to the travel agency in a faulty model.

The solution is to introduce a new declassification domain from {User, Airline} to {User, TravelA-
gency, Airline} that leaks only the information that a booking took place but nothing more. Fig. 6 shows
how this works.

The original action is split into three actions, one that receives the booking and processes the booking
(messages 15 and 16), but then sets a boolean flag to true (donePB) to indicate that it is finished. Then
the declassification domain {HighLow} sets the flag doPayC to true to indicate that PayCommission can
happen. The third action checks the flag and pays the commission. Both flags are reset after they are
read (not shown in Fig. 6). The second action actually is

if (s(donePB × Airline(0))) then {
s(donePB × Airline(0)) := false;
s(doPayC × Airline(0)) := true; }

The action leaks only the information that donePB was true. This modified system is secure, i.e., the
unwinding condition AOI holds. On the other hand, an illegal information flow would still be detected.
Assume that the PayCommission message includes the credit card details as parameter (PayCommis-
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Figure 5: Original security policy (on the left) and new policy with an additional domain for implicit
declassification (on the right).

Figure 6: Introduction of new actions.

sion(ccd decl)). Then the third action in Fig. 6 observes ccd decl (which must be a local variable), and
the first action alters it (because it writes the credit card details to ccd decl). In effect there would be
a direct information flow from {User, Airline} to {User, TravelAgency, Airline} which is forbidden by
the policy, i.e. the security proof would fail. Since the {HighLow} domain does not leak the credit card
details we have exactly the desired effect.

The main point is that all this (adding a new declassification domain and splitting the original ac-
tion into three) is done automatically during generation of the formal model. This guarantees that the
{HighLow} domain is not used anywhere else (by generating a new unique name) and that the new ac-
tion only accesses the two flags, and nothing else. An unexperienced user could easily make mistakes if
he would model this by hand. To summarize: intransitive noninterference is very flexible, but can lead
to undesired results. This can be remedied in part by the model-driven approach.

5 Related Work

Several approaches exist that tackle similar challenges as IFlow.
UMLSec [17] is a model-driven approach that allows the development of secure applications with

UML. It focuses on cryptographic security but allows basic IF annotations (without declassification) as
well as checking the policy. Compared with IFlow, UMLSec is not focused on IFC, and therefore does
not have a systematic approach towards IFC. Furthermore, UMLSec does not support automatic code
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generation nor code-based IFC.
Seehusen [18] also integrates IF security into a model-driven architecture framework using UML

state machines and sequence diagrams. Like IFlow, it includes a formal analysis of the considered IF
properties, but describes the automatic code generation and the consideration of IF properties on the code
level as future work. Alghathbar et al. [19] describes the modeling of IF in applications using UML. IF
policies are specified separately using Horn clauses and checked against the information obtained from
the UML diagrams. Compared with IFlow, it does not model the IF policies with UML, nor does it
consider the IF on the code level.

Heldal et al. [20, 21] introduce a UML profile that incorporates the decentralized label model [22]
into the UML. It allows the annotation of UML elements with Jif labels in order to automatically generate
Jif code from the UML model. However, the Jif-style annotation already proved to be non-trivial on the
code level (see [23, 24]), while [21] notes that the actual automatic Jif code generation is future work.

To the best of our knowledge, IFlow is the only model-driven approach for information flow control
that includes both verification in a formal model as well as automatic code generation.

6 Conclusion

Information flow control is a possibility to guarantee the privacy and desired release of our data in an
always connected world. Noninterference is one formal technique to ensure information flow control. It
guarantees that in a system where private and public things happen the private actions do not interfere
with the public ones. Since sometimes information like a user’s credit card data should be released
the notion of intransitive noninterference was introduced. However, it is difficult to apply this formal
framework to actual applications. The proofs may fail for a secure system because actions or domain
assignments were unwisely chosen. On the other hand, if too much information is declassified then the
proofs may succeed, but the application is intuitively insecure.

A possible solution to this problem is a model-driven approach that supports the developer in the
application of the formal framework. IFlow is such a model-driven approach that supports the develop-
ment of distributed applications consisting of mobile apps and web services with guaranteed and intuitive
information flow properties. The application is modeled with UML using class and sequence diagrams.
From the model partial Java code can be generated as well as a formal specification based on intransitive
noninterference. The generation takes care of the definition of what an action is and of two important
auxiliary definitions needed for the verification. This greatly simplifies the proofs, and supports the de-
veloper in avoiding errors because he can concentrate on the important aspects, i.e. the information flow
properties. Since the code and the formal model are generated together from the same model properties
proven for the formal specification also hold for the code.
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