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Abstract

Detecting wireless network intruders is challenging since logical addressing information may be
spoofed and the attacker may be located anywhere within radio range. Accurate indoor geolocation
provides a method by which the physical location of rogue wireless devices may be pinpointed whilst
providing an additional option for location-based access control. Existing methods for geolocation
using received signal strength (RSS) are imprecise, due to the multipath nature of indoor radio prop-
agation and additional pathloss due to walls, and aim to minimise location estimate error. This paper
presents an approach to indoor geolocation that improves measurements of RSS by averaging across
multiple frequency channels and determining the occurrence of walls in the signal path. Experimen-
tal results demonstrate that the approach provides improved distance estimates for trilateration and
thus aids intrusion detection for wireless networks.

1 Introduction

Wireless local area network (WLAN) technology based upon the IEEE802.11 standard, often referred
to by the industry accreditation “WiFi”, is now as much a part of corporate networks as Ethernet, is
the predominant networking technology in the home and is integrated into computers, smartphones and
games consoles [1]. Wireless is ubiquitous, but is not without security risks [2]. A WLAN device is as
likely to be a network attacker, or victim, as any other network device but rather than being physically
attached to a port on a network switch, the wireless device could be located anywhere within range of
the wireless network. This makes physically locating an attacker a difficult task.

Since Medium Access Control (MAC) addresses and Internet Protocol (IP) addresses can be spoofed,
it is not possible to distinguish between an authorised device and a spoofed, or insider, copy using net-
work traffic data alone [3]. If the physical location of the devices can be determined then this additional
information may be used to distinguish between them.

In the most common configuration, IEEE802.11 WLAN client network Stations (STA) communicate
via an Access Point (AP) using 2.4GHz radio frequency (RF) signals. The AP might also provide access
into a corporate network and/or the Internet. WLAN networks may be configured such that clients must
authenticate with the AP and data traffic may be encrypted, but in certain cases the authentication and
encryption keys may be obtained by cryptanalysis [4]. For the purposes of this paper we will assume,
however, that the attacker is an insider who possesses the correct authentication credentials. Even without
the correct credentials a number of attacks are possible, such as denial of service, and thus it is desirable
to be able to locate any unauthorised WLAN device [5].

If accurate geolocation is available then additional security mechanisms may be implemented. As
one example, devices could be denied access to the network when inside, or outside, specific areas, such
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as the perimeter of a building. Accurate location tracking also has uses within warehousing and for
autonomous vehicles [6].

2 Location Estimation

Location estimation of wireless devices inside a building is a challenge. The Global Positioning System
(GPS) works very well in outdoor environments. GPS receives signals from multiple satellites and can
calculate position with a 10m accuracy [7]. GPS is rendered ineffective within a building, however, due
to wall and ceiling losses. In addition, client devices must be equipped with GPS receivers and must be
correctly reporting their location. Infrared and ultrasonic location systems have also been proposed, but
these require additional components. It is thus desirable to use the RF communication capabilities of the
WLAN devices themselves to provide the required functionality for geolocation.

Traditional methods for geolocating a RF transmitter include angle of arrival (AoA) using antenna
arrays, time of arrival (ToA) and received signal strength (RSS) [8]. Angulation refers to the use of
angles to calculate positions whereas lateration uses distances derived from ToA or RSS measurements.
For location in two dimensions at least three distances from known points, or “anchors”, is necessary and
the term trilateration is thus used. Given perfect distances, the device’s location is at the intersection of
three circles centred around the anchors.

Triangulation and trilateration have been considered in some detail for wireless sensor networks [9].
The location methods previously proposed in the literature have concentrated upon reducing the estimate
error of combined measurements rather than considering the error mechanisms due to the indoor radio
propagation environment itself, as is done in this paper. One method for improving location estimates
is to track the movement of wireless devices and then apply tracking algorithms, such as Kalman filters,
to the multiple estimates [10]. This approach is useful in the case of moving robotic sensors but is less
applicable in the case of a typical WLAN where devices are not necessarily in motion when being used.
The following subsections consider the use of ToA and RSS methods as applied to WLANs.

2.1 Time of Arrival

Very accurate measurements of signal arrival time are required to estimate the distances encountered in
an indoor environment. WLAN devices typically do not report signal arrival times without additional
custom external hardware [11]. This approach is thus not considered further.

2.2 Received Signal Strength

The reduction in received power with distance of a radio frequency signal transmitted in free space, or
pathloss, follows an inverse square law and is usually calculated using the Friis equation [12]

Lp =
Pr

Pt
= GtGr

[
λ

4πd

]2

(1)

where Lp is the pathloss at distance d. Pt is the power supplied to the transmitting antenna with a
gain of Gt in the direction of the receiving antenna. Pr is the power at the receiving antenna of gain Gr.
λ is the wavelength of propagation.

For a transmission frequency of 2.4GHz and unity gain, free space path loss in dB may be given by

Lp = 40.23+20log(d) (2)
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Received signal strength (power) (RSS) provides good estimates for line-of-sight scenarios with no
multipath, where a direct relationship is present between received signal strength and distance from the
transmitter. The indoor propagation environment, however, is complex and received signals suffer from
a combination of free-space pathloss, signal attenuation primarily due to walls and multipath. Thus, the
received signal strength has a complex relationship with distance, causing errors for geolocation.

IEEE802.11 WLAN devices report received signal strength in the form of Received Signal Strength
Indication (RSSI) values. RSSI is used by the WLAN to decide if the radio channel is free for trans-
mitting and also to decide when to switch, or “roam”, to a different access point. Different vendors
implement RSSI in various ways [13]. The Linksys WRT54G APs used in the experiments described in
Section 4 report RSSI values in dBm. In this paper the term RSS is used to refer to theoretical received
signal strengths and RSSI to refer to received signal strengths as reported by the WLAN AP firmware.
The WRT54G RSSI values are effectively referenced to 0dBm and are thus equivalent to pathloss mea-
surements giving RSSI(dBm) =−Lp.

Multipath in the indoor environment is caused by multiple signal reflections from walls, ceilings,
furniture and other objects. The impact of multipath upon received signals is frequency selective fading.
For a typical indoor environment, frequency selective fading causes fades of as much as several tens of
dBs that vary with location. This directly effects the measured RSSI. A typical measured indoor radio
channel frequency response is shown in Figure 1. This response was obtained by sampling RSS at 501
individual frequencies across a 500MHz bandwidth [14].

Figure 1: Measured indoor 2.0-2.5GHz radio channel frequency response

One indoor geolocation method that has been proposed is to match signal “fingerprints” obtained by
measurements of RSS at locations throughout the building(s) of interest to received signals [15]. The
problem with this approach is that the indoor environment is sufficiently complex with low correlation
between closely spaced locations, of the order of wavelengths, that it would not be practicable to measure
a building to a resolution sufficient for accurate estimation [16]. The accuracy of then matching stored
samples from previous off-line measurements to real-time RSSI values has been shown to be poor [17].

The method presented in this paper uses RSSI as reported by the AP plus additional methods, includ-
ing some knowledge of the indoor environment, to reduce the RSS error and thus improve geolocation
accuracy.
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3 Improving RSS accuracy

Measurements of RSS from a single 25MHz WLAN channel will be subject to multipath fading. Av-
eraging measurements taken across multiple 802.11 WLAN channels provides an implementation of
frequency diversity that provides a more accurate RSS measurement and obviates much of the effect of
frequency selective fading upon RSS.

Now that a useful measurement of RSS is available, the next indoor propagation mechanism to tackle
is the presence of walls and their effect upon the measured RSSI. The effect of walls upon averaged RSSI
values is to present a fixed attenuation depending upon the construction material of the wall [14]. Given
the typical range of a WLAN, it is likely that there will be none to several walls between the AP and
STA. Assuming a maximum of n walls between each AP and STA gives n+ 1 possible distance values
for any measured RSSI value, one of which represents the true distance.

Taking RSSI values from multiple APs with overlapping coverage areas, desirable in any case for
roaming, it is possible to produce a set of possible distances for each AP. When plotted on a floorplan,
these distances may be represented as n+1 concentric circles for each AP. Given that RSS measurements
from at least three APs are required to provide a location estimate, there exists at least (n+1)3 possible
combinations of measurements to provide the location estimate, which in addition are likely to have some
remaining error associated with each measured RSSI value. The accuracy of these position estimate
depends partly upon the accuracy of the wall loss estimate, the measurement accuracy of the AP’s RSSI
mechanism and the geometry of the APs and the STA. Residual errors remain after the multi-channel
averaging process and include other losses such as furniture.

If we now make some assumptions then we may reduce the number of possible combinations of
RSSI measurements to be considered.

3.1 Relationship between RSS and room geometry

Referring to Figure 2, consider a square room with infinitely thin sides of length 2Xs, with an AP placed
at the centre of the room. Assuming free-space pathloss for a 2.4GHz signal, for any client STA if
RSS >−(40.23+20log(Xs)) dBm then the STA must be located within the same room as the AP.

If 2Xd is the diagonal length across the room then for any RSS < −(40.23+ 20log(Xd)) dBm the
STA must be located outside the room.

Figure 2: Square room.

If we consider that the walls of the room have a wall loss associated with them, then providing this
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loss is greater than 3dB (the diagonal of a square is
√

2 times the length of a side resulting in a 3dB
difference in RSS), then for any RSS <−(40.23+20log(Xs)+3) dBm the STA must be located outside
the room. The difference between 3dB and the wall loss allows the condition to also hold true for some
rectangular rooms.

Providing the dimensions of the room housing the AP are known, for a given RSSI value it is thus
possible to determine the occurrence of a wall between the AP and STA. RSSI values may then have
a correction applied when calculating distances based upon free-space pathloss to take into account the
additional wall loss. Wall losses for typical building materials are available in the literature, although it
is fairly straightforward to measure wall loss by placing the AP on one side of the wall and the STA on
the other at a known distance. For brick walls a loss of 5dB is typical.

This theory may be extended to consider the set of rooms adjacent to the room housing the AP. In this
manner, the number of walls between the AP and the STA for a given RSS may be determined. Clearly
for this extended method to be applied a floorplan of the building must be available.

4 Experiments

4.1 Experiment Setup and Location

A 15x30m section of a building at Cranfield University, the Heaviside Laboratory, was used as the
location for a series of experiments to test the indoor geolocation methods described in the above sections.
The test area comprised seven rooms and is predominantly of brick construction.

The Linksys WRT54G AP allows for an updated open source firmware, DD-WRT [18], to be installed
that provides RSSI measurements in dBm and thus these APs were chosen for the experiments. A 3com
WLAN PCMCIA card was chosen as the client STA device, but any WLAN STA client device would
have been suitable.

4.2 Relationship Between RSS and Distance

Preliminary experiments were carried out to investigate the relationship between RSS and distance for
line-of-sight locations. These experiments have been described in a previous paper [19]. Figure 3 re-
produces measured RSSI values for four WLAN channels measured at various distances from an AP.
The theoretical free-space loss is included for comparison. As expected, multipath causes fading which
produces significant deviation of RSS from free-space loss.

Results for averaging across WLAN channels are presented in Figure 4. The averaging process
produces estimates which are close to the theoretical free-space loss and thus will provide more accurate
geolocation estimates.

4.3 Geolocation Experiments

APs were placed in the centre of four rooms as marked by numbers 1 to 4 on Figure5. A client STA
was then connected, or “associated” to use the IEEE802.11 terminology, with the WLAN network and
moved between multiple locations throughout the test area. Since an STA will automatically reassociate
to the strongest available signal as part of the roaming process, by switching the AP’s RF signal on and
off in turn it was possible to obtain an RSSI reading for the STA at each location from all four APs. For
each association the reported RSSI was recorded for each of the 13 frequency channels available on the
AP.
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Figure 3: Variation in RSSI for 4 different WLAN channels.

Figure 4: RSSI averaged across 13 WLAN channels against distance for multiple STA locations and
three AP locations.

4.4 Geolocation Using Single-Channel RSSI Measurements

A typical geolocation result using uncorrected single channel RSSI measurements is presented in Figure
6 for comparison. The figure represents the test area, showing the location of walls as lines and the
actual location of the STA as a small square. The estimated distances of the STA from each AP as
calculated from reported RSSI is depicted as circles.The combination of multipath and wall loss means
that estimated distances are wildly inaccurate with the only intersection of circles within the area covered
by the floorplan appearing outside of the test area. Two of the circles lie completely outside the area
covered by the floorplan and thus do not appear in the figure.
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Figure 5: Floorplan of the area used for experiments showing the location of APs 1-4. Scale is metres.
The upper half of the figure represents locations outside of the building.

Figure 6: Estimated geolocation curves based upon uncorrected RSSI measurements.

4.5 Geolocation Using Averaged RSSI Values

A typical geolocation result using averaged RSSI values is presented in Figure7. The intersection of two
circles is closer to the true location but without the wall losses taken into account the distance estimates
remain inaccurate.

4.6 Geolocation Using Averaged RSSI Values and Predicted Wall Occurrences

Including the predicted number of walls between AP and STA improves the estimated distances and pro-
vides geolocation estimates that lie close to the true location of the client STA. Figure8 shows a typical
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Figure 7: Improvement in geolocation estimates due to averaging of RSSI values across WLAN channels.

example where results from all four APs have been combined using trilateration to reduce the geoloca-
tion error to a mere 1.25 metres. Geolocation estimates are plotted as small crosses. The experiment was
repeated for additional STA locations to validate the method.

Figure 8: Accurate geolocation estimates using prediction of wall occurrences.

5 Conclusion

The complexity of the indoor radio propagation environment makes accurate geolocation of wireless
devices challenging. This paper has presented a novel approach to improving geolocation accuracy by
considering the dominant propagation mechanisms that cause errors for RSS measurements, namely mul-
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tipath and wall loss. The effect of multipath on RSS is reduced by averaging RSSI values across multiple
WLAN channels. A method has been presented to determine the occurrence of walls between APs and
STAs to improve RSS measurements, based upon knowledge of the indoor room layout, and hence to im-
prove estimated distances for trilateration. Experimental results demonstrate that the approach provides
accurate geolocation within the indoor environment and thus aids detection of WLAN insider attacks.
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