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Sanja Kerznar Osolnik1, Patrik Pucer2, Damjan Vavpotič3,
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Abstract

The number and variety of smart devices aiming to assist older adults with personal and social life
is increasing. However, the broader use of technology by older adults inevitably raises concerns re-
garding their vulnerability to cyberthreats. This study has three key objectives: (1) to identify which
smart devices are available to older adults, (2) to determine which devices are used by older adults
in nursing homes and (3) to conduct a preliminary analysis of exposure of older adults in nursing
homes to cyberthreats due to their use of smart devices. To achieve these objectives, a systematic
literature review was first conducted to identify available smart devices. Next, focus groups among
caregivers in 23 nursing homes in Slovenia and interviews with nine older adults residing in two
different nursing homes in Slovenia were conducted to determine which smart devices are used by
older adults in nursing homes, and to preliminary analyze the exposure of older adults in nursing
homes to cyberthreats. Results indicate that older adults in nursing homes mostly use only mobile
and entertainment devices. The frequency of using smart devices for health and wellness is relatively
low. Older adults in nursing homes are currently at particular risk during mobile device use due to
human factors. Nevertheless, this may change in the near- to mid-term future as smart devices get
more widely used.

Keywords: senior citizens, older adults, cybersecurity, mobile security, cyber threats, smart home,
institutional care home, residential care home

1 Introduction

The number of older adults is rapidly growing. In 2020, 727 million people globally were aged 65 or
older, while United Nations predict this number to increase to 1.5 billion in 2050 [1]. Such change in-
dicates that aging is becoming the prominent anthropological phenomenon of the 21st century [2]. Two
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main technology groups are aimed at senior citizens: assistive and communication technologies [2]. As-
sistive technologies, such as medical or rehabilitation assistants, health monitors, fall detectors, smart
lights, and social assistants, are helping senior citizens to live in their environment, stay mobile, and
functionally capable [3]. On the other hand, communication technologies help prevent social isolation,
which was especially pronounced during controlling the COVID-19 pandemic by visitation restrictions
in geriatric care facilities and other general restrictions enforced during the peak of the crisis [4]. Smart
communication devices adopted during the pandemic were retained and are now readily used also by the
senior citizens who did not use such devices before. However, introducing assistive and smart commu-
nication technologies is also raising concerns. Firstly, due to impaired cognitive abilities, their adoption
time is long(er); hence they might feel an even greater divide between them and younger generations.
Secondly, for the same and other reasons, concerns are raised about their cybersecurity – primarily since
most of these devices can or actually do collect their personal data [2].

Several authors have already conducted systematic literature surveys addressing the abovementioned
aspects: the senior citizens’ technology adoption and cybersecurity issues. Recently, [5] explored expe-
rience and the factors affecting the acceptance and use of wearable devices among senior citizens, [6]
focused on learning and using eHealth among senior citizens and the differences between them when
living in rural and nonrural settings, [5] investigated adoption and use of wearable devices among senior
citizens, literature survey conducted by [7] aimed their attention at risks of smart home adoption, while
[8] explored ethical consideration of senior citizen’s technology adoption.

In contrast, cybersecurity issues related to senior citizens are addressed less frequently, even though
the number of published papers is increasing. Several authors investigated the issue. [2] proposed a
model for categorizing senior citizens according to their vulnerability to cybersecurity threats, [9] dis-
cussed a solution based on recruitment, training, and supporting older adults to become community
cybersecurity educators, [10] developed an organization, social and individual cybersecurity awareness
model aimed at senior citizens, and [11] identified and discussed several significant challenges in cyber-
security behavior among seniors. However, systematic literature surveys are particularly scarce in this
research field. To the best of our knowledge, there is no systematic literature survey addressing general
cybersecurity among senior citizens’ smart device use. Additionally, information on which technolo-
gies are most frequently used by senior citizens is particularly scarce, even though such information is
essential for understanding senior citizens’ vulnerability and designing activities to mitigate the cyber
threats.

Present research aims to meet the following objectives. Firstly, to identify through a structured liter-
ature review which smart devices are designed for and available to older adults. Secondly, to determine
which smart devices are actually used by older adults in nursing homes. Thirdly, to conduct a prelimi-
nary analysis of the exposure of older adults in nursing homes to cyberthreats due to their use of smart
devices.

The paper is structured as follows. Section 2 presents the methods used to achieve the aforementioned
objectives. The section is further divided into subsections. The method for achieving the first objective is
presented in subsection 2.1, and the method for achieving the second objective is presented in subsection
2.2. Finally, the method for the third objective is shown in the section 2.3. Section 3 presents the results
and discussion, which is, similar to section2, also divided into three subsections according to the three
objectives. Section 4 draws conclusions.

2 Method

We employed a mixed-methods approach to determine the use of smart devices by older adults residing
in nursing homes in Slovenia, and to conduct a preliminary analysis of their exposure to cyberthreats.
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First, we conducted a structured literature review of smart devices available to older adults to ensure that
a state-of-the-art categorization of smart devices is used during the following steps. Next, focus groups
with people working with older adults in nursing homes and interviews with older adults living in nursing
homes were held to determine which smart devices are owned and used by nursing home residents, and
to gain insights into their use of smart devices.

The study proposal was approved on 26 January 2022 by the Research Ethics Committee of the
University of Maribor, Faculty of Criminal Justice and Security.

2.1 Structured literature review of smart devices available to older adults

We took a classification of smart devices by Bugeja et al. [12] as the baseline for our study. To ensure
that the categorization includes all state-of-the-art smart devices that could be used by the elderly, we
additionally conducted a structured literature review of smart devices available to older adults.

The structured literature review involved querying Web of Science and Scopus bibliographic databases
for papers published in 2019 or later with search terms like ”old people”, ”senior citizens”, ”older adults”,
”smart device*”, ”smart home” and ”home automation” on 25 January 2022.

The queries returned 1096 records, of which 772 were unique. We further excluded papers that were
not written in English, conference reviews, data papers, meeting abstracts and notes resulting in 747
papers. We reviewed titles, abstracts and keywords of these papers to identify those that systematically
present smart devices (e.g., categorization of smart devices). 45 papers that fit the inclusion and exclusion
criteria presented in Table 1 were reviewed in full. 19 papers were further excluded after full article
review. Finally, 26 papers were included in the review. The structured literature review process is
presented in Figure 1.

Table 1: Inclusion and exclusion criteria.
Inclusion criteria Exclusion criteria
Article written in English Article not written in English
Journal article, conference paper, book chapter,
review paper or book

Conference review paper, data paper, meeting
abstract or note

Systematically presents smart devices Article not available to the researchers
Article available to the researchers

2.2 Focus groups with people working with older adults in nursing homes

Focus groups were conducted among people working with older adults in nursing homes in Slovenia
between 2 and 17 March 2022. Invitations to participate in the focus groups were sent to people working
with older adults in 97 nursing homes (one invitation per nursing home). The focus groups included
questions about what smart devices do older adults in nursing homes own, use or do not use, whether
smart devices are connected to the Internet, and whether older adults experienced any inconveniences
while using them. In total, 23 people working with older adults participated in the focus groups providing
for a 23.7% response rate. Additionally, five participants provided inventories of smart devices used by
older adults in their respective nursing homes.

2.3 Interviews with nursing home residents

Semi-structured interviews were conducted among older adults in nursing homes in Slovenia between 9
and 11 March 2022. The interview questionnaire focused on what smart devices do interviewees own, use
or do not use, whether their devices are connected to the Internet, and any inconveniences experienced

70



Use of smart devices by the elderly: Nursing home residents in Slovenia Mihelič et al.

Figure 1: Systematic literature review process.

while using them. A total of nine interviews with older adults in two nursing homes were conducted.
Respondents were from 55 to 94 years old (M = 71.0,SD = 13.1). Four respondents were male and
five respondents were female. Seven respondents had finished high school or less while two respondents
had received a Bachelor’s degree or equivalent. All respondents lived in an urban environment. Their
primary source of information was TV (5), printed media (2), the Internet (1), and family and friends (1).

3 Results and discussion

3.1 Smart devices available to older adults

This subsection summarizes the results of the structured literature review. Table 2 presents the 11 identi-
fied categories of smart devices that are available to older adults according to the published literature. The
table includes references to the articles included in the structured literature review based on categories of
smart devices they focus on.

The wide variety of smart devices available for older adults indicates a thriving market. This on one
hand supports the common assumption that older adults are among those who can benefit most from the
use of smart devices [38, 7]. On the other hand, it may be thus safe to assume that any smart device on the
market can become available to older adults, either by direct purchase or given by their family members
or caregivers among others. Although this structured literature review shed light on which smart devices
are available to older adults, it does not yet answer which devices are really used by the elderly.
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Table 2: Categorization of smart devices available to older adults.
Category Examples of smart devices Sources
Mobile devices Smartphone, tablet [13, 14, 15, 16, 17, 18,

19, 20, 21, 22, 23]
Entertainment devices
and systems

Smart TV, smart media player, smart speaker, smart
toys, smartwatch

[13, 16, 19, 24, 20]

Human-machine interface Voice command devices [25, 26, 16, 19, 21, 22,
23, 23]

Health and wellness Smart bed, smart scale, smart baby formula maker,
smart pet feeder, smart medical devices

[27, 28, 26, 13, 14, 29,
15, 30, 16, 17, 31, 7, 18,
19, 24, 20, 32, 33, 21,
22, 34, 23]

Portable household appli-
ances and kitchen aids

Smart coffee machine, smart kettle, smart egg tray,
smart dashboard

[13, 29, 23]

Stationary household
appliances

Smart cooker, smart oven, smart stove, smart dish-
washer, smart fridge, smart washing machine, smart
clothes dryer

[26, 29, 17, 24, 23]

Robotic appliances Smart vacuum cleaner, smart floor mopper / scrubber,
smart window cleaner, smart gutter cleaner, smart lawn
mower, smart pool cleaner, robotic assistants

[35, 36, 13, 29, 15, 30,
17, 7, 18, 19, 24, 20, 33,
21, 22, 34, 23]

Security and safety Smart cloud camera, smart door bell, smart smoke de-
tector, smart locks

[25, 37, 28, 26, 13, 16,
17, 7, 18, 19, 24, 20, 32,
22, 34, 23]

Energy and resource
management

Smart climate control, smart lighting system, smart en-
ergy monitor, smart shower head, smart water meter,
smart plant growing system, smart power outlet, smart
shades/blinds motor, smart garage door controller, smart
water valve

[37, 26, 30, 16, 17, 7,
18, 19, 24, 34, 23]

Sensors Smart air quality monitor, smart CO/CO2 detector, smart
presence detector, smart temperature monitor, smart
moisture monitor

[25, 37, 28, 26, 13, 14,
29, 15, 30, 16, 17, 31,
7, 18, 19, 24, 20, 32, 33,
21, 22, 34, 23]

Networking and utilities Smart home hubs, smart routers [14, 30, 16, 31, 18]
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3.2 Use of smart devices by nursing home residents

Table 3 presents the frequency of use of smart devices by older adults in nursing homes according to the
focus groups.

Table 3: Use of smart devices according to focus groups.
Category Smart devices Frequency
Mobile devices Smartphone, tablet 24
Entertainment devices and systems Smart TV, smart media player, smart speaker,

smartwatch, smart toys
16

Health and wellness Smart bed, smart scale, smart hearing aids, smart
aids for visually impaired, blood sugar monitor

6

Stationary household appliances Smart stove, smart oven, smart fridge 5
Security and safety Smart door bell, smart smoke detector 5
Portable household appliances and
kitchen aids

Smart coffee machine, smart kettle 4

Human-machine interface Communicator 1
Energy and resource management Smart A/C 1
Robotic appliances - 0
Sensors - 0
Networking and utilities - 0

These results indicate that older adults in nursing homes use most categories of smart devices, with
the exception of robotic appliances, sensors, and networking and utilities. All smart devices identi-
fied during the focus groups fit into the predetermined categories of smart devices. The most common
categories of smart devices are mobile and entertainment devices. Nevertheless, these and other smart
devices are not always connected to the Internet as indicated by several caregivers indicated in the focus
groups. They also pointed out that some nursing home residents need help provided by their caregivers
when accessing the Internet.

The results indicate a relatively low frequency of health and wellness devices which may seem sur-
prising given the increased healthcare needs of several nursing home residents. This can be explained
by the fact that healthcare for nursing home residents is provided in other ways. Nursing homes provide
necessary care to their residents, so the need for their own health and wellness devices may be relatively
low when compared to older adults living elsewhere. A second explanation would be that nursing homes
in Slovenia have not yet fully started their transition to smart healthcare. Namely, smart devices are not
yet being introduced on a large scale.

The focus groups also revealed that there is a significant proportion of shared smart devices that are
used by multiple nursing home residents. These smart devices tend to be larger and can be shared among
different residents (e.g., smart TVs, smart stoves, smart dishwashers, etc.). The proportion of smart
device users presented in Table 4 also indicate that a widely varying proportion of residents in nursing
homes own and use their smart devices.

Table 4: Smart device users in nursing homes according to the provided inventories.
Nursing home Residents Smart device users
NH1 75 45 (60.0%)
NH2 109 23 (21.1%)
NH3 179 5 (2.8%)
NH4 180 7 (3.9%)
NH5 41 3 (7.3%)
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The proportion of smart device users in nursing homes widely varies from less than 3% to 60%. Such
differences may be explained by differing policies for using shared smart devices in different nursing
homes (e.g., some nursing homes may prefer having a shared smart TV instead of each resident having
his own smart TV). Next, nursing homes may also have different methodologies for managing their
inventories (e.g., some nursing homes may not recognize certain smart devices as smart) which may be
caused by a lack of awareness of their staff regarding smart devices. This may be understandable since
it’s a relatively new market and smart devices are not yet widely adopted among the general population.
Finally, nursing homes may host a varying proportion of older adults who are able and willing to use
smart devices.

Use of smart devices according to the provided inventories is presented in Table 5. The provided
inventories enabled us to determine the actual number of users of smart devices in five different nursing
homes.

Table 5: Use of smart devices according to the provided inventories.
Category Smart devices NH1 NH2 NH3 NH4 NH5 Total
Mobile devices Smartphone, tablet 40 13 5 5 3 66
Entertainment devices and systems Smart TV 29 18 0 1 1 49
Health and wellness Blood sugar monitor 1 0 0 2 0 3
Stationary household appliances - 0 0 0 0 0 0
Security and safety - 0 0 0 0 0 0
Portable household appliances and
kitchen aids

- 0 0 0 0 0 0

Human-machine interface Communicator 1 0 0 0 0 1
Energy and resource management - 0 0 0 0 0 0
Robotic appliances - 0 0 0 0 0 0
Sensors - 0 0 0 0 0 0
Networking and utilities - 0 0 0 0 0 0

Although the focus groups revealed a wide variety of smart devices used by older adults in nursing
homes, the provided inventories did not indicate such a wide variety of smart devices. This points to the
lack of awareness of people managing inventories of devices regarding which devices are considered as
smart devices.

Table 6 presents the frequency of use of smart devices by older adults in nursing homes according to
the interviews.

Table 6: Use of smart devices according to interviews.
Category Smart devices Frequency
Mobile devices Smartphone, tablet 8
Entertainment devices and systems Smart TV, smartwatch 7
Health and wellness Smart stationary bike, smart blood pressure moni-

tor, smart massage device
2

Stationary household appliances Smart coffee machine 1
Security and safety - 0
Portable household appliances and
kitchen aids

- 0

Human-machine interface - 0
Energy and resource management - 0
Robotic appliances - 0
Sensors - 0
Networking and utilities - 0
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These results appear to support some of the findings by the focus groups. First, most older adults
in nursing homes use mobile and entertainment devices. Next, the frequency of nursing home residents
using health and wellness devices is relatively low. The interviews also revealed that caregivers and
family members play an important role in teaching nursing home residents how to use smart devices.
Nursing home residents also turn to them when experiencing difficulties while using smart devices. In
some cases, interviews expressed that they cannot use their smart devices without the help from their
caregivers. Finally, the interviews unveiled that most nursing home residents have mobile devices (i.e.,
smartphones and/or tablets) that are connected to the Internet albeit other smart devices are typically not
connected. This may indicate that caregivers are not always aware that smart devices of nursing home
residents are connected to the Internet.

3.3 Preliminary analysis of exposure of older adults in nursing homes to cyberthreats

According to the focus groups, inconveniences while using smart devices are rarely encountered. In one
focus group, it was noted that there are occasional cases of hacking into smart devices due to visiting
malicious websites, and another one exposed a case of an older woman who was convinced that her
phone is being hacked. In the latter case, the allegations were never confirmed. This points to either
a low level of victimization among older adults in nursing homes limited to mobile devices, or a low
detection rate of such incidents by caregivers.

The interviews unveiled an interviewee who was a victim of a social engineering attack on Google
Hangouts that resulted in a financial loss. No other inconveniences were reported by the interviewees.
Again, victimization was limited to mobile devices and a human factor.

These results may also indicate that the detection rate of victimization with other categories of smart
devices is relatively low since it may be hard to notice. Mobile devices offer direct interaction with
the Internet which enables users and their caregivers to notice that an incident has occurred. It may be
different with smart devices that do not offer such interaction but nevertheless connect to the Internet
either directly or through other (e.g., mobile) devices. Although only mobile and entertainment devices
are connected to the Internet according to the results of our study, these results therefore do not mean
that older adults are not overly exposed to risks in the cyberspace.

Currently, the variety of smart devices used by older adults in nursing homes in Slovenia is relatively
low. We can expect that the smart device market will mature and adoption rates for other categories of
smart devices besides mobile and entertainment devices will significantly increase among older residents
of nursing homes in the near- to mid-term future. The results of our study suggest that most older
adults in nursing homes in Slovenia are not adequately prepared for broad adoption of smart devices
yet. A significant proportion of older adults needs help when using smart devices online, although
there are noticeable differences between older adults regarding their ability to act independently on the
Internet. The results of our study support recent attempts at categorizing older adults according to their
vulnerability to cyberthreats [2]. To prepare older adults for using smart devices with their full potential
(e.g., using the device connected to the Internet), older adults thus need appropriate security measures and
training to avoid being overly vulnerable to cyberattacks. Since many older adults in nursing homes seek
help of their younger family members, it would be reasonable to consider intergenerational cooperation
between older adults and younger age groups who are more proficient in using smart devices.

4 Conclusion

This paper reports on a study among caregivers and older adults in nursing homes in Slovenia. The study
included a structured literature review which helped to identify which smart devices are available to older
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adults, and focus groups with caregivers in nursing homes and interviews with older adults in nursing
homes to determine which devices are actually used by older adults in nursing homes and to conduct a
preliminary analysis of their exposure to cyberthreats.

This study has some limitations that readers should note. First, the study involved a limited number
of interviewees. Interviews are a necessity when studying older adults since it enables them to express
themselves correctly. Since interviews are time- and resource-consuming, they are not an appropriate
way of collecting information that can be used for large-scale statistical analyses. Future studies may
consider developing simplified survey instruments that would enable the collection of quantitative data
from older adults in nursing homes on a large scale. Improvements to managing inventories of smart
devices in nursing homes may also help in collecting relevant data – although adoption of improved
practices may be a challenge of its own. Second, this study focused on older adults living in nursing
homes. Future studies may focus on older adults living elsewhere (e.g., alone at home). Third, this study
focused on a single cultural context in a society where smart devices are not yet widely adopted. Studies
comparing different cultural contexts and/or broader smart device adoption rates would help to better un-
derstand how a wider adoption of smart devices would affect older adults in nursing homes. Finally, this
paper reports on a preliminary analysis of exposure of older adults in nursing homes to cyberthreats. A
more in-depth analysis of their exposure to cyberthreats, including the ability to detect victimization and
how incidents are reported, would be highly beneficial and helpful in developing adequate approaches to
protect this population or strengthen their self-protection capabilities when using smart devices.
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