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Abstract

The public key encryption with keyword search (PEKS) provides a way for users to search data which
are encrypted under the users’ public key on a storage system. However, the original schemes are
based on the unrealistic assumption of a secure channel between the receiver and the server. Baek et
al. [1] first proposed a secure channel-free public key encryption with keyword search (SCF-PEKS)
to remove the assumption. However, Rhee et al. [2] point out that the SCF-PEKS scheme suffers
from the keyword-guessing attack and proposed a scheme which satisfies the property of trapdoor
indistinguishability without using an additional secure channel. In this paper, we construct a new
efficient trapdoor-indistinguishable public key encryption with keyword search. Moreover, we prove
that the proposed scheme can achieve the desired security properties.

Keywords: Searchable encryption, Keyword search, Trapdoor, PEKS

1 Introduction

With the development of Cloud computing, more and more private and confidential information is being
centralized into cloud [3][4]. Therefore, people are increasingly concerned about the security of the
cloud. Traditionally, in order to protect the sensitive information stored on the cloud, some kind of
access control mechanism may be applied in the database management system, such as MS Access.
Access control is an effective way to protect your information under the assumption of a trusted server
on which the database runs. However, access control is not a panacea in the real-world applications.
In some cases, we cannot fully trust the server. An alternative solution is the encryption the data before
saving them on the cloud. This can achieve the confidentiality of the data even against the inside attackers
such as curious database system administrators. What the user need to do is to keep the encryption keys
carefully without revealing them to the internal system manager. However, an inherent problem is how
to retrieve the encrypted data efficiently.
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Keyword search over encrypted data which enables a user to search encrypted data without leaking
any information on the query and data can resolve this problem. Let us consider the following appli-
cation: Suppose Alice is a decision-makers of a company, and many employees of the company send
Alice emails which contains a lot of decision-making information. Assume that an employee encrypts
his emails using a standard public key system and appends to the resulting ciphertext of a Public Key
Encryption with Keyword Search (PEKS) of each keyword in a could service. In order to send a message
M with keywords W1, . . . ,Wk, an employee sends

EApub(M) ‖ PEKS(Apub,Spub,W1) ‖ · · · ‖ PEKS(Apub,Spub,Wk)

to the sever, where Apub is Alice’s public key, and Spub is Server’s public key. Alice gives the server a
trapdoor TW via the public channel and then the server can use TW to select the desired emails [5].

In the original scheme, a certain keyword corresponds to a constant trapdoor. Therefore, an attacker
who intercepts and captures the communications can statistics the frequency of occurrences of these trap-
doors, and then he can choose the highest frequency trapdoor to attack [6]. Once the attack is successful,
an attacker may know Alice’s privacy interests. To solve this problem, the proposed PEKS scheme should
satisfy the following properties: 1) Removing secure channel: this means that the trapdoors can be sent
via a public channel and an outside attacker cannot determine which PEKS ciphertext encrypts which
keyword even the attacker gets all the trapdoors for the keywords; 2) Trapdoor indistinguishability: the
notion is firstly introduced in [2], which guarantees that the trapdoor does not reveal any information on
any keyword without the server’s private key.

In this paper, we construct a new trapdoor-indistinguishable public key encryption with keyword
search, which does not require a secure channel between the receiver and the server. The trapdoor of
our scheme is updated every time, that means an attacker can not distinguish two trapdoors even the two
trapdoors come from the same keyword. It can effectively prevent information leakage. Compared with
the existing schemes, the proposed scheme has advantages of better performance from the view of the
receiver.

1.1 Related Work

With the increasing private data having been stored on the sever, the questions about how to protected
them [7][8][9][10][11] and how to search them [12][13][14][15] have become a focus for researchers.
There are three different types of keyword search systems over encrypted data, and the solutions for each
are different. The first type is a public storage system, a user wants to store his sensitive information to
a remote database and wishes never leak any information to the remote database administrator. Later,
the user can retrieve information from the remote database with a particular keyword. Solutions to this
problem has been presented in the early 1990’s by Ostrovsky [11] and Ostrovsky and Goldreich [?]. A
secure keyword search scheme by using a symmetric cipher was first proposed in [16], then a conjunctive
keyword search scheme that provide a solution for users to search the conjunction of multiple keywords
with one encrypted query was proposed in [17]. The second type is a vendor system. Here the database
data is public, but the information stored on the database is public and the user is unaware of the data
stored on the database. At the same time, the user wishes to search for the information without revealing
to the database administrator. Public Information Retrieval (PIR) protocols offer a solution for this
problem [18] [19]. An oblivious keyword search scheme, which makes a user can retrieve data that
contain a keyword, was introduced in [20]. The scheme was later improved in [21]. The third type is a
store-and-forward system, the user can search information that is encrypted under the user’s public key
on a storage system. A public key encryption with keyword searching (PEKS) scheme was first proposed
in [5]. However, the scheme assumes a secure channel between the receiver and the server. Baek et al.
[1] first proposed a secure channel-free public key encryption with keyword search (SCF-PEKS) to solve
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this problem. An efficient searchable public key encryption scheme was proposed in [22] and a fuzzy
keyword search scheme was proposed in [23].

However, there are still some security flaws in SCF-PEKS scheme, as pointed out in [6]. Given a
trapdoor, an attacker can determine the trapdoor corresponds to which keyword. Therefore, if an attacker
who intercepts and captures the trapdoors between the receiver and the server, he is able to know the
user’s private interests and querying patterns by analyzing the frequency of occurrences of trapdoors
and keyword-guessing attack. Rhee et al. [2] first addressed this problem and introduced the notion of
“trapdoor indistinguishability” to solve it.

1.2 Organization

The organization of this paper is as follows. Some preliminaries are given in Section 2. The proposed
efficient trapdoor-indistinguishable public key encryption with keyword search and its security analysis
are given in Section 3. Finally, conclusions will be made in Section 4.

2 Preliminaries

In this section we first introduce some related definitions and then overview the SCF-PEKS scheme
proposed in [1].

2.1 Overview of the SCF-PEKS scheme

As described in [1], three parties called “sender”, “receiver” and “server” are involved. The sender is
a party that creates and sends encrypted keywords, which we call “PEKS ciphertexts”. The server is
a party that receives PEKS ciphertexts and performs search upon receiving trapdoors from the receiver.
The receiver is a party that creates trapdoors and sends them to the server to find the data that it wants. We
review the formal definition of SCF-PEKS given in [1], the SCF-PEKS scheme consists of the following
algorithms:

• A common Parameter Generation Algorithm KeyGenParam(k): Taking a security parameter k ∈ N
as input, this algorithm generates a common parameter cp.

• A Server Key Generation Algorithm KeyGenServer(cp): Taking a common parameter cp as input,
this algorithm generates a private and public key pair (skS, pkS) of the receiver.

• A Receiver Key Generation Algorithm KeyGenReceiver(cp): Taking a common parameter cp as
input, this algorithm generates a private and public key pair (skR, pkR) of the receiver.

• A Secure Channel Free PEKS Algorithm SCF −PEKS(cp, pkS, pkR,w): Taking a common pa-
rameter cp, a server’s public key pkS, a receiver’s public key pkR and a keyword w as input,
this algorithm returns a PEKS ciphertext S which is a searchable encryption of w. We write
S = SCF−PEKS(cp, pkS, pkR,w).

• A Trapdoor Generation Algorithm Trapdoor(cp,skR,w): Taking a common parameter cp, a re-
ceiver’s private key skR and a keyword w as input, this algorithm generates a trapdoor Tw for w.

• A Test Algorithm Test(cp,Tw,skS,S): Taking a common parameter cp, a trapdoor Tw for the key-
word w, the server’s private key skS, and a PEKS ciphertext S = SCF −PEKS(pkS, pkR,w′), this
algorithm returns a symbol “Correct” if w = w′ and “Incorrect” otherwise.
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The SCF-PEKS scheme works as follows: 1) The receiver and the server run the KenGen algorithm
to get their public/private key pairs, respectively. 2) When the sender wants to send an email m containing
keywords W1 . . . ,Wk to the server, The sender first runs the E algorithm to encrypt the email, and then
runs SCF-PEKS to encrypt all the keywords, respectively, and sends both the ciphertext of the email and
keywords to the server. 3) When the receiver wants to retrieve emails containing keyword Wj( j ∈ Z+),
he runs the Trapdoor algorithm to get W ′js trapdoor TW j , and sends it to the server. 4) When receiving
the trapdoor, the server runs the Test algorithm to decide whether a given email contains keyword Wj, if
the email exists, the server sends the email to the receiver. otherwise, the server return 0 to the receiver.

2.2 Security of our scheme

We define security for our scheme in the sense of IND-CPA security (Beak et al.2008) and Trapdoor-
IND-CPA security [2]. As described in [5], IND-CPA guarantees that the server that has not obtained
the trapdoors for given keywords cannot tell which PEKS ciphertext encrypts which keyword, and the
outside attacker that has not obtained the server’s private key cannot make any decisions about the PEKS
ciphertexts even though the attacker gets all the trapdoors for the keywords that it holds. As described in
[2], Trapdoor-IND-CPA asks that an attacker (excluding the server and the receiver) can not distinguish
between the trapdoors of two challenge keywords. We define the IND-CPA security and trapdoor-IND-
CPA for our scheme as follows, which had been described in [1] [2]:

Let A be an attacker whose running time is bounded by t which is polynomial in a security parameter
k and B be a challenger. We consider the following three games:

Game 1: A is assumed to be a server.

Phase 1-1: The common parameter generation algorithm KeyGenParam(k), the two key generation
algorithms KeyGenReceiver(k) and KeyGenServer(k) are run. A common parameter cp, private and public
key pairs of the receiver and the server, which we denote by (skR, pkR) and (skS, pkS) respectively, are
then generated. cp, pkR,skS, and pkS are given to A while skR is kept secret from A.

Phase 1-2: A queries a number of keywords, each of which is denoted by w, to the trapdoor genera-
tion oracle Trapdoor and obtains a corresponding trapdoor Tw.

Phase 1-3: A outputs a target keyword pair (w∗0,w
∗
1). ( Notice that none of w∗0 nor w∗1 has been queried

for obtaining a corresponding trapdoor in Phase 1-2). Upon receiving this, the PEKS oracle PEKS
chooses β ∈{0,1} uniformly at random and creates a target PEKS ciphertext S∗=PEKS(cp, pkS, pkR,w∗β )
and returns it to A.

Phase 1-4: A issues a number of trapdoor extraction queries as in Phase 1-2. The restriction here is
that w∗0 and w∗1 are not allowed to be queried as trapdoor extraction queries.

Phase 1-5: A outputs its guess β ∈ {0,1}.

We define A’s success in Game 1 by SuccGame1(k) = Pr[β ′ = β ]− 1
2 .

Game 2: A is assumed to be an outside attacker (including the receiver).
‘

Phase 2-1: The common parameter generation algorithm KeyGenParam(k), the two key generation
algorithms KeyGenReceiver(k) and KeyGenServer(k) are run. A common parameter cp, private and public
key pairs of the receiver and the server, which we denote by (skR, pkR) and (skS, pkS) respectively, are
then generated. cp, pkR,skR, and pkS are given to A while skS is kept secret from A.

Phase 2-2: A queries a number of keywords, each of which is denoted by w to the trapdoor generation
oracle Trapdoor and obtains a corresponding trapdoor Tw.
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Phase 2-3: A outputs a target keyword pair (w∗0,w
∗
1). Upon receiving this, the PEKS oracle PEKS

chooses β ∈{0,1} uniformly at random and creates a target PEKS ciphertext S∗=PEKS(cp, pkS, pkR,w∗β )
and returns it to A.

Phase 2-4: A issues a number of trapdoor extraction queries as in Phase 2-2. Differently from Game
1, w∗0 and w∗1 are allowed to be queried as trapdoor extraction queries.

Phase 2-5: A outputs its guess β ′ ∈ {0,1}.

We define A’s success in Game 2 by SuccGame2(k) = Pr[β ′ = β ]− 1
2 . The scheme is said to be

IND-CPA secure if SuccIND−CPA(k), SuccGamei(k), where i is either 1 or 2, is negligible in k.

Game 3: A is assumed to be an outside attacker.

Phase 3-1: The common parameter generation algorithm KeyGenParam(k), the two key generation
algorithms KeyGenReceiver(k) and KeyGenServer(k) are run. A common parameter cp, private and public
key pairs of the receiver and the server, which we denote by (skR, pkR) and (skS, pkS) respectively, are
then generated. cp, pkR,skR, and pkS are given to A while skS is kept secret from A.

Phase 3-2: A makes the trapdoor queries of the form w, and B can adaptively ask Tw for any keyword
w.

Phase 3-3: A outputs a target keyword pair (w∗0,w
∗
1), on which it wishes to be challenged. The

restrictions are that both w∗0 and w∗1 has been queried for obtaining the corresponding trapdoors, Tw1 and
Tw2 , and that the attacker did not previously ask for the trapdoors, Tw1 and Tw2 , in phase3-2. B picks a
random β ∈ {0,1} and returns Twβ

to A.
Phase 3-4: A makes trapdoor queries of the form, w, and B can adaptively ask Tw for any keyword

w, as long as w 6= w0,w1.
Phase 3-5: A outputs its guess β ′ ∈ {0,1} and win the Game 3, if β = β ′.

The advantage of A in breaking trapdoor indistinguishability in our scheme is defined as
Succtrapdoor−ind−cpa(k) = |Pr[β = β ′]−1/2|. The scheme is said to be Trapdoor-IND-CPA secure if

Succtrapdoor−ind−cpa(k) is negligible.

3 A New Trapdoor Indistinguishable Public Key Encryption with Key-
word Search

3.1 Theoretical Background

Let G1 be a cyclic additive group generated by P, whose order is a prime q, and G2 be a cyclic mul-
tiplicative group of the same order q. Let a and b be elements of Zq. A bilinear pairing is a map e:
G1×G1→G2 with the following properties:

1. Bilinear: e(aR,bQ) = e(R,Q)ab for all R,Q ∈G1 and all a,b ∈ Zq.

2. Computable: There is a polynomial time algorithm to compute e(R,Q) ∈G2, for any R,Q ∈G1.

3. Non-degenerate: There exists R and Q ∈G1, such that e(R,Q) 6= 1.

In the following, we introduce some problems in G1.

• Discrete Logarithm Problem (DLP): Given two elements P and Q, to find an integer n ∈ Zq, such
that Q = nP whenever such an integer exists.
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• Computation Diffie-Hellman Problem (CDHP): Given P, aP, bP for a, b ∈ Zq, to compute abP.

Since the DDHP in the group G1 is easy, it can not be used to design cryptosystems in G1. Boneh
and Franklin introduced a new problem in (G1,G2,e) named Bilinear Diffie-Hellman Problem:

• Bilinear Diffie-Hellman Problem (BDHP): Given P,aP,bP,cP for a, b, c∈Zq, to compute e(P,P)abc

∈G2.

Trivially, the BDHP in (G1,G2,e) is no harder than the CDHP in G1 or G2. However, the converse
is still an open problem. On the other hand, currently it seems that there is no polynomial time algorithm
to solve the BDHP in (G1,G2,e) with non-negligible probability. The security of our proposed identity-
based chameleon hash scheme without key exposure is also based on the hardness of the BDHP in
(G1,G2,e).

3.2 Construction

The mean idea of our scheme is to find a way to prevent the attackers who can intercept and capture the
trapdoors between the receiver and the server from attacking the trapdoors. The trapdoor of our scheme
is updated every time, that means an outside attacker can not distinguish two trapdoors even the two
trapdoors come from the same keyword. It can effectively prevent information leakage. At the same
time, the scheme should guarantee the server can search data efficiently. Our scheme consists of the
following algorithms:

• KeyGenParam(k) : Generate a group G1 of prime order q ≥ 2k, a random generator P of G1, and
construct a bilinear map e : G1×G1 → G2. Specify hash functions H1 : {0,1}∗ → G1 and H2 :
G2→{0,1}k. Return cp = (q, G1, G2,e,P,H1,H2,dW ) as a common parameter, where dW denotes
a description of a keyword space.

• KeyGenServer(cp): Choose x ∈ Z∗q uniformly at random and compute X = xP. Choose Q ∈ G∗1
uniformly at random. Return pkS = (cp,Q,X) and skS = (cp,x) as the server’s public and private
key respectively.

• KeyGenReceiver(cp): Choose y ∈ Z∗q uniformly at random and compute Y = yP. Return pkR =
(pkS,Y ) and skR = (cp,y) as the receiver’s public and private key respectively.

• PEKS(cp, pkS, pkR,w): Choose r ∈ Z∗q and compute R = (U,V, t) such that (U,V, t) = (rP,rY, t),
where t = e(H1(w),rP)e(rQ,X) Return R as a PEKS ciphertext.

• Trapdoor(cp, skR,w): Choose ã ∈ {0,1}∗ at random Compute Tw1 = [y−1H1(w) + H1(ã)]⊕
[H1[e(yQ,xP)] and Tw2 = yH1(ã) ∈G1. Return TW = (Tw1,Tw2) as a trapdoor for w.

• Test(cp,TW,skS,R): The server first computes Tw = Tw1 ⊕H1[e(xQ,yP)], and computes S =
e(Tw2,U), t ′ = e(xQ,U)−1 and T = tt ′ = e(H1(w),rP), finally, tests if H2[e(Tw,V )] = H2(T ·S). If
the equation holds return “Correct” and “Incorrect” otherwise.

Correctness: The scheme is correct when assuming the PEKS cipertext R = [rP,rY, t], where t =
e(H1(w0),rP)e(rQ,X) is valid for w0 and trapdoor TW = (Tw1,Tw2), where Tw1 = [y−1H1(w1)+H1(ã)]⊕
[H1[e(yQ,xP)] and Tw2 = yH1(ã).

Note that Tw = Tw1⊕H1[e(xQ,yP)] = y−1H1(w1)+H1(ã), S = e(Tw2,U) = e(yH1(ã),rP), T = tt ′ =
e(H1(w0),rP)e(rQ,X)e(xQ,U)−1 = e(H1(w0),rP).

We use the following equations to show correctness if the w1 is identical to w0:
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H2[e(Tw,V )] = H2[e(y−1H1(w1)+H1(ã),rY )]

= H2[e(y−1H1(w1),yrP)e(H1(ã),yrP)]

= H2[e(H1(w1),rP)e(yH1(ã),rP)]

= H2(T ·S)

Remark. As an outside attacker, he can not calculate the value of H1[e(xQ,yP)] , H1[e(yQ,xP)] ,
t ′ = e(xQ,U)−1 due to the difficulty of BDH problem. Therefore, he cannot test whether the equa-
tion H2[e(Tw,V )] = H2(T ·S) holds or not. That means only the server can process the test as described
above. Furthermore an outside attacker can not decide which PEKS ciphertext encrypts which keyword
even though he gets all the trapdoors for the keywords that it holds. As a result our scheme satisfied the
properties of “removing secure channel”.

3.3 Comparison

In this section, we present a comparison of security and performance between our scheme and the others.

Table 1 Comparison of security assumption and properties.

Scheme CT Ind Trap Ind SC
PEKS (prposed in [5]) Satisfied Not satisfied Required
SCF-PEKS (prposed in [1]) Satisfied Not satisfied Required
dPEKS (prposed in [2]) Satisfied satisfied Not required
Our scheme Satisfied satisfied Not required

We use CT Ind, Trap Ind, and SC as abbreviations for the meaning of PEKS Ciphertext Indistin-
guishability, Trapdoor Indistinguishability, and Secure Channel between a receiver and server, respec-
tively.

Table 2 Comparison of performance and efficiency.

Scheme Size(CT) Size (Trap) Comp(Receiver)
PEKS (prposed in [5]) 2G G e
SCF-PEKS (prposed in [1]) 2G G e
dPEKS (prposed in [2]) 2G 2G 3e+m
Our scheme 3G 2G 2e

Let Size(CT), Size(Trap), and Comp(Receiver) be the abbreviate for the Size of PEKS Ciphertext,
Size of Trapdoor, Computation Cost of the receiver, respectively. Besides, we denote by G the bits of the
element in G. We denote by m and e the modular multiplication and modular exponentials, respectively.

3.4 Security Analysis

In this section, we show that our scheme satisfies the property of trapdoor indistinguishability .
Theorem 1. The new trapdoor-indistinguishable public key encryption with keyword search scheme

satisfies the property of trapdoor indistinguishability.
Proof: As an outside attacker, he can not distinguish if two trapdoors were generated by the same

keyword due to the following reasons: 1). The trapdoor of our scheme is updated every time due to
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the difference of string ã we selected. 2). Even if two trapdoors were generated by the same keyword,
they still can not be identified. The reason is due to the confidentiality of the value of H1[e(xQ,yP)]
or H1[e(yQ,xP), therefore, the value of H1[e(xQ,yP)] or H1[e(yQ,xP)] becomes very important to this
scheme. Assuming the value of H1[e(xQ,yP)] or H1[e(yQ,xP)] was leaked, an attacker will determine if
two trapdoors come from the same keyword. The reasons are as follows:

If an attacker know the value of H1[e(xQ,yP)] or H1[e(yQ,xP)], he can compute the value of Tw =
y−1H1(w)+H1(ã). Now, he use the following steps to decide whether the two trapdoors were generated
by the same keyword or not.

• STEP-1 A1 = e(y−1H1(w)+H1(ã1),yP) = e(y−1H1(w),yP)e(yH1(ã1),P).

• STEP-2 A2 = e(yH1(ã1),P)−1.

• STEP-3 A = A1A2 = e(y−1H1(w),yP) = e(H1(w),P).

Therefore, if two trapdoors come from the same keyword, the value of Aw0 = e(H1(w0),P) will equal
to the value of Aw1 = e(H1(w1),P), if w0 = w1. In this way, an attacker will determine if two trapdoors
come from the same keyword. But suppose an outside attacker know Q = zP ∈G1 where z is a element
in Z∗q, the server’s public key xP ∈G1, where x ∈ Z∗q is the server’s private key and the receiver’s public
key yP ∈G1, where y ∈ Z∗q is the receiver’s private key, he cannot calculate e(P,P)xyz, assuming that the
BDH problem is hard. Furthermore, he cannot compute the value of H1[e(xQ,yP)] or H1[e(yQ,xP)] .

4 Conclusion

Since the public-key encryption keyword search scheme was first proposed in [5], most of the existing
schemes were only concerned about the security of PEKS ciphertext. However, the security of trapdoor is
equally important for users. In this paper, we construct a new efficient trapdoor-indistinguishable public
key encryption with keyword search, which incorporates the advantages of removing secure channel and
trapdoor indistinguishability. By comparison of security and performance between our scheme and the
others, we show that our scheme is more efficient and practical when applied to a cloud environment.
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