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Abstract

Privacy is an increasingly important aspect of data publishing services. If personal private infor-
mation is leaked from the data, the service will be regarded as unacceptable by the original owners
of the data. Two different approaches to defining a notion of database privacy, the generalization
method and the perturbation method, have been independently studied. These two approaches have
significantly differences, making it hard to compare related research. In this paper, we propose a uni-
fied model that is based on the perturbation method, but which is applicable to generalized data sets.
In particular, this model applies the notion of differential privacy to data sets that satisfy k-anonymity.
We demonstrate this approach through a simple case study. This is a first step towards a common
notion for protecting database privacy.

1 Introduction

Privacy is an increasingly important aspect of data publishing. Sensitive data, such as medical records in
public databases, are recognized as a valuable source of information for the allocation of public funds,
medical research and statistical trend analysis [1]. However, if personal private information is leaked
from the database, the service will be regarded as unacceptable by the original owners of the data.

There are two approaches to avoiding leaks of private information from public databases: general-
ization methods and perturbation methods. Generalization methods modify the original data to avoid
identification of the records. These methods generate a common value for some records and replace
identifying information in the records with the common value. However, detailed information is lost
during this process. On the other hand, perturbation methods add noise to data. While perturbed data
usually retains detailed information, it also normally includes fake data.

An important issue is how to evaluate these methods with regard to privacy leakage. In particular,
when performing such an evaluation, it is difficult to model the background knowledge of an adversary
trying to obtain private information from a database. Even if some fields of records in a database have
been anonymized in some manner, an adversary may still be able to identify a record through background
knowledge. For example, even if ZIP codes are generalized to include just the highest level of regional
information in a medical database, this may still be enough to identify a record if there is only one case
of a particular disease in that region and an adversary knows that a particular target has had that disease
and lives in that region.

Since the generalization and perturbation methods take such different approaches, it is very difficult
to compare them. In this paper, we propose a model that is based on the notion of differential privacy
but is applicable to k-anonymized data sets. We explain the two methodologies in Section 3. Our unified
model is presented in Section 4. Finally, Section 5 provides a case study that applies our model.
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2 Related Work

There are two major approaches to avoiding leaks of private information from public databases: per-
turbative methods and non-perturbative methods. Generalization methods are non-perturbative methods
and they modify the original data to avoid identification of the records. These methods generate a com-
mon value for some records and replace identifying information in the records with the common value.
However, detailed information is lost during this process. On the other hand, perturbative methods add
noise to data. While perturbed data usually retains detailed information, it also normally includes fake
data.

Differential Privacy [2, 3] is a notion of privacy for perturbative methods that is based on the statis-
tical distance between two database tables differing by at most one element. The basic idea is that, re-
gardless of background knowledge, an adversary with access to the data set draws the same conclusions,
whether or not a person’s data is included in the data set. That is, a person’s data has an insignificant
effect on the processing of a query. Differential privacy is mainly studied in relation to perturbation
methods[4, 5, 6, 7, 8] in an interactive setting. Attempts to apply differential privacy to search queries
were discussed in [9]. Li et al. proposed a matrix mechanism [10] that is applicable to predicate counting
queries under a differential privacy setting. Computational relaxations of differential privacy has been
discussed in [11, 12, 13]. There are some research papers that have discussed a relationship between
an information-theoretic notion of privacy leakage and differential privacy. Alvim et al. showed how to
model a query system in terms of an information-theoretic channel and compared the notion of differen-
tial privacy[14]. Barthe and Kopf performed an information-theoretic analysis of differential privacy and
discussed upper bounds for the leakage of differentially private mechanisms[15].

Samarati and Sweeney [16, 17, 18] proposed a primary definition of privacy that is applicable to
generalization methods. A data set is said to have k-anonymity if each record is indistinguishable from
at least k − 1 other records with respect to certain identifying attributes called quasi-identifiers [19].
Minimizing this information loss thus presents a challenging problem in the design of generalization
algorithms. The optimization problem is referred to as the k-anonymity problem. Meyerson reported
that optimal generalization in this regard is an NP-hard problem[20]. Aggarwal et al. proved that finding
an optimal table including more than three attributes is NP-hard [21]. Nonetheless, k-anonymity has
been widely studied because of its conceptual simplicity [22, 23, 24, 25, 26, 27]. Machanavajjhala et
al. proposed another important definition of privacy in a public database [23]. The definition, called
l-diversity assumes a strong adversary having certain background knowledge that allows the adversary
to identify object persons in the public database.

Samarati proposed a simple binary search algorithm for finding a k-anonymous table[17]. A draw-
back of Samarati’s algorithm is that for arbitrary definitions of minimality, it is not always guaranteed that
this binary search algorithm can find the minimal k-anonymity table. Sun et. al. presented a hash-based
algorithm that improves the search algorithm[27]. Aggarwal et al. proposed an O(k)-approximation al-
gorithm [28] for the k-anonymity problem. A greedy approximation algorithm [29] proposed by LeFevre
et al. searches optimal multi-dimensional anonymization. A genetic algorithm framework [30] was pro-
posed because of its flexible formulation and its ability to allow more efficient anonymization. Utility-
based anonymization [31, 32] makes k-anonymous tables using a heuristic local recoding anonymization.
Moreover, the k-anonymization problem is viewed as a clustering problem. Clustering-based approaches
[33, 34, 35, 36] search a cluster that has k-records.

In full-domain generalization, there are two heuristic approaches for generalization algorithms: the
top-down approach and the bottom-up approach. Bayardo and Aggrawal proposed a generalization algo-
rithm using the top-down approach [37]. The algorithm finds a generalization that is optimal according
to a given fixed cost metric for a systematic search strategy, given generalization hierarchies for a single
attribute. Incognito [38] is a bottom-up-based algorithm that produces all possible k-anonymous tables
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Figure 1: Generalization Method

for an original table.
Another approach for quantifying privacy leakage is an information theoretic definition proposed by

Clarkson and Schneider [39]. They modeled an anonymizer as a program that receives two inputs: a
user’s query and database response for the query. The program acts as a noisy communication channel
and produces an anonymized response as output. Hsu et al. provides a generalized notion [40] in decision
theory for making a model of the value of privacy information. An alternative model for quantification of
privacy information is proposed in [41]. In the model, the value of privacy information is estimated by the
expected cost that the user has to pay for obtaining perfect knowledge from given privacy information.
Furthermore, the sensitivity of different attribute values are taken into account in the average benefit and
cost models proposed by Chiang et al.[42]. Krause and Horvitz presented utility-privacy tradeoffs in
online services [43, 44].

3 Notion of Privacy

In this section we provide a brief introduction to the two methods and their related notions of privacy.

3.1 The Generalization method

As indicated in Figure 1, a generalization algorithm G transforms an original database table T into a
modified database G (T ) = T∗. The generalization involves replacing a value with a less specific but
semantically consistent value. For example, the original ZIP codes {02138, 02139} can be generalized
to 0213*, thereby stripping the rightmost digit and semantically indicating a larger geographical area.
A generalization algorithm has a hierarchy of attribute values, in which the upper node is a suppressed
value of its lower nodes.

Generalization is a non-interactive method and is executed independently from queries to the public
database. Responses to all queries are computed from the static table T∗ that is generated in advance
by the generalization algorithm. All users can access T∗ without requiring access to the generalization
algorithm itself.

At least k records must exist in the data set for each combination of attributes. Clearly any generaliza-
tion algorithm that converts a database into one with k-anonymity involves a loss of information in that
database. More precisely, suppose that a database table T has m records and n attributes {A1, . . . ,An}.
Each record ai = (ai

1, . . . ,a
i
n) can thus be considered as an n-tuple of attribute values, where aij is the

value of attribute Aj in record ai. The database table T itself can thus be regarded as the set of records
T = {ai : 1 ≤ i ≤ m}.

Definition 1. (k-Anonymity) A database table T is said to have k-anonymity if and only if each
n-tuple of attribute values a ∈ T appears at least k times in T .

52



Model for a Common Notion of Privacy Leakage on Public Database Kiyomoto and Martin

Table 1: Example Table of k-anonymity (k = 2,m = 11,n = 4, l = 1)
Quasi-identifiers Sensitive attributes

Birth Gender ZIP Nationality Problem

1985 male 0124* Europe shortness of breath
1985 male 0124* Europe chest pain
1985 female 0123* Asia hypertension
1985 female 0123* Asia hypertension
1984 female 0123* Asia obesity
1984 female 0123* Asia chest pain
1984 male 0123* USA chest pain
1984 male 0123* USA obesity
1984 male 0123* USA shortness of breath
1987 male 0123* USA chest pain
1987 male 0123* USA chest pain

The definition of k-anonymity does not on its own capture the concept of an adversary who has
background knowledge that can help the adversary to distinguish records [23]. As a result, several
extension to the basic idea have been proposed, including l-diversity and recursive (c, l)-diversity, as
well as other suggestions in [45, 46, 25].

To further understand how k-anonymity can be applied, we consider the following example of a
database whose attributes are divided into two classes. The data holder is expected to identify one class of
attributes that may be used for linking with external information. Such attributes not only include explicit
identifiers such as name, address and phone number, but also include attributes that in combination can
uniquely identify individuals, such as date of birth and gender. Such attributes are often referred to
as quasi−identifiers [19]. The remaining attributes are termed sensitive attributes, which represent the
essential attributes in the table for responding to queries. Thus the database table T can be represented as
T = (T q|T s), where subtable Tq consists the quasi- identifiers and subtable Ts consists of the sensitive
attributes. An example database table is shown in Table 1.

Since the sensitive attributes represent the essential information with regard to database queries, a
generalization method is used to modify (anonymize) Tq in order to prevent the identification of the
owners of the sensitive attributes, while retaining the full information in Ts. The generalization method
modifies subtable Tq to Tq∗, where Tq∗ has k-anonymity. The resulting modified database table is T∗ =
(T q∗|T s).

3.2 The Perturbation method

Perturbation methods are interactive methods which dynamically compute answers to queries, as shown
in Figure 2. For example, for a query involving a request for the average value of an attribute, a perturba-
tion algorithm might randomly generate noise and then computes the average value of the data including
this added noise. The values of responses are probabilistic because the computation involves random
added noise.

The original table is kept secret and users can only access it via the perturbation algorithm. Several
perturbation methods designed to prevent privacy leakage from responses to queries have been presented
[4, 5].
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Figure 2: Perturbation Method

Differential privacy is mainly discussed in an interactive setting. Queries are modeled as query
functions. Information in a database T is modified by the perturbation algorithm K in order to compute
a response K ( f ,r,T ), where r is a random input.

Definition 2. (Differential Privacy) A perturbation algorithm K provides ε-differential privacy for
a query function f if, for all data sets T1 and T2 differing by at most one element, for any random inputs
r1 and r2, and all possible responses t:

Pr[K ( f ,r1,T1) = t]≤ eεPr[K ( f ,r2,T2) = t] (eε ≈ 1± ε).

If ε is negligibly small, the response K ( f ,r1,T1) is equal to the response K ( f ,r2,T2) with high
probability. This means that even if one data record was removed or changed from the data set, no
response would become significantly more or less likely.

This definition is very strict and it is difficult to apply to existing perturbation mechanisms. Thus,
Definition 2 can be relaxed [6]:

Definition 3. ((ε ,δ )-differential privacy) A perturbation algorithm K provides (ε ,δ )-differential
privacy for a query function f if, for all data sets T1 and T2 differing by at most one element, for any
random inputs r1 and r2, and all possible responses t:

Pr[K ( f ,r1,T1) = t]≤ eεPr[K ( f ,r2,T2) = t]+δ .

Other relaxation schemes [47, 48, 49] essentially also satisfy Definition 3 [50].
This concept of differential privacy can also be formalized as an indistinguishability game. The

objective of the adversary is to distinguish two different games, game 0 and game i, with non-negligible
probability. In game 0, we prepare an original data set T and the adversary interacts with a perturbation
algorithm K taking input ( f ,r1,T−i). In game i, data set T−i denotes data set T where the i-th record
has been replaced with with /0, and the adversary interacts with K taking input ( f ,r2,T−i).

The adversary distinguishes the game based on the resulting responses. The indistinguishability
depends on the distance between the distribution of the responses from the two different data sets. The
perturbation algorithm K is said to be ε-indistinguishable with respect to data set T [7, 51], if for all
1 ≤ i ≤ m:

Pr[K ( f ,r1,T ) = t]≤ eεPr[K ( f ,r2,T−i) = t].

(ε ,δ )-indistinguishability can be defined in a similar way. The parameter δ (or δ/eε ) is the advantage
of the adversary distinguishing two games, where Pr[K ( f ,r1,T ) = t] is equal to 0.
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Figure 3: New Model for Generalization Methods

4 Model for Generalization Methods

Our goal is to define a unified notion for the two different approaches: generalization methods and
perturbation methods. We can compare privacy leakage in these two different models if we have a
unified notion of what privacy leakage means. To realize a unified notion of privacy, we need to describe
generalization methods in the same manner as differential privacy.

Generalization methods based on k-anonymity are non-interactive methods that generate a static table
from the original table. Responses to queries are deterministic because the response is computed from
the static table. In this section, we present a new probabilistic model for generalization methods, as
shown in Figure 3.

In the original notion of the perturbation method, the perturbation algorithm is defined for each query
function. On the other hand, non-interactive generalization methods are independent of query functions
and the adversary can use several types of query for the anonymized (generalized) tables. Therefore, we
will define a query function f to be independent from the generalization function.

We will thus sequentially execute a generalization function G and a query function f for the table T :

G : G (T )→ T ∗

f : f (T ∗,query)→ t,

where the anonymized table T∗ is the output of G (T ), and query is query information for the query
function f . The generalization function G computes an anonymized table T∗ from the original table T .
The query function produces a response t from query and table T∗. We later consider a model for the
query function.

In order to be able to apply the indistinguishability notions from differential privacy, we must first
construct an interactive game between an adversary and a public database. To do so, anonymized tables
in which one element is different have to be prepared. We now propose one model for making such
tables.

We first make tables where the i-th element is different from the original table T , then we generate
anonymized tables. The symbols T−i, T ∗, and (T−i)

∗ denote a table in which the i-th element is different
from T , an anonymized table of T , and an anonymized table of T−i, respectively. The query function
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executes responses from the anonymized tables. That is, the functions K ( f ,r,T ) and K ( f ,r,T−i) in the
original notion of differential privacy are replaced by f (T∗,query), and f ((T−i)

∗,query), respectively.
Using the above model, we are able to calculate the probability that the query function provides

different outputs between game 0 and game i. This is the same concept as indistinguishability for
differential privacy described in Section 2.3. This probability implies the probability that the adversary
will successfully distinguish two games; a game using the original table and a game using a table in
which one record is modified.

A query function is selected according to the use case of the table and then the adversary accesses
the anonymized table via the query function. In these games, the adversary can obtain the output of the
query function; however, the adversary cannot obtain the anonymized table itself.

5 Case Study

In this section, we apply our new model to a k-anonymized table. As well as being illustrative, the
purpose of this case study is to provide an instantiation of the query function and to show that the
probability that the adversary can distinguish the two games can be calculated.

5.1 Anonymized table

For simplicity, we consider the case where Ts is a matrix of m records with just one attribute. We assume
that all records have an index value d that provides a unique identifier for that record.

We define T−i to be the table where the sensitive attribute of the i-th record in T is replaced with a
fixed value /0. This generates m different tables and thus defines m games between the original table T
and tables in which one record has been modified. We then analyze the probability that the adversary can
tell the difference between the anonymized table T∗ and the table (T−i)

∗.
Let |S|, |Q|, and |M| be, respectively, the number of possible values for each set of sensitive attributes

in table T∗, variations of quasi- identifiers qx in T ∗, and the total number of the records in T∗. It is
assumed that the adversary knows |S|, |Q| and |M|.

5.2 Query function

Deciding how to model the query function is an important issue that we have not yet discussed. In this
subsection, we define a query function f for a k-anonymized table. The query function receives a user’s
query and responds with results based on the anonymized table T∗ or (T−i)

∗. An anonymized table that
satisfies k-anonymity is divided into small subgroups; each group has at least k-records and the same
quasi-identifier qx.

We assume the use of an anonymized table and that a user tries to obtain sensitive information for a
quasi-identifier qx. For example, a user requests the values of sensitive information for {1984,male,∗,USA}
in Table 1. We model the query function using two functionalities.

Let d be an index of the d-th record, qx be a set of m attribute values in Tq∗, and s be a value for the
sensitive attribute. The two functionalities are defined as follows:

• read. For input of an index value d, the function outputs the d-th record. That is, f (T∗,query =
{read,d}) → {d,qd

x ,s
d}, where qd

x and sd are values of the quasi-identifier and the sensitive at-
tribute in the d-th record. If the d-th record does not exist, then the function outputs f ailed.

• search. For input qx and/or s, the function outputs the number u of records and index values which
have a quasi-identifier qx and/or sensitive attribute s. That is, f (T∗,query = {search,qx,s}) →
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u,D, where u and D are the number of records and a sequence of index values that have the same
quasi-identifier and/or sensitive attribute. If s or qx do not exist, the function outputs f ailed.

Note that the functionality must satisfy the limitation that the adversary cannot obtain the table itself.
The adversary can obtain sensitive attributes using only the above two functionalities.

5.3 Calculating the probability

We calculate the probability that two games have a different response t. From the definition of the query
function, we find three possible scenarios that use two types of queries read and search, as follows;

• Scenario 0: read a record. The adversary requests results of f (T∗,query = {read,d}) for all
d ∈ T ∗ and receives {d,qd

x ,s
d}. In this scenario, the adversary finds the difference when the read

query hits qx of the modified i-th record, because the i-th record has a different sensitive attribute
value. Thus, the probability is simply calculated as ≤ 1

|M|π , where π is the maximum number of
queries that the adversary is allowed.

• Scenario 1: search by quasi-identifier. The adversary requests the result of f (T∗,query =
{search,qx,∗}) and receives u and D. Then, the adversary requests results of f (T∗,query =
{read,d}) for all d ∈ D and receives {d,qd

x ,s
d}. In this scenario, the adversary finds the dif-

ference when the search query hits qx of the modified i-th record and the read query hits the
modified i-th record, because the i-th record has a different sensitive attribute value. That is, the
case of the response t = {i,qi

x, /0} has the maximum probability. The number of records that have
the same quasi-identifier qx is at least k. Thus, the probability is ≤ 1

k|Q|π , where π is the maximum
number of queries that the adversary is allowed. For example, if we consider the anonymized table
as Table 2, the probability is 1

8π .

• Scenario 2: search by sensitive attribute. The adversary requests the result of f (T∗,query =
{search,∗,s}) and receives u and D. In this scenario, the adversary finds the difference when the
search query hits s of the modified i-th record because of the difference of u. The case of the
response t = {u,D} has the maximum probability. Thus, the probability is ≤ 1

|S|π , where π is the
maximum number of queries that the adversary is allowed.

• Scenario 3: search by both quasi-identifier and sensitive attribute. The adversary requests
the result of f (T∗,query ={search, qx,s}) and receives u and D. In this scenario, the adversary
finds the difference when the search query hits qx and s of the modified i-th record because of
the difference of u. The case of the response t = {u,D} has the maximum probability. Thus, the
probability is ≤ 1

|Q||S|π , where π is the maximum number of queries that the adversary is allowed.
Compared to the previous two scenarios, this scenario is rather inefficient.

Generally, the table satisfies the condition |Q| ≤ |S| ≤ |M|. From the analysis of the above scenarios,
the most efficient scenario is Scenario 2, and the maximum probability that the difference between G (T )
and G (T−i) is calculated as ≤ 1

|S|π , where |S| ≤ k|Q|. This means that there is no efficient strategy with a

probability less than 1
|S|π , where π is considered as a computational bound on the adversary. The success

probability 1
|S|π is the same as the success probability when the adversary simply guesses the value of

the sensitive information without access to the table. Thus, in our model, the anonymized table should
satisfy the condition that no efficient strategy with a probability less than 1

|S|π exists.

Next, we consider an adversary who knows qx of a target person as background knowledge. In this
case, the most efficient scenario is Scenario 1 and the adversary uses a fixed qx for all games according to
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Table 2: Example Modified Table
Quasi-identifiers Sensitive attribute

Birth Gender ZIP Nationality Problem

1985 male 0124* Europe shortness of breath
1985 male 0124* Europe /0
1985 female 0123* Asia hypertension
1985 female 0123* Asia hypertension
1984 female 0123* Asia obesity
1984 female 0123* Asia chest pain
1984 male 0123* USA chest pain
1984 male 0123* USA obesity
1984 male 0123* USA shortness of breath
1987 male 0123* USA chest pain
1987 male 0123* USA chest pain

the background knowledge. The maximum probability is ≤ 1
k π for a k-anonymized table. On the other

hand, if we use the original table T instead of T∗, and the adversary knows the correct quasi-identifier
of the person, the probability goes to 1. Thus, a generalization algorithm producing the k-anonymized
table seems to be an effective way of protecting against leakage of privacy information. However, if we
consider the worst case where records of the same qx have the same value of sensitive attribute s, such
as {1987, male, 0123*, USA} in Table 1, we obtain a new maximum probability equal to 1 using the
following scenario:

• Scenario 3’: search by quasi-identifier, then search by sensitive attribute. The adversary re-
quests the result of f (T∗,query = {search,qx,∗}) and receives u and D, the adversary requests
results of f (T∗,query = {read,d}) for a d ∈ D and receives {d,qd

x ,s
d}, then the adversary re-

quests the result of f (T∗,query = {search,qd
x ,s

d}) and receives u and D. In this scenario, if the
adversary knows background knowledge qx (such as qx ={1987, male, 0123*, USA} in Table 2),
the adversary can search the record i by the qx. Thus, the probability that the attacker can find the
difference is 1.

To circumvent this threat, l-diversity was proposed by Machanavajjhala et. al. [23]. If the table
satisfies k-anonymity and l-diversity, it is ensured that the number of sensitive information values in
records with the same qx is more than l. The probability of Scenario 3’ becomes ≤ 1

l π .
Our evaluation results fit an intuitive understanding of the l-diversity definition as follows. l-diversity

is required in order to prevent background knowledge attacks; an adversary can easily obtain the value for
sensitive information in the worst case, where the adversary has background knowledge about a quasi-
identifier of a target person. It is not sufficient for privacy protection that the table satisfies k-anonymity.

Thus, we think that our case study provides evidence that privacy leakage can be modeled in this way
based on a k-anonymized table.

6 Conclusion

In this paper, we have proposed a new model of differential privacy for evaluating tables with k-anonymity.
Furthermore, we presented a case study of a k-anonymized table based on our model.
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In the evaluation, we calculated the probability that the adversary could distinguish two games: game
0 and game i in our case study. The adversary can distinguish the two games when a response in
game 0 is different from a response in the game i. There are two cases, corresponding to when the
adversary executes either a read query for record i, or asearch query for sensitive information in record
i. In each case, the probability that game 0 has the same response t as the response of game i is 0
(Pr[ f ((T )∗,query) = t] = 0), and Pr[ f ((T−i)

∗,query) = t] gives δ (or δ/eε ) in our model, because of the
relation Pr[ f ((T )∗,query) = t] ≤ eεPr[ f ((T−i)

∗,query) = t]+δ . Thus, we found that the probability is
comparable with the parameter δ (or δ/eε ) in (ε ,δ )-differential privacy.

One open question is whether the definition of the query function is sufficient to define services
using an anonymized table in the real world. We will continue to consider whether the functionalities are
suitable for different database systems. Furthermore, existing differential privacy models are assumed
to have a limited query function that is a part of a perturbation function. Existing models raise a similar
question about the modeling of the query function. We will also consider this problem in future research.

Even though our ultimate goal is to define a new privacy notion applicable to all methods of privacy
protection, our research is intended to be a first step in considering the relationship between the two
different security notions. We believe our work will trigger more research in this area.
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