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Abstract

In current research, reversible network-level covert channels are receiving more and more attention.
The restoration of the original data leaves little evidence for detection, especially if the implementa-
tion is plausibly deniable. Recently, such a channel based on one-time password hash chains has been
published. The covert channel uses repeated computational intensive operations to restore a modified
hash and to extract covert information transferred within. In this paper, we present an approach that
observes the influence of repeated MD5, SHA2-384, SHA3-256 and SHA3-512 hash-operations on
packet runtimes. Besides these hash algorithms, we also investigate whether the alphabet that the
Covert Sender and the Covert Receiver agreed upon, has an influence on our detection approach.
For each algorithm, we carry out three experiments with different alphabets: one without a covert
channel, one with a covert channel altering all hashes, and finally, one with a covert channel altering
every second hash. We further repeat each experiment ten times and define a threshold for packet
runtimes without modified hashes. Also, we investigate the detectability of computational intensive
reversible covert channels for all our scenarios and evaluate the detection rate depending on the num-
ber of observed packets. In addition, we describe countermeasures and limitations of our detection
method and, finally, discuss application scenarios for existing network environments.

Keywords: network steganography, anomaly detection, reversible steganography, computational in-
tensive

1 Introduction

Covert channels (further on also called CC in this paper) have experienced a dynamic development in
the last few years with many new approaches that enable the transfer of covert information. One of these
developments are reversible CCs, which allow the restoration of original information that were modified
by the Covert Sender (CS). Besides other implementations of such channels, the publication [1] describes
how covert information can be encoded in hashes of one-time password (OTP) hash chains. For this
approach, the CS modifies a bit of the chain, while the CR recalculates the original hash and extracts
the covert information according to an alphabet on which both have agreed in advance. In addition to
the reversibility, the covert communication is also plausibly deniable because it randomly flips bits of a
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cryptographic hash, where each bit is equally likely to occur. Due to the plausible deniability and the
reversibility, existing detection approaches cannot be applied trivially.

In other research areas that are focusing on anomaly detection, such as malware detection, various
methods have been developed to discern suspicious behavior. Such detection approaches base, for exam-
ple, on resource consumption to detect additional malicious activities, such as the power consumption
of malware on mobile devices [2]. Resource consumption-based detection may also be applied to char-
acteristics of CCs, especially for computational intensive reversible CCs. Instead of utilizing the power
consumption, one might also focus on the time consumption of repeated hash operations that leads to
elongated packet runtimes.

In this paper, we analyze the network-side detectability of a recently proposed CC that exploits OTPs
in hash chains [1]. We show that the channel is, in fact, detectable, but only under specific conditions.
Our approach is based upon the elongated runtime of network packets due to the repeated calling of
computationally intensive operations. We further demonstrate that CC traffic can be detected after few
packets, as far as certain conditions are fulfilled. The key contributions of this paper are:

• An indicator for the presence of a reversible computational intensive network CC based upon the
runtime of packets and their acknowledgment.

• A method to detect computational intensive CCs without controlling a participant of the CC.

• Provision of results that indicate that the utilized alphabet influences the performance of a compu-
tational intensive CC and its detection.

• Evaluation of the detection rates depending on the number of observer packets.

• Provision of application scenarios and an analysis of (potential) countermeasures for our detection
approach.

This paper extends the already published version [3] with new results. The additional key contribu-
tions are the investigation of two more hash-algorithms, SHA2-384 and SHA3-hashes with a length of
256bit. Further, we present additional statistical metrics dependent on the number of observed packets
and extended our work by a description of potential warden placements and an application scenario of
our approach for existing network environments.

The remainder of this paper is structured as follows. In Section 2, we describe fundamentals and
discuss related work. Section 3 presents our detection approach and the linked experimental setup. The
evaluation of our work can be found in Section 4, including statistical significance tests, runtime eval-
uation and detection in dependence of the number of observed packets, as well as countermeasures and
limitations. In Section 5, we will discuss potential warden placements in existing network environments.
Finally, we conclude our work in Section 6.

2 Fundamentals & Related Work

In the following subsections, we first explain the fundamentals of hashes and the concept of hash chains.
Further, we describe their exploitation for reversible and deniable CCs. Finally, we cover related work.

2.1 Fundamentals

In this subsection, we explain the basics of cryptographic hash functions and hash chains. We also
introduce OTPs and CCs. Finally, we explain how an OTP-based CC can be implemented according to
[1].
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2.1.1 Hashes, Hash Chains and One-Time Passwords

Hash functions map an infinite codomain to a finite set of hash values. For instance, a (theoretically)
infinite input-string S is compressed by the hash function f to an output-string H of fixed length. This
process is described by f(S) → H [4]. For a cryptographic hash operation, a so-called one way hash
function is necessary as it is defined in [5]. It additionally satisfies the following three conditions:

• It is computationally not feasible for a given hash H that was computed by the function f, to deter-
mine the input that was originally given to f. This condition is also called preimage resistance.

• It is impossible to find S’ 6= S such that f(S’) = f(S), also called second preimage resistance.

• It is impossible to find two input-strings that compute the same hash. This is also called collision
resistance.

There exist several hash algorithms that satisfy those requirements. The three relevant algorithms
considered in this paper are the Message Digest 5 (MD5) algorithm [6], the Secure Hash Algorithm 2
(SHA2) with the hash-length of 384 bit [7] and the Secure Hash Algorithm 3 (SHA3) algorithm with
hash-lengths of 256 bit and 512 bit [8]. The SHA2 and SHA3 algorithms will from now on be referred
to as SHA2-384, SHA3-256 and SHA3-512, according to the utilized hash-length. MD5 is considered
outdated nowadays, for example, due to the potential violation of collision resistance [9]. SHA2-384 is
still considered as secure and has the advantage over SHA-256 and SHA-512 of not being susceptible
to length extension attacks. SHA3 on the other hand can be considered, besides a few other algorithms,
the nowadays distinguished standard and implements the cryptographic hash function KECCAK [10] —
regardless of the utilized bit length. The resource consumption of each cryptographic hash algorithm
differs, depending on its implementation. Of the algorithms in this paper, MD5 consumes significantly
less computing time than SHA2-384, SHA3-256 and SHA3-512.

Hash functions can be repeatedly applied. E.g., for the seed s=x0 and xi+1 = f (xi−1) with i=
(0,1,2...n), there exists a sequence of computed hashes depending on the previous hash. This sequence
is also called a hash chain. Due to the utilization of cryptographic hash functions, the previous hash
value cannot be computed from a given hash. This is ensured due to the preimage resistance of crypto-
graphic hash functions. An OTP is a password authentication mechanism where each password is only
used once for each authenticated session. This prevents the guessing of passwords, as each password is
as statistically probable as each other possible password. Such a hash chain based authentication was
described in [11]. To accomplish this, A has to generate a hash chain X = {x0,x1, ...,xn } from a secret
password given for x0. To authenticate A, the authenticator B has to know the hash xn. xn has to be kept
secret, e.g., the channel to submit it has to be secure. To perform an authentication, A now has to send the
hash xn−1 to B. B now tests if f(xn−1)=xn. If this test is passed, B authenticates A and replaces the hash
xn with xn−1. For the next authentication, A has to send xn−2 and so on, so each password can only be
used once. Since the key generation algorithm and the registration process are known, but the key itself
is kept secret, an authentication based upon [11] implements Kerckhoff’s principle.

2.1.2 Covert Channels

CCs are a concept to exchange covert information between two or more participants. To perform this type
of steganography, a so-called overt channel is enhanced or modified with additional covert information by
a CS. This addition can be extracted by one or more Covert Receivers (CR). Besides other possible fields
of application, this type of hidden communication can be implemented within computer networks (for
example described in [12]) or within inter-process communication (for instance described in [13]). A CC
is called reversible if the original message can be restored to an exact image of itself after the additional
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covert information has been extracted [14]. Mazurczyk et al. showed in [15] that covert network channels
can either be fully reversible if the original information can be restored or quasi-reversible if only parts of
the original information can be restored. Further, the CC is called plausibly deniable if the information
transferred from the Overt Sender (OS) to Overt Receivers (OR) is modified by the CC participants in
such a way that it also could have been created in the same way without covert communication [16].

Covert Channels based on OTP Hash Chains A reversible and plausibly deniable CC based on OTP
Hash Chains has been delineated in [1]. Therein, the authors described the setup for the authentication-
information flow as follows: OS → CS → CR → OR. However, as described within [1], this CC is
not restricted to this communication scenario. The CS might be identical to the OS as well as the CR
might identical to the OR and even for inter-process CCs the channel can be implemented. For an OTP
authentication based upon a hash chain, the first hash (xn) (further also called expected hash) has to
be submitted to the OR. The CS embeds the hidden information within the submitted subsequent hash
(xn− 1) by flipping one specific bit. This creates a new modified hash (xmodi f ied). The position of the
modified bit defines the submitted information, i.e., CS and CR have to agree on an alphabet in advance
to exchange information. The CR extracts the information by successively flipping each bit of xmodi f ied
singularly after another, performing the hash function repeatedly and creating a hash xcurrentchar. Further,
the CR checks for each bit modified if f(xcurrentchar)→ xn. If the check is passed, the original information
has been restored and the covert information has been extracted. This can be accomplished under the
condition that CR knows the expected hash xn that initially was sent to the OR. Subsequently, the CR
forwards the reconstructed original hash (xn−1), rendering it a fully-reversible CC.

The authors described some possible detection methods. As the CR has to perform several hash
operations, they stated that this may be monitored by an observer logging the runtime of network packets,
which is investigated in this paper.

2.2 Related Work

CCs have been investigated intensively in the last decades and can be implemented in various com-
munication scenarios, such as network environments [17, 12, 18, 19] or inter-process communications
[13, 20]. The variations of CCs have been rapidly growing in the last few years [21, 22], and lead to the
urge for an appropriate categorization, which has been satisfied in [18]. Network-based reversible CCs
have been described in [15] and further have for instance been investigated in [23]. The related domain
of invertible watermarking has been discussed in [24, 25].

Abad [26] described a CC based upon altering the non-cryptographic hash of IP packet checksums.
To the best of our knowledge, Keller et al. have described the first and, until the submission of this paper,
only reversible and plausibly deniable CC based upon OTP Hash Chains in [1].

In addition to CC hiding methods, also approaches for CC detection have been researched in the last
decades and classical examples can for instance be found in [27, 19, 28].

The methods from Cabuk et al. [29] investigate the inter-arrival times of network packets and were
originally designed to detect timing covert channels by applying three approaches: compressibility, ε-
similarity and regularity. To detect CCs through the compressibility, the number of zeros behind the
comma of packet inter-arrival times are encoded as ASCII characters, where A represents no zeros, B
represents one zero and so forth. The ASCII character is then concatenated with the rounded inter-arrival
time. A string consisting of usually 2,000 of such concatanated sub-strings is then compressed with
gzip. The compression factor indicates, whether specific characters occur more often (such as regular
manipulated inter-arrival times of covert channels). For the ε-simmilarity, the flows first have to be sorted
in ascending order and the pairwise timing difference between the current and previous sorted value is
calculated afterwards. Finally, an ε-value has to be defined and timing differences below this value are
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utilized as an indicator for a CC. The last method, regularity, splits the inter-arrival times ins so called
windows, each consisting 2,000 flows and calculates the standard deviation of each window, which is
compared to the standard deviation of other windows. In [30], the authors proposed to slightly vary these
three methods of Cabuk et al. and applied them to CCs that utilize the modulation of packet sizes, which
would not have been detected by the original methods. Additional threshold-based detection heuristics
have been investigated in [31, 32] – just to mention a few.

Recently, a tool called WHISPER that can be used for runtime-detection of cache side-channel at-
tacks has been described in [33]. Therein, the authors use the runtime of selected hardware operations,
like FLUSH, REALOAD, PRIME and PROBE. The runtimes of each operation is first extracted and
then analyzed by various machine learning algorithms to detect potential side channels. In one of the
latest detection publications, the possibility of protocol-independent detection methods were researched
in [34] and the utilization of machine learning for CC detection has, for example, been analyzed in
[35, 36, 37, 38]. A classification of Android malware families based upon resource consumption over
time can be found in [39]. Further, the battery drain caused by malicious (covert) software communica-
tion in mobile devices has been researched by Caviglione et al. [2]. Therein, the authors analyzed the
energy consumption of android smartphones with and without malicious applications installed.

The mitigation of timing side channels has been investigated by Schinzel [40]. The author describes
how timing-based side channels can be prevented due to the use of different methods, such as fixed
runtimes or random delays. The optimization of ROC curves’ AUC according to dynamic thresholds
was analyzed in [41, 42].

3 Methodology

We investigate the time consumption of the computational intensive CC described in [1] in a controlled
and encapsulated testing environment that is visualized in Figure 1. Therefore, we set up four Raspberry
Pi 4, two with 2 GB RAM and 2 with 4 GB RAM. We decided not to use virtual machines because
we wanted to perform our experiments within a physical network. The Raspberries with larger RAM
were used for the roles consuming the most resources, i.e., OS (observation-point for packet runtime)
and CR (multiple hash operations to reconstruct the original message). We connected all four systems
via network cables to a Fritzbox 7340 that served as a switch. For minimizing side effects, we disabled
the wireless interface of the Fritzbox. To maintain the testing environment, the Wi-Fi interfaces of
the Raspberries were connected via a wireless access point to a second network to minimize potential
performance issues of the cable-bound interfaces, splitting the control traffic (Wi-Fi) and the produced
data (cable). We utilized Wireshark and observed the runtime of each hash-containing packet leaving the
eth0 interface of the OS until the return of the associated ACK. All of our scripts were implemented with
Python version 3. For sending and modifying packets we used the Scapy python library; for catching
network traffic we used the python package netfilterqueue and the Linux built-in packet filter iptables.

3.1 Covert Channel Implementation

Our experiment depicts the man-in-the-middle (MitM) scenario, in which the CS and CR are passed
through by network packets as described in [1]. First, we emphasize that our scripts were written with
the focus on confining the time distinction to the utilized hash algorithm itself. Further, our code pre-
vented disk writing and reading operations as they are time intensive and might falsify the results, so all
necessary information were written into the RAM at the program startup. The sequence of the experiment
is described in Figure 1.

In step 1 a), the OS sends a SYN packet to the OR. It contains the next OTP hash xn−1 that is
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Figure 1: Structure of the experimental setup

necessary for successful authentication. We precalculated four OTP hash chains as described in section
2.1.1, one each based upon MD5, SHA2-384, SHA3-256 and SHA3-512. The final hash xn was initially
stored on the OR as described in section 2.1.1 and is represented in Figure 1 by the container Expected
Hash (4). This hash is also known by the CR as it passed the CR heading to the OR. At the moment the
packet leaves the OS, the observer is passed and the measurement for the current hash starts (1 b). The
CS catches the packet using an iptables rule and pushes the packet to the NFQUEUE table, represented
by step 2 a). The python script we wrote fetches present packets from this table and in the first step
decodes the contained hash into bits (2 b)). Now, the covert information is encoded into the bit-sequence.
Therefore, first both the CS and the CR had to agree on an alphabet representing encoded information
as described in section 2.1.2. We assumed that the quality of this alphabet would have influence on the
runtime performance, so we defined two alphabets. The first one was the best-case alphabet, in which the
most frequently used letter in the covert message is represented by the first bit flipped, followed by the
second most frequently used letter and so on. This limits the subsequent hash operations that have to be
performed by the CR to the necessary minimum. Second, we defined the worst-case alphabet in which
the information were encoded the other way around, forcing the CR to consume the maximum time by
computing hashes. The covert message used for our experiments was the short story The Haunter Of The
Dark, written by H. P. Lovecraft. The information is encoded in step 2 c), followed by the forwarding of
the hash to the CR (2 d)). Within this step, the CS decides whether it sends the modified hash (xmodi f ied)
or forwards the original unmodified hash (xn−1). This decision depends on a parameter given at program
startup, defining the CC-share in percent. The parameter range reaches from 0% (no hashes are modified)
to 100% (all hashes are modified). As previously said, we focused on limiting the time-distinction to the
hash operations performed on the CR. All operations on the CS were performed the same way for both,
with and without CC.

The CR catches the hash-containing packet using an iptables rule and pushes it to the NFQUEUE
table (3 a). Identically to the CS, our script fetches the packet, extracts the hash xmodi f ied and decodes it to
a sequence of bits (3 b). After this process is completed, the CR successively flips each bit singularly after
another. For each bit flipped, CR tests if it created the original hash xn−1 from the modified hash xmodi f ied
by checking if f(xn−1)→ xn. If the test is passed, the CR extracts the covert information according to
the utilized alphabet and replaces the expected hash xn with xn−1, preparing for the next authentication
hash xn−2. The computational intensive operation is highlighted in Figure 1 and is filled with dark color.
As already mentioned, we tried to confine the difference of CC and non-CC traffic on this operation. To
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accomplish this, we had to ensure the same number of loops were performed for both, with active CC
and without CC. Thus, we predefined a file containing the number of loops that have to be performed to
revert the covert message. The CR initially tests if the submitted hash has been modified and then decides
whether to perform the hash operations, or replaces it with a NOP operation. This method was described
for instance in [43] and we applied it with a simple pass in our python script, replacing the hash operation
within each loop. After the process is finished, CR forwards the packet containing the original hash xn−1
to the OR. The OR accepts the packet with a service listening on port 42424 (4 a). The service checks
if the received hash is correct by performing f(xn−1), comparing the result with the previous stored hash
xn. If the hash is correct, the OR replaces xn with xn−1 to prepare for the next authentication request
containing the hash Xn−2. This process is visualized in step 4 b). Finally, if the test is passed, the OR
sends an acknowledgment back to the OS (4 c). The Observer catches this acknowledgment and finishes
the measurement for each packet (5).

3.2 Data Generation

We decided to use the hash-functions SHA3 with the bit lengths of 512 and 256, as well as SHA2-384
and MD5 for our hashing operations, as their consumption of computation time and their hash value
length differs. We assume SHA3-512 will lead to larger packet runtimes and thus better detectability
compared to the other utilized hash-algorithms. In sum, we investigated 8 scenarios in this paper:

1. SHA3-512 with the best alphabet

2. SHA3-512 with the worst alphabet

3. SHA3-256 with the best alphabet

4. SHA3-256 with the worst alphabet

5. SHA2-384 with the best alphabet

6. SHA2-384 with the worst alphabet

7. MD5 with the best alphabet

8. MD5 with the worst alphabet

For each of these scenarios, we applied three experiments to visualize the time difference between
an implemented CC and a CC-free communication. The first experiment creates the reference runtime
without an encoding of covert information. This will further also be called reference. The second exper-
iment is the implementation of a full CC, in which each hash was altered and carries covert information.
This will further on also be called full-CC scenario. Finally, the third experiment alters every other hash
to visualize the development of runtime with a shrinking share of covert information. This further on
will also be called half-CC scenario. To produce enough data, we created a hash chain containing 5,000
hashes for each hash algorithm. These hashes were sent one after another from the OS via CS and CR
to the OR and finally back to the OS. Between each hash sent, we applied a sleep-timer of one second
to ensure the previous circle finishes before sending the next authentication request. Further, to deny
random fluctuation of packet runtime, we repeated all experiments for each scenario ten times. In total,
we performed 240 experiments, each lasting 1 hour and 30 minutes, i.e., 360 hours overall, resulting in
1,200,000 flows. For each flow carrying covert information, one symbol of the in advance agreed on
alphabet has been transferred. I.e., after 5,000 flows performed for the full-CC and half-CC, 5,000 and
2,500 symbols of the alphabet have been transferred, respectively.
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4 Evaluation

We observed the request-reply runtime of hash-based OTP authentication requests. The experiments
were carried out as described in section 3.2 and the observation has been performed by the OS. In the
following sections, we first determine the statistical significance of our data in Sect. 4.1. Afterwards,
we present the results of our runtime evaluation in Sect. 4.2. Further, we investigate the detectability for
each scenario after 5,000 packets in Sect. 4.3 as well as depending on the number of packets in Sect. 4.4.
Finally, we discuss the limitations of our approach and countermeasures against it in Sect. 4.5.

Scenario
SHA3-512 SHA3-256

best alphabet worst alphabet best alphabet worst alphabet
half-CC full-CC half-CC full-CC half-CC full-CC half-CC full-CC

p-value 0.0415 1.46 ·10−14 1.65 ·10−31 6.02 ·10−94 0.3753 0.74 ·10−17 3.65 ·10−4 1.81 ·10−155

Table 1: Mann-Whitney-U test results for SHA3-512 and SHA3-256

Scenario
SHA2-384 MD5

best alphabet worst alphabet best alphabet worst alphabet
half-CC full-CC half-CC full-CC half-CC full-CC half-CC full-CC

p-value 2.34 ·10−10 1.94 ·10−7 2.38 ·10−6 3.87 ·10−55 0.1637 1.42 ·10−6 5.14 ·10−7 9.89 ·10−73

Table 2: Mann-Whitney-U test results for SHA2-384 and MD5

4.1 Statistical Significance

To ensure the statistical significance of our data, we performed Mann-Whitney-U tests. We decided to
take advantage of this test because it compares a single ordinal variable without specific distribution of
two data-sets to each other. The test results in the so-called p-value. The lower the value, the more
statistically significant the difference. The data is commonly accepted to be statistically significant if
p<0.05, further also called significance threshold. We compared the data of the covert information-
transferring experiments to the corresponding none-CC experiments.

The results for both SHA3-256 and SHA3-512 are visualized in Table 1. The p-value for the half-CC
implementation under the utilization of SHA3-512 with the best alphabet is 0.0415, which is slightly
below 0.05. So, we assume the statistical significance is just acceptable. The results of all other SHA3-
512 scenarios are far below the significance threshold. For SHA3-256 the significance value of the
half-CC implementation with the best alphabet is at 0.3753. This may indicate that this scenario cannot
be considered as statistical significant, i.e., this CC might remain undetectable. The SHA3-256 best-case
alphabet full-CC scenario and both worst case alphabet scenarios remain below the value of 0.05 and can
be considered to be statistical significant. The Mann-Whitney-U test results for SHA2-384 and MD5 are
presented in Table 2. For SHA2-384 all values remain below the threshold and can be considered to be
statistical significant. In the MD5 scenarios, the p-value is also clearly below the significance threshold,
except for the half-CC best alphabet implementation. This value at 0.1637 indicates that the results
for the MD5 half-CC scenario utilizing the best alphabet, cannot be considered statistically significant.
Thus, we can expect that one of our experiments might remain undetectable. We assume the loss of
statistical significance for both the SHA3-256 and MD5 best alphabet with half-CC scenario is caused
by the combination of the less time-consuming hash operations in comparison to SHA3-512 and the
fewer hash operations performed due to the best-case alphabet. We expect the significance to increases
with the number of performed hash operations.
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Figure 2: SHA3-512 implementation with the best alphabet
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Figure 3: SHA3-512 implementation with the worst alphabet

4.2 Runtime Evaluation

Although we have focused on eliminating external influences, the packet runtime is still influenced by
some random events, for example by the scheduler of the operating system. To minimize such effects,
we accumulated the request-reply timing of all experiments performed for one specific scenario. We
further compared the accumulated time of the experiments without CC to the accumulated time of the
experiments carrying covert information to investigate the difference. For each scenario, we created
two plots. Plot a shows the accumulated difference of runtime in total seconds for 10 accumulated
experiments, compared to the accumulated 10 reference measurements without CC. Plot b shows the
time difference per packet averaged over all experiments of a CC scenario compared to value averaged
over all reference experiments.

SHA3-512 Figure 2(a) shows the accumulated results of the SHA3-512 best alphabet experiments.
The full-CC implementation, represented by the solid line, is permanently above the reference, i.e., the
accumulated request-reply cycle has consumed more time than the accumulated runtime of the non-
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Figure 4: SHA3-256 implementation with the best alphabet
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(b) Accumulated time difference per packet

Figure 5: SHA3-256 implementation with the worst alphabet

CC experiments. The half-CC scenario remains below the reference until approximately 3,500 flows,
consuming less time in total until this point. Finally, the accumulated request-replies consume more time
than the reference implementation. Figure 2(b) shows the same results specified for the mean request-
reply runtime of one single flow. Again, the solid line represents the full-CC implementation. The
time difference per packet, in the beginning, is clearly above the reference implementation and stabilizes
at about 0.001 seconds more time consumed. The half-CC implementation consumes less time in the
beginning compared to the reference implementation but finally turns into the positive area and finishes
at 0.0005 seconds consumed additionally per packet than the reference.

The results for the scenario SHA3-512 with the worst alphabet are presented in Figure 3. Both
CC scenarios permanently consume more accumulated time than the reference (Figure 3(a)). The time-
consumption difference per packet is visualized in Figure 3(b). The full-CC first resides around 0.0002
seconds and finally stabilizes slightly below this value. The half-CC first resides like the full-CC imple-
mentation and stays constantly between the reference and the full-CC. All figures created for SHA3-512
show the important influence of the utilized alphabet. Further, the figures show that the lower the share
of CC packets within an implementation, the harder it is to detect. This is especially an issue if the CC
is realized with a perfect alphabet.
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Figure 6: SHA2-384 implementation with the best alphabet
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(b) Accumulated time difference per packet

Figure 7: SHA2-384 implementation with the worst alphabet

SHA3-256 The results for the scenario SHA3-256 with the best possible alphabet are presented in
Figure 4. The accumulated total runtime shown in Figure 4(a) indicates that both full- and half-CC
consume less time in total than the reference. The runtime is equal to the reference until 2,000 packets
and then differs clearly for both full- and half-CC. Although, the total results seem to be clear, the result
differs only slightly if set relating to the number of packets, leading to almost the same runtime per
packet. The results are influenced by the few hash operations performed due to the optimized alphabet.
Further, please note the Mann-Whitney-U test performed for the SHA3-256 half-CC scenario with the
best alphabet was not considered to be statistical significant. The result might be falsified by this fact.
The results for the implementation of SHA3-256 with the worst possible alphabet are clearer, and the
total runtime differs noticeably for the full-CC (Figure 5(a). The total runtime increases constantly and
reaches a maximum of 100 seconds after 5,000 packets. The half-CC consumes slightly more time and
stays near the reference over the entire duration of the measurements. This is underlined by the runtimes
set relating to the number of packets (Figure 5(b)).

SHA2-384 The experiments performed with SHA2-384 and the best alphabet are presented in Figure 6.
Both the total runtime and the runtime relating to a single packet rely on a constant value. It is also visible
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Figure 8: MD5 implementation with the best alphabet
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Figure 9: MD5 implementation with the worst alphabet

that the full-CC consumes more time than the half-CC implementation. The runtime per packet differs by
0.001 seconds for the full-CC and 0.0005 seconds for the half-CC compared to the reference experiments.
For the worst possible alphabet, the total runtime of the full-CC experiments clearly consume more time
than the reference experiments and increases continuously. The half-CC experiments remain around the
reference until 2,500 packets and then seem to consume less time, but the total runtime remains only
slightly below the reference (Figure 7(a)). In relation to the runtime of a single flow, the difference of
the half-CC experiments remains nearly constantly at 0.0005 seconds below the reference experiments,
while a single packet of the full-CC consumes constantly 0.001 seconds more time compared to a single
packet of the reference. This indicates lower potential detection rates for the half-CC scenario, which
might remain undetectable.

MD5 The accumulated time consumption of the MD5 scenario implementing the best possible alpha-
bet is visualized in Figure 8(a). Again, we compared the accumulated time consumption of the CC
experiments with the accumulated results of the reference experiments. The figure shows that the MD5
hash algorithm consumes less time than all CCs with SHA3-512 and SHA2-384. Merely, the SHA3-256
algorithm with full-CC and half-CC consumes less time. In the beginning, both MD5 best alphabet CC-
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implementations constantly consume more time than the reference, but at some point the time difference
for the full-CC shrinks to a barely observable value.

Similarly for the half-CC experiments, which

even have a better performance than the accumulated reference experiments in the end. The aver-
age request-reply difference per packet underlines these results and is presented in Figure 8(b). In the
beginning, the difference of both CC scenarios remains constant at about 0.0005 seconds. Finally, the
time difference shrinks and resides around the average reference packet runtime. Since the runtime of
the packets slightly depends on some random factors like the operating system schedulers of CS, CR and
OR, we assume the time-consumption of MD5 under the utilization of the best alphabet is too similar to
the reference for a clear distinction. This is compliant with our previous significance test.

The ratio of the accumulated MD5 experiments under the use of the worst possible alphabet is vi-
sualized in Figure 9(a). In the beginning, the full-CC performs superior to the reference consuming
less time. In the further progression, the accumulated packet request-reply cycles of the full-CC ex-
periments consume more time than the accumulated reference cycles. Finally, the accumulated time
difference reaches a plateau and stays constant. The accumulated time of the half-CC experiments be-
haves just like the accumulated time of the full-CC experiments, except it is pending around the x-axis
at the beginning instead of peaking into the negative area. Setting the consumed time in relation to a
single packet underlines this observation and is presented in Figure 9(b). An average single packet of the
full-CC experiments consumes less time in the beginning and resides around 0.002 seconds. In the fur-
ther progression, each packet consumes successively more time and the average runtime of the full-CC
per packet increases to 0.001 seconds more consumed than the reference. The same observation can be
made for the half-CC experiments, except that the time pends around the x-axis at the beginning instead
of consuming less time than the reference.

Discussion The interpretation of the figures leads to the conclusion that it is more challenging to detect
a computational intensive reversible CC if a resource-efficient hash function is utilized. This especially
can be observed for MD5 and SHA3-265 with the best possible alphabet. Also, the worst-case alphabet
packet runtimes of the MD5 and SHA2-384 CC experiments suggest this conclusion. The SHA3 CC
implementations are more time-consuming, especially for non-optimal alphabets. The utilized alphabet
is even more crucial to our detection approach than the resource efficiency of the hash algorithms. The
runtimes of both full-CC and half-CC experiments with the worst alphabet are more distinct to the ref-
erence than all best alphabet experiments for all algorithms and hash lengths. Especially the MD5 worst
alphabet runtimes for both full-CC and half-CC as well as the SHA2-384 full-CC runtime support this
observation. All of our experiments were performed with 5,000 flows. The per-packet evaluation of all
scenarios shows that differing runtimes for CC implementations can be observed after a different number
of flows. In Fig. 2(b), for the full-CC experiments, the per-packet runtime differs after approximately
2,500 flows and stays constant until 5,000 flows. For the worst alphabet this can be observed after less
than 1,000 flows (Fig. 3(b)). For the worst alphabet scenario of MD5 (Fig. 9(b)) and the best alpha-
bet scenario of SHA2-384 (Fig. 6(b)), it can be observed that the runtime of the CC implementations
approaches to the reference again at the end of our experiments. We selected the value of 5,000 flows
for our paper to evaluate if a packet-runtime based approach is conceivable. Our results indicate, this
approach is feasible, though further research has to be performed. Long-lasting experiments with more
than 10,000 flows would potentially further clarify the impact of the recording duration (and if more than
5,000 flows have to be recorded for improved results).

149



Detection Of Computational Intensive Covert Channels T. Schmidbauer and S. Wendzel

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

0.0

0.2

0.4

0.6

0.8

1.0

Tr
ue

 P
os
iti
ve

 R
at
e

full-CC: AUC = 0.879
half-CC: AUC = 0.657

(a) ROC chart of SHA3-512 with the best alphabet
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(b) ROC chart of SHA3-512 with the worst alphabet

Figure 10: Threshold-based detection-rate of the SHA3-512 experiments
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(a) ROC chart of SHA3-256 with the best alphabet
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(b) ROC chart of SHA3-256 with the worst alphabet

Figure 11: Threshold-based detection-rate of the SHA3-256 experiments

4.3 Threshold-based Detection

Our proposed detection approach utilizes a threshold, defined by the averanged packet-runtime of ref-
erence traffic and is applied in this section for the entire observation period of 5,000 packets. For each
scenario, we applied the averaged runtime per packet of all reference experiments after 5,000 flows as the
metric. We compared the average runtime per packet of every single CC experiment after 5,000 flows to
this value. Afterwards, we performed a threshold-based test for separate groups (also for now on called
detection setups), splitting the full-CC and half-CC experiments. This was decided to determine if the
detection rate differs if the flows contain a lower share of CC traffic. A detection setup contained all
10 reference measurements as well as all 10 dedicated experiments performed with the full-CC or the
half-CC implementation. For each experiment in a detection scenario, we compared the packet runtime
to the threshold. If the average packet runtime was above the threshold, an active CC was assumed; if
the value was below the threshold, legitimate traffic was assumed.

For each scenario, we created a ROC curve to visualize the detection rate. To create the curves,
so called partitions with are created, that compare the true positive rate (TPR) and false positive rate
(FPR)each partition to the following partitions. The rates are calculated by the formulas
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(a) ROC chart of SHA2-384 with the best alphabet
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(b) ROC chart of SHA2-384 with the worst alphabet

Figure 12: Threshold-based detection-rate of the SHA2-384 experiments
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(a) ROC chart of MD5 with the best alphabet
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(b) ROC chart of MD5 with the worst alphabet

Figure 13: Threshold-based detection-rate of the MD5 experiments

TPR =
True Positive

True Positive+False Negative

FPR =
False Positive

False Positive+True Negative

Figure 10(a) shows the results for the SHA3-512 scenario with the best possible alphabet. The
full-CC detection scenario’s Area Under Curve (AUC) is 0.879, which can be considered as good. For
the half-CC experiments, the AUC is 0.657. This value indicates that this scenario is only marginally
detectable as the value is near above tossing a coin. The threshold-based detection result of the scenario
SHA3-512 with the worst possible alphabet is presented in Figure 10(b). The AUC value for the full-
CC detection scenario is at 0.753 and indicates a moderate detectability. The AUC value of the half-
CC experiments with the worst possible alphabet is almost the same as the AUC value of the half-CC
experiments with the best possible alphabet. The AUC would indicate a better detectability for the best
alphabet, which opposes the results presented in the previous section. We investigated this observation
further and can reduce it to the appearance of a false negative in the first partition of the SHA3-512 worst
alphabet detection scenario. This is misleading due to the decreased FPR for the worst alphabet, leading
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to a lower AUC than for the best alphabet. We assume the AUC will clarify if more experiments are
performed. According to our extended investigation described above, we assume both SHA3-512 full-
CCs of each alphabet are nearly as detectable as each other, however the AUC differs clearly. Because of
the increased time difference between CC-implementations and the reference, we expected to have higher
detection rates due to the increased runtime with the implemented worst-case alphabet as visualized in
Figure 3(b) compared to Figure 2(b).

The results for SHA3-256 with the best possible alphabet are presented in Figure 11(a). Please note
that the results for the half-CC implementation cannot be considered statistical significant. Matching the
insignificant difference, the AUC is at 0.512, which equates to coin flipping and can be considered as
undetectable. The detection rate for the full-CC is nearly the same as for the half-CC implementations
with SHA3-512. The AUC is at 0.615, which indicates a marginal detectability. The results for the
worst-case alphabet are presented in Figure 11(b). The AUC for both full-CC and half-CC detection
setup equate nearly to the results for the best alphabet. Though, the half-CC AUC is higher and the
results are statistically significant. We explain the decreased rates to the fewer time-consuming hash-
operations that are performed with SHA3-256 in comparison to SHA3-512.

How crucial the alphabet is, can also be observed in Figure 12(a) that presents the results for the
detection scenario SHA2-384 with the best alphabet. Both full-CC and half-CC detection rates equate to
guessing. This result is also interesting since the time consumption of the CC experiments, as presented
in Figure 6, clearly differs from the reference experiments. Single CC experiments seem to have an
influence on the accumulated runtime, but are only detected once. The detection rate of the full-CC with
the worst alphabet SHA2-384 detection scenario is the best as the AUC is at 0.906 (Figure 12(b)). The
AUC for the half-CC experiments is slightly above 0.6 and indicates a low detectability, like the runtime
comparison in the previous section already suggested.

The ROC curves for the MD5 detection scenario can be found in Figure 13. The detection rate of
the best alphabet experiments nears to tossing coins and can be assumed to be undetectable with our
approach (Figure 13(a)). This expected result can be explained by the lack of statistical significance, the
utilized best-case alphabet, and the utilization of the fewer resource-consuming MD5 hash algorithm.
The worst-case implementation in contrast can be assumed as moderately detectable with an AUC value
of 0.763 for the full-CC scenario and 0.732 for the half-CC scenario.

For all detection scenarios, we observed mostly good detection rates with the worst possible alphabet
implemented combined with a full-CC altering all hashes. One exception is the SHA3-256 worst alphabet
detection scenario that resulted in moderate detection rates. The half-CCs with the worst alphabet are
also detectable, but the rate is clearly lower than only 50 percent of the hashes were altered and consume
more time than the reference. For the best possible alphabet, only SHA3-512 was reliably detectable.
The other hash-algorithms seem to consume too little time for good detection rates. We can conclude
that both the utilized algorithm and the utilized alphabet are crucial for a threshold detection based on
packet runtime.

4.4 Detection Rate Depending On The Number Of Packets

In the previous subsection, the proposed threshold-based runtime detection approach has been applied to
identify CC activity after 5,000 flows by evaluating our previously described experiments. However, the
detector can also be applied after fewer than 5,000 observed packets. Therefore, we created figures for
each detection scenario, displaying the AUC value after each 50 packets from 50 to 5,000 packets. The
respective threshold is equivalent to the number of the average packet runtime of all according reference
experiments, i,e., after 50 flows, 100 flows and so forth. Besides the AUC Value of ROC Curves, there
exist further statistical metrics to determine, whether a detector is performing well. In addition to the
AUC, we will further present the detectors precision, recall and accuracy for each detection scenario.
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The metrics evaluate the deviation of True Positives (TP), True Negatives (TN), False Positives (FP) and
False Negatives (FN) by calculating the distribution in different means and can visualize the quality of a
detector. The precision metric describes the number of TP compared to all positives and describes the
detection rate of actually CC containing experiments and is calculated as follows:

precision =
T P

T P+FP

The recall metric describes the TP rate in relation to all values that are considered to be positive,
i.e., TP and FN, and indicates how well a detector can determine true positives correctly. The recall is
calculated by the formula

recall =
T P

T P+FN

The accuracy metric calculates the share of correct classified experiments and compares the TP and
TN to the total number of classified experiments, i.e., TP, TN, FP and FN. The accuracy can be applied
to our data, because the number of positive and negative samples is balanced for each detection scenario.

accuracy =
T P+T N

T P+T N +FP+FN
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Figure 14: SHA3-512 best alphabet: Statistical metrics according to the number of packets
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Figure 15: SHA3-512 worst alphabet: Statistical metrics according to the number of packets

SHA3-512 The results of the SHA3-512 best alphabets are presented in Fig. 14. The precision remains
below or slightly above 0.5 for the entire observation period. This indicates moderate false positive rates
that will raise false alerts. The recall metric of this detection setup illustrates, that until 4,000 packets
that half and more than half of the CC experiments were not correctly detected for the full-CC and half-
CC, respectively. Though, the value before 1,000 flows indicates a well-working detector for full-CCs,
the detector cannot be considered to be reliable. After 4,000 flows the threshold seems to increase for
the full-CC scenario and seems to achieve good correct detection rates. Overall, the accuracy indicates,
that only half of the experiments were classified correctly for both, full-CC and half-CC, however the
value increases for the full-CC scenario after 4,000 flows indicating better results. Finally, the AUC
underlines these observations, though the performance of the detection increases after 4,000 packets and
might generate good results. A share of 50 percent CC containing flows might remain undetectable for
the combination of SAH3-512 and best alphabet.

The results for SHA3-512 and the worst alphabet are presented in Fig. 15. Compared to the pre-
viously in Fig.14 presented results, the values indicate better detection rates. The precison is clearly
improved for the half-CC experiments and slightly improved for the full-CC experiments, i.e., fewer
false positives are detected. Further, the recall illustrates good detection rates for both detection sce-
narios. Full-CCs are constantly reliable detected after 400 flows, half-CCs after 1,750 flows. This is
underlined by the accuracy, that indicates that constantly more than 60 percent and 50 percent of all
full-CC and half-CC experiments were categorized correct, respectively. The AUC value stabilizes after
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Figure 16: SHA3-256 best alphabet: Statistical metrics according to the number of packets

3,000 flows for the full-CC scenario and relies at around 0.5 for the half-CC scenario.

SHA3-256 The detection metrics depending on the number of packets for the SHA3-256 experiments
with the best alphabet are visualized in Fig. 16. All presented values let us conclude both, the full-CC
scenario and half-CC scenario, remain undetectable, if performing with a perfect alphabet. The precision
metric for full-CC and half-CC remain constantly around 0.5 for all packets observed. The recall value
is pending around 0.5, which also indicates undetectability, like the precision metric. The accuracy of
both scenarios remains at around 0.5 for nearly the complete runtime and also indicates detection results
that are comparable to coin-flipping.

In contrast to the results of the best alphabet, the metrics of SHA3-256 with the worst alphabet show
that our detection approach produces acceptable results (Fig. 17). The precision stays constantly above 50
percent after 500 packets and indicate the number of false positives is utilizable, but not good. The recall
indicates low false negative rates. For the full-CC detection scenario, good results are achieved after 500
packets and for the half-CC the number of FN is acceptable after 1,000 packets. For both scenarios, the
accuracy, i.e., the number of correctly categorized experiments is constantly around 0.75 and around 0.5
for full-CC and half-CC, respectively. The AUC value is mostly above 0.6 for both scenarios, however
the value decreases after around 3,000 packets and stabilizes again after 4,000 packets. As the AUC
relies on recall and false positive rate and the recall metric presented in Fig. 17(b) indicates good results,
it can be concluded that at this point the detector produces high false positive rates.
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Figure 17: SHA3-256 worst alphabet: Statistical metrics according to the number of packets

SHA2-384 The results for the best alphabet detection scenarios are presented in Fig. 18. For both,
precision and accuracy, the value is constantly slightly above 0.5 for full-CC and half-CC experiments.
Both charts indicate, that half of the true positives and true negatives has been correctly categorized
compared to the number of FP in case of precision and total experiments in case of accuracy. For both,
the recall and AUC metric, the results between 1,000 and 3,000 packets seem to be fine, however, the
values deteriorate after 3,000 packets and remain at 0.5. Like for other best alphabet detection scenarios,
the CC traffic cannot be considered to be correctly detected but it seems like the number of true negatives
might be low in between 1,000 and 3,000 flows.

Like for SHA3-512 and SHA3-256, the results of the worst possible alphabet under utilization of
SHA2-384 (Fig. 19) indicate higher detection rates compared to the best alphabet if every hash has been
altered. The precision of our detection approach achieves good results for the full-CC experiments after
500 observed packets while the results for the half-CC experiments remain low and are pending around
0.5, indicating a high number of FPs. The recall metric of the full-CC also indicates a low number of
FNs. However, the half-CC detection setup remains below 0.4 and indicates a high number of FNs. The
same can be observed for the accuracy, which is constantly performing well for the full-CC detection, but
only acceptable for the half-CC detection. The AUC indicates clearly, that the full-CC will be detectable
by our approach after 500 flows. However, the half-CC with the worst alphabet will potentially remain
undetectable within the first 5,000 packets.
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Figure 18: SHA2-384 best alphabet: Statistical metrics according to the number of packets

MD5 The statistical metrics for the MD5 best alphabet detection scenario are presented in Fig. 20 and
indicate, that the utilization of the best alphabet will impede a detection with our proposed approach. The
values of precision, recall, accuracy and the AUC are constantly remaining or pending slightly above 0.5,
for both full-CC and half-CC. According to these results, a detection will not be possible.

While the best alphabet prevents the detection, the metrics of the MD5 detection setups under the
utilization of the worst alphabet indicate good detection results after 1,000 packets for both full-CC and
half-CC (Fig. 21). The precision stays constantly slightly below 0.7 and implies acceptable FP rates.
Good results are also pointed out by the recall metric after 1,000 and 2,500 packets for the full-CC and
half-CC, respectively. This states out the TP rate compared to the sum of detected CCs is over 0.75 for
the full-CC after 1,000 packets and increases to 0.9 after 3,000 flows. The half-CC TP rate is acceptable
after 2,000 packets and can be considered as ‘good’ after 2,700 packets. Further, the accuracy expresses
a correct classification of more than 75 percent of all performed experiments for both detection scenarios.
Finally, the AUC indicates good detection rates after 1,000 packets for the full-CC and for the half-CC
after 2,700 flows.

Discussion The detection-rate evaluation underlines once more how crucial the chosen alphabet is for
our detection approach. For all researched detection scenarios implementing the best possible alphabet,
our proposed detection approach has only resulted in good detection rates for the SHA3-512 full-CC
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Figure 19: SHA2-384 worst alphabet: Statistical metrics according to the number of packets

evaluation scenario. Computational intensive CCs performing with the best alphabet may remain un-
detectable with our current implementation within the first 5,000 packets. The results for experiments
utilizing the worst possible alphabet seem to achieve good to excellent detection rates, depending on the
share of CC and the time consumption of the utilized hash-algorithm. Good detection rates can further
be achieved after 1,000 packets, and for some implementations even after 500 packets.

However, the utilization of the best alphabet is not the standard scenario in the wild. The alphabet
will be optimized under certain conditions, but will have to transmit information not previously known
to CR and CS. I.e., the alphabet cannot generally be optimized. We conclude that our proposed detection
approach is considerable to be applied for certain scenarios and even if it may not detect highly optimized
alphabets with low CC share, it will force a limitation of information transferred by reducing either the
share of CC information or by forcing the CS and CR to agree on a well-fitting alphabet in advance.
Moreover, computational intensive CCs may be detectable by our approach if more than 5,000 packets
are observed, which needs to be further researched.

4.5 Countermeasures and Limitations

Multiple potential countermeasures can be considered for our detection approach. The first countermea-
sure to mention is an inefficient CC implementation. Especially time-intensive operations besides the

158



Detection Of Computational Intensive Covert Channels T. Schmidbauer and S. Wendzel

0 1000 2000 3000 4000 5000
Number of packets observed

0.0

0.2

0.4

0.6

0.8

1.0
Pr
ec
isi
on

full-CC: 
half-CC: 

(a) Precision

0 1000 2000 3000 4000 5000
Number of packets observed

0.0

0.2

0.4

0.6

0.8

1.0

Re
ca

ll

full-CC: 
half-CC: 

(b) Recall

0 1000 2000 3000 4000 5000
Number of packets observed

0.0

0.2

0.4

0.6

0.8

1.0

Ac
cu
ra
cy

full-CC: 
half-CC: 

(c) Accuracy

0 1000 2000 3000 4000 5000
Number of packets observed

0.0

0.2

0.4

0.6

0.8

1.0

Ar
ea
 U
nd

er
 C
ur
ve

full-CC: 
half-CC: 

(d) Area Under Curve

Figure 20: MD5 best alphabet: Statistical metrics according to the number of packets

hash-operations will lead to random delay and may prevent detection, e.g., read and write operations
during the hash-reversion. Further, the creators of such a CC might add random sleep timers to obfuscate
the appearance of malicious behavior or might try to normalize the packet runtime. These ideas were
for instance described in [43, 40] and applied for traffic normalizers [44] to mitigate timing side and
timing based covert channels, but they also can be applied to counter our detection approach. Further,
the fewer the share of CC packets in a set of data, the less likely it is to detect the existence of covert
information flows. Moreover, well-designed alphabets will decrease the chance of detection. Also, CRs
with high computing capacity will be detected less likely because they can perform hash-operations more
frequently. Especially systems, designed to perform hash operations, will decrease the detection rate as
they will consume less time to perform those operations. Further, our detection approach might be lim-
ited to small setups with few hops between the observer and the CS. In other words, and given that all
other variables are held constant, we can roughly assume that for our threshold-based detection heuristic,
the following proportionality can be considered:

Detectability ∝ Number of Hops−1.

This can be reasoned by the following considerations:

• The time-consuming operations are performed by the CS. Placing the observer beyond this point
will inhibit the detection.
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Figure 21: MD5 worst alphabet: Statistical metrics according to the number of packets

• The more hops are passed between the observation point and the OR, the more the time difference
will blur due to random time-consuming events (network jitter).

• The more hops are passed, the more likely it is for a packet to follow a different routing, leading
to an altered runtime.

Thus, the longer the distance between the CS and the OR, the less significant the time difference
observed will be. Though, it is crucial for our approach, that the warden can observe the flow before the
computational intensive operation is performed. In our opinion, the best point to place the observer is
directly in front of the CS, which might not be feasible in all practical scenarios.

5 Application Scenarios

Despite the mentioned countermeasures and limitations, our approach still can be applied within corpo-
rate networks to detect covert communication.

Obviously, a defender cannot always know the locations of a CS and a CR in a real environment.
However, one might be able to locate potential CS and CR systems in a network. The three possible
placements for an observer (further called warden) are presented in Figure 22. The warden in Figure 22(a)
is placed between the OS and the CS and can observe the elongated packet runtimes of the repeated
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computational intensive operations. However, since the intensive operations are performed by the CR,
the result may be not as clear as the results of a warden placed in at the position of Figure 22(b). This
warden has the best position as there are fewer systems hat can lead to random delays in between the
warden, the CR and the OR. This may reduce events that can influence the runtime detection. The warden
placed in Figure 22(c) will never be able to detect the CC as the computational intensive operation had
already been performed by the CR and the runtime will not be observably influenced for this warden.
Thus, the warden placement is crucial for this detection approach. If the warden is placed too close to
the OS, the results might be falsified.

As already mentioned in section 4.5, the approach may be limited to small scenarios but still is a
means to detect a CR in demilitarized zones (DMZ) and private network segments.

Our application scenario is as presented in Figure 23. Clients want to authenticate themselves to a
web server that is hosted in a DMZ. The DMZ is encapsulated by an external and an internal firewall,
and in addition secured by a proxy server. The web server itself requests a hash-check from an isolated
authentication server in an internal network, the OR.

Figure 24 presents the location of the CS and the CR (red boxes) and the wardens (black boxes). We
placed two CS and CR as examples, though there are more potential placements. Further, we introduced
two wardens at positions that are crucial to the detection approach. The CS1 is placed on the Internet and
CS2 is located in the DMZ, while the position of CR1 is in the DMZ and CR2 is placed in the internal
network. The warden W1 is installed in between the Internet and the external firewall, and the warden
W2 in between the DMZ and the internal firewall. CS1 can transfer covert information to CR1 (further
referred to as extCC-1) and with CR2 (extCC-2). CS2 is able to communicate with CR1 (intCC-1) and
with CR2 (intCC-2).

As the CC participants always take advantage of overt channel sub-routes (i.e., route fragments of the
full route from OS to OR) to realize a MitM scenario, the actual placement of the CR can be determined
in some cases. If only W1 detects elongated runtimes, this indicates the CR is placed in between W1 and
W2. If the CR had been placed between W2 and the OR, W2 would have also detected suspicious runtime
behavior of request-reply cycles. In case of local OTP-authentications, the placements of the CS and the
CR can be detected even more definite if packet flows are monitored on crucial points and collected by
security instances like a security information and event management (SIEM).

As already mentioned, the wardens are placed at crucial positions, i.e., the transitions between each
network segment. The warden W1 will be able to detect modified hashes that a CS wants to submit to a
CR in the secured network segments. The warden W2 will be able to detect suspicious activities that may
indicate a reversible CC based on computational intensive operations with a CR placed in the internal
network. For the extCC-1, the warden W1 is an equivalent to the scenario presented in Figure 22(b). It

(a) Warden placed between Overt Sender and Covert Sender

(b) Warden Placed between Covert Sender and Covert Receiver

(c) Warden Placed between Covert Receiver and Overt Receiver

Figure 22: Potential Warden Placements

161



Detection Of Computational Intensive Covert Channels T. Schmidbauer and S. Wendzel

Figure 23: Application Setup

Figure 24: Placements of Wardens, Covert Senders and Covert Receivers

will be possible to observe extended packet runtimes, and there are few systems in between the warden
and the CR. Further, extCC-2 will be observable for W1 although the distance between the warden and
the CR is longer than for the extCC-1; this is also the scenario presented in Figure 22(b). Despite the
different placements of the CR, there will be no difference in the observable packet runtimes. This is
explainable due to the fact that the same number of hosts will be passed from the warden to the OR
(the authentication server). Both, intCC-1 and intCC-2 will also be observable by this warden. The
packet runtime will be elongated because the computational intensive operations will be performed after
the observation. This is the scenario presented in Figure 22(a). The warden W1 is placed at a point
to cover all possible CRs within a network, although the distance to the OR is the longest and results
may be falsified due to this fact. The warden W2 is placed at a point much nearer to the OR, so the
passed nodes will be limited to a minimum. However, this warden will never neither be able to detect
extCC-1 nor intCC-1 because the computational intensive operation has already been performed before
the observation (see Figure 22(c)). It must be mentioned that this warden can be applied to all CCs
addressing CR2 and will also reach good detection results as the distance between the CR and the OR is
short. This scenario corresponds to the warden placement presented in Figure 22(b).

As already described in section 4, the reference measurements are crucial for this detection approach.
The wardens have to perform several experiments to enable high-quality results when located between
the warden and the OR. In addition, a CC recognition can only be expected after 5,000 (or more) flows
and depends on the utilized hash algorithm. Under certain circumstances, however, a reliable detection
can be performed earlier like presented in Fig. 15 and Fig.19.
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6 Conclusion

We demonstrated that the detection of a computational intensive reversible CC is feasible under certain
conditions by observing packet runtimes. We investigated the influence of repeated SHA3-512, SHA3-
256, SHA2-384 and MD5 hash operations on request-reply cycles of OTP authentications that are based
upon hash chains. Our results give evidence that the utilized alphabet (i.e. the order of the symbols
contained therein), as well as the probability of occurrence of each single symbol in the covert message
has a high influence on the packet runtime of such computational intensive reversible CCs. For the
worst alphabet our approach achieved good results for all tested algorithms. Especially the full-CC
implementation of SHA2-384 had excellent detection rates. The performed experiments indicate that it
is more likely to detect SHA3-based 512-bit hashes than SHA3-based 256-bit hashes or SHA2-384 and
MD5-based implementations, regardless of the utilized alphabet. Further, we described countermeasures
to prevent threshold-based packet runtime detection. Also, we discussed potential warden placements
and their benefits and limitations as well as application scenarios in existing environments, showing that
wardens must be carefully placed to expect usable detection results. In the future, we aim to improve
our approach to achieve higher detection rates. To this end, we will evaluate additional methods to
detect reversible CCs based upon computational intensive operations, especially operations consuming
few resources. Furthermore, we plan to investigate the influence of the distance between the observation
point, the CR, and the OR, and plan to compare different implementations (e.g., C and libpcap instead
of Python and scapy).
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