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Abstract

In this paper, we propose a robust watermarking image approach that focuses on a serious problem
in image watermarking which consists on finding a compromise between the authentication and the
computational complexity aspects in watermark embedding/extracting processes. The approach is
based on the choice of the adequate DC components per block for a given image after applying a
frequency transform by DCT (Discrete Cosine Transform) on each block. The DC blocks of the
entire image will be represented by a tree passing through blocks having a higher texture to ensure
imperceptibility of the embedded watermark. The watermarking process is applied directly in the
spatial domain that guarantees a less computation complexity on a particular set of blocks having
high texture. It is noted that the proposed approach guarantees very remarkable watermark imper-
ceptibility compared to other approaches operating in the same domain. The approach was tested
against several geometric and non-geometric attacks. Similarly, the attacked watermark against most
known dangerous attacks are recovered. The results obtained with regard to watermark extraction
against several attacks are very encouraging and discussed in this paper.

Keywords: image watermarking, robustness, spatial domain, DC component, image-to-tree, tex-
tured block

1 Introduction

The development of Internet and social media has contributed to the increasing number of data and in
particular images. It is necessary to understand the stakes of securing the exchanged images through
communication networks. Secure images consist on covering several aspects of security depending on
the targeted purpose such as integrity, authenticity, confidentiality, etc.. Image watermarking can play an
important role to ensure many image security issues.

Images watermarking methods can be classified according to the operated domain (spatial or fre-
quency domain) and the way to extract the attacked watermark from the attacked watermarked image.
For embedding watermark two main domains are distinguished: 1) spatial domain which consists in em-
bedding a watermark directly on the host image without any required preprocessing [1][2] 2) frequency
domain, where the host image must undergo a spectral transformation before embedding watermark such
DCT ( Discrete Cosine Transform) [3][4], DWT ( Discrete Wavelet Transform) [5][6], SVD ( Singular
Value Decomposition) [7][8][9] .

Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable Applications (JoWUA), 11(1):81-115, Mar. 2020
DOI:10.22667/JOWUA.2020.03.31.081
∗Corresponding author: Lamri Laouamer, Department of Management Information Systems, College of Business and Eco-

nomics, 51452, KSA, Tel: +66-294-38-5138

81



Select Significant Blocks for Image Watermarking Lamri, Euchi, Zidi, and Mihoub

Similarly, watermark extraction methods can be classified into three categories: non-blind, semi
blind and blind modes. Extract watermark in a non-blind way, means that the host image is necessary
[10] in the extraction process. Extract watermark in semi blind mode means that the original watermark
is necessary in the extraction process [11]. Whereas in blind mode neither the original watermark nor
the host image are both necessary in the extraction process; the watermarking key is only able to extract
the watermark [12].

It should be noted that watermarking methods in the frequency domain are more robust against
attacks compared to watermarking methods operating in spatial domain [13]. The main advantage of
watermarking methods in spatial domain is the low computation time compared to frequency methods
[14] [15].

The attacks are the processes that can destroy a watermark within a watermarked image. attacks can
be classified into three categories: removal attacks, geometric attacks and cryptographic attacks. Re-
moval attacks can affect the watermark in a way that may be removed or destroyed, while geometric
attacks tend to degrade the quality of watermark by shifting the pixels or scaling the image. Crypto-
graphic attacks like brute force depend on finding a hole in embedding watermark algorithm to destroy
or remove watermark [16].

There are many desirable properties for watermarking approaches including: the robustness to main-
tain a high watermark visibility after applying common image processing attacks, the imperceptibility
to ensure that watermarks are invisible to the attacker in order to prevent their removal, the fidelity to
conserve the quality of host image after being embedded by watermark, and lastly the capacity where
largely capacity of a watermark determines the robustness of the proposed watermarking approach.

Most of the existing image watermarking techniques need an important calculations either at the
embedding level or at the extraction one since the entire image is considered for watermarking. A track
seems to be interesting by focusing the watermark embedding / extraction processes only on the textured
blocks to guarantee the imperceptibility with low complexity in terms of calculations.

This paper presents an approach for image watermarking operating in spatial domain exploiting the
DC components of each DCT block in the host image transformed into Discrete Cosine Transform. The
approach consists of representing the host image of size n x n by a directed tree. Each block is represented
by a vertex as well as by its DC component. As a result, an adjacent matrix is obtained from the blocks
tree to select the blocks concerned by the watermarking.

The main objective of describing an image as a tree and the use of DC components is for two main
reasons: 1) to guarantee the robustness of the watermarking system by embedding the watermark on dif-
ferent blocks without altering the visual quality of the host image, 2) embed the watermark into the highly
textured blocks to ensure watermark imperceptibility. Accordingly, analyzing image characteristics can
be utilized to find most significant components that could be used efficiently in the embedding process.
The texture/smooth nature, the color representations, and the structure of image’s surface/background
are important characteristics of the digital images. Texture characteristic is an important perspective that
can be considered in designing a watermarking approach, where the invisibility of embedded watermark
in blocks with high texture resist more against various kinds of attacks [17] [18].

The proposed works in [19] , [3] , [5] point out that the DC components of DCT transform can be
used efficiently to describe the texture nature of image blocks. The DC component expresses the most
magnitude of the image block information rather than AC components, which expresses partial magni-
tude of image block information. Then, high DC image block means high texture block. This feature
proves that embedding watermark in DC components could be more robust than embedding watermark
in AC components in case of DCT, and any geometric and non-geometric attacks on watermarked image
tend to change DC components less than AC components.

Transforming an image to a graph may provide a useful structure to select particular positions in the
host image to embed watermark based on adjacency relations between the blocks and their neighbors
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[20]. The motivation for embedding watermark image in particular blocks rather than in all image blocks
can be illustrated through four aspects: (i) this design provide high fidelity where the quality of the
original image could not be changed visually after being embedded with the watermark image. (ii) This
design provides a low computational complexity in the embedding/extraction phases and becomes more
suitable for real time application. (iii) This design increases the recoverability of attacked watermark in
case of cropping attack. (iv) This design provides an intelligent technique to achieve the tamperproof to
determine where an image has been altered.

Our proposed approach was tested on grayscale, color and medical images under singular and hybrid
attacks scenario. The remaining sections of this paper are organized as follows: section 2 presents some
of the related watermarking approaches in frequency and spatial domains. Section 3 introduces our
new watermarking approach in spatial domain using tree representation based on DC coefficients. The
experimental results for color, grayscale, and medical images are illustrated in section 4 with comparison
studies. Finally, section 5 concludes this paper.

2 Related Work

This section presents some of the related approaches especially those based on DC components and
image characteristics for embedding watermark in original image. The authors in [4] proposed a robust
blind watermarking by embedding watermark bits in DCT coefficients. The model utilizes the advantage
of correlation between the DCT coefficients of adjacent blocks and computes the difference between two
DCT coefficients to decide which watermark bit will be embedded. The proposed system achieved an
interesting robustness, error rate, and perceptual quality against singular and hybrid attacks.

The work presented in [21] is mainly based on defining a correlation between neighboring blocks
which allows a watermarking system based on prediction. The proposed approach combined mixed
modulation with partly sign-altered mean modulation methods. The embedding process adjusts the coef-
ficients of the low frequency band of each block to predict the true coefficients, which allows a watermark
extraction in a blind way. The imperceptibility of the watermark as well as its robustness against the ge-
ometrical attacks is significantly remarkable from where Signal-to-Noise Ratio (PSNR) and Structural
SIMilarity (SSIM) reaches 40 dB and 96% respectively.

A watermarking model based on texture analysis is proposed in [22]. The model utilized the charac-
teristics of SVD process to analyze the amount of texture/smooth of image blocks. The singular values
and variance of each image block define the texture or smooth case, and high texture blocks are consid-
ered to embed watermark. The embedding process is achieved in DC components of DCT process rather
than AC components.

The authors in [4] proposed a blind watermarking system based on the correlation of inter-block
DCT coefficients for image authentication reason. The difference value between DC component and
the median of low frequency AC components is computed in each DCT block. The difference value is
used to decide the bit which will be embedded in the DC component. The experiments result showed an
interesting robustness and imperceptibility against JPEG compression and some geometric attacks.

The authors in [5] proposed a blind watermarking model based on DCT and DWT transforms. The
DWT is applied on the processed image to decompose the correlated coefficients into vectors. These
vectors are transformed by DCT and the watermark is embedded in the DCT coefficients. This model
is tested against a variety of attacks where the Bit Correct Ratio (BCR) against noise attack was ranged
93.4-100% while the BCR against geometric attacks was ranged 77.1-100%.

Authors in [19] proposed a spatial based-watermarking model by replacing the LSB of processed
image by Most Significant bits (MSB) of watermark. This model was tested against different kind of
additive noises. The experiments result showed that the PSNR reached 13 dB and the Correlation Coef-
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ficients (CC) reached 0.56.
Authors in [2] proposed a robust spatial based-watermarking system to achieve image authentication.

The model utilized the image characteristics (the DC and the color representation) to build an image
information system, which in turn was processed by rough set to extract set of image blocks considered
in the watermark embedding process. The DC and blue component have significant relation with Human
Visual System (HVS); they have high indication to the texture nature of processed blocks that are less
sensitive to the attacker.

In [23] the authors proposed a spatial based-watermarking model to achieve image authentication
based on image characteristics and frequent pattern mining. The proposed model analyzed four textured
features including: DC components, skewness, kurtosis, and entropy by frequent pattern mining process
to identify high textured image blocks that are more suitable for watermark embedding. The advantage of
this approach comes from the convenience between texture analysis and the HVS principles, where em-
bedding a watermark in highly textured regions would be less sensitive to the attacker and then maintain
good robustness against different kind of attacks.

Authors in [24] proposed a blind watermarking model based on Fractional Fourier Transform (FrFT)
to achieve images authentication. The model embed the watermark in the middle frequency coefficients
of the processed image to ensure good imperceptibility and robustness against adding noise, JPEG com-
pression, and low-pass filtering attacks. The experiments result showed that PSNR reached 26 dB against
Gaussian noise and 38 dB against JPEG compression and other low-pass filtering attacks.

Authors in [25] proposed a robust image watermarking system based on heuristic search algorithm
called best first search. The algorithm represented the image as a graph to find the longest sequence
values in each block of image to achieve embedding process in AC coefficients. The experiments result
showed that the PSNR ranged 24.9-39.6 dB against various attacks.

Authors in [1],[26] proposed a robust watermarking system in spatial domain of RGB images. The
proposed model embed watermark in DC coefficients of the blue component by a reasonable change in
pixels. The input value for DC coefficients will be equal to the modified value of DC in DCT domain
that is computed by ∆Mi j/b, (i.e. ∆Mi j is the modified value of DC components and b is the size of
processed block). The experiments result showed that the perceptual quality of the watermarked image
with respect to the original image in terms of PSNR and SSIM are ranged 49.8-50.08 dB and 0.97-
0.98 respectively. The robustness in terms of Normalized Correlation Coefficient (NC) is ranged 0.66-1
against non-geometric attacks and 0.76-1 against geometric attacks.

Authors in [27] proposed a robust color image watermarking technique based on DCT and YCoCg-R
space transformations. The Y component of each partitioned block of the host image is transformed by
DCT process. The energy and the complexity of each block is computed to identify embedding strength
adaptively and to select more robust blocks against attacks. The watermark is embedded by adjusting
the DCT coefficients of each block by means to the lower frequency coefficients. The experiments
result showed interesting ratios of robustness and imperceptibility against different attacks. The PSNR
exceeded 40 dB and BER did not exceed 8%.

The authors in [28] proposed a blind color multiple watermarking technique based on DCT and rep-
etition code method. The green and blue spaces of host image are decomposed into non-overlapping
blocks and after transformed by DCT process. The watermark bit is embedded in green and blue trans-
formed coefficients by adjusting some middle frequency AC coefficients using repetition code method.
The DC and low frequency AC coefficients are not changed to ensure the perceptual quality of wa-
termarked image. An interesting ratio of robustness and perceptual quality result was shown against
common attacks. The BER ranged 0-16%.and PSNR reached 43 dB.

Authors in [29] proposed two watermarking algorithms based frequency domain to authenticate med-
ical images transmission through E-healthcare networks. The first algorithm embedded the watermark in
Region of Interest (ROI) and Region of Non-Interest (RONI). The second algorithm embedded the water-
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mark in RONI and kept ROI unchanged. The perceptual quality of embedded images and the robustness
against singular and hybrid attacks in both algorithms are interesting.

3 Proposed Technique

The approach proposed in this paper consists in representing the host image concerned by the watermark-
ing as a tree using the DC components of each block. The positions of blocks in the tree represent the
blocks having a high texture to embed the watermark; since in highly textured blocks the imperceptibility
of watermark can be well guaranteed without altering the visual quality of the image. The approach is
described in steps including respectively the calculation of the DC components of each block, building
the adjacency matrix, define the tree of the blocks concerned by the watermarking, watermark embedding
and finally extracting the watermark after being attacked.

The watermark of size N x N will be embedded into an M x M size of the host image by directly
modifying the pixel values of the host image (watermarking in the spatial domain). The principle of the
approach is to divide the host image into (M/N x M/N) blocks B(i,j) (i=1,. . . ,M/N; j=1,..,M/N) to precise
the blocks involved in watermarking. This approach allows the watermark to resist against the most
dangerous attacks such as translation, rotation and cropping. Similarly, the approach allows dispatching
the watermark on multiple blocks to deal with malicious attacks better than if the watermark is embedded
into a single location.

Figure 1: Image-to-tree representation of grayscale image of size 32x32

The result of representing the host image I by an adjacency matrix R gives the result of a weighted
tree G. The example of presenting an image I of size 32×32 in gray level partitioned in 8×8 blocks by
a tree is illustrated in Figure 1. It should be noted that, the distance is less than 2 between two adjacent
blocks Bi j and Bkl . √

(i− k)2 +( j− l)2 < 2

The adjacency relation between two blocs is explained on Lemma 1.
Lemma 1:
adjacent (Bi j,Bkl ) is exist
if (i = k and l 6= M/N and l = j+1)
or (i 6= M/N and k = i+1) and ((j = 1 and (l = j or l = j+1))
or (j = M/N and l = j-1 or l = j)
or (1 < j < MN and (l = j-1 or l = j or l = j + 1)))

Between the Bi j blocks and their adjacent blocks, the weight of the vertices is the absolute value of
the DC component of the Bi j block. This value is essential to determine the textured blocks. A simple
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connected path is used to define these blocks. The system model is illustrated in figure 2. Firstly, the
host image is divided into N×N blocks and then the DC coefficients of each block will be calculated.
The second step is to represent the host image as a tree and build after that the adjacency matrix. The
third step, determine a simple connected path of the DC components which will be normalized to values
between [0, 1]. The fourth step is to calculate the watermarking key represented by the normalized
maximum value and the watermark. This key will be used in the embedding and extracting phases. The
details of the proposed approach are presented in the following.

Figure 2: Proposed watermarking approach in spatial domain

3.1 DC Coefficient calculation

Applying 2D-DCT transform on all the host image blocks of size 8×8 gives two main information. The
first information in each block called DC (low frequency element) at the position (1,1) and the remaining
63 elements are called AC ( high frequency element) as illustrated in Figure 3. The main important
information in each block is represented by the DC component. High DC value means a high texture.
Based on the Human Visual System HVS, embedding data in textured zones cannot be sensitive to human
eye ( high watermark imperceptibility)

The DC coefficient in 8-bit depth image is calculated according to equation (1).

DC =
1√
S∗S

S−1

∑
x=0

S−1

∑
y=0

f (x,y) (1)

Where a partitioned block is represented as a function f (x,y) of two space variables
x and y (x = 0,1, ..,S−1, y = 0,1, ..,S−1), f (x,y) represents the value of pixel located in dimension

x,y.

3.2 Building an adjacency matrix

In this process, image-to-tree representation process is realized, where each block in the host image I
presents a specific vertex in the tree G and its DC value is an edge cost to its neighbor blocks. Then, an
adjacency matrix R of the represented graph is built. The adjacency matrix R defines the relationships
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Figure 3: The structure of DCT coefficients

between any vertex in the graph and its neighbors based on maximum edge cost. The pseudo-code of
building an adjacency matrix is illustrated in algorithm 1. It is worth to note that computing the DC
value basically done by partitioning the host image into 8x8, while the algorithm is designed to embed
watermark of size N×N (N is multiple of 64).

Then, computing the mean value of the resulted DC values is needed for each N/8×N/8 block.

Algorithm 1 Building an adjacency matrix
Require: (I) is the host image of size M×M.
Ensure: DC Matrix Definition of size M/8×M/8,

Defining an adjacency matrix R sized M/N×M/N.
Defining an cost matrix C sized (M/N)× (M/N).
Let L←M/N.

1: Partitioning image I to 8×8 blocks
2: Calculating the DC coefficient based on equation (1), its location in DC Matrix
3: DC Matrix Partitioning to N/8×N/8 blocks
4: Calculating the mean value of each N/8×N/8 block in DC Matrix
5: DC Matrix sized (M/N)× (M/N)
6: for x← 1 to size of R do
7: if (index(x) located in row M/N and index(x) 6= (M/N)× (M/N) ) then
8: R[x][x+1]← 1
9: else if index(x) == (M/N)× (M/N) ) then

10: doing nothing
11: else if index(x) located in column 1 then
12: R[x][x+1]← 1
13: R[x][x+L]← 1
14: R[x][x+L+1]← 1
15: else
16: R[x][x+1]← 1
17: R[x][x+L]← 1
18: R[x][x+L+1]← 1
19: R[x][x+L−1]← 1
20: end if
21: end for
22: Building a matrix C by replacing any 1 in matrix R with corresponding DC from V, otherwise -1.

87



Select Significant Blocks for Image Watermarking Lamri, Euchi, Zidi, and Mihoub

3.3 Finding the simply connected path

When building the matrix R, we proceed to find simply connected path by the maximum DC values
as illustrated in algorithm 2. The selected path from the source vertex B1 to the destination vertex
B((M/N×M/N)) is not the optimum path. Finding the optimum path is NP-hard problem. The pseudo-
code to determine this path is illustrated in algorithm 2.

3.4 Watermark embedding and extraction

The embedding and extraction equations based on the normalized values of the DC coefficients concerns
all blocks that are located on simply connected path. The vector normalization method according to
equation (2) is used to normalize each DC coefficient into values between (0-1).

normi =
DCi√

∑
N
i=1 DC2

i

(2)

Then, maximum normalized value between all alternatives is used to define the public key al pha(σ).
The al pha refers to the original watermark, and is calculated according to equation (3).

al pha(σ) =
max(norm)

100
×watermark (3)

The watermark embedding process is illustrated in algorithm 3, and equation (4) is dedicated to
embed watermark in the host image.

wa j = blocki +
max(block j)

100
×w (4)

Once embedding process is realized, the watermarked image Iw, the public key al pha(σ) and the
indexes of simply connected path blocks are sent to the receiver via public network to extract watermark.
Hence, the Iw may exposed to different attacks, then the received image is considered as an attacked
watermarked image Iwa. The DC coefficients of the attacked simply connected path blocks are computed
and normalized using equation (2). The normalized values of attacked blocks are used in the extraction
process according to equation (5). The advantage of this technique is reflecting the effects of the attack on
the watermarked image. The pseudo-code of the watermark extraction process is illustrated in algorithm
4.

wa j = σ × 100
max(blocki)

(5)

4 Experiments Result

The proposed approach is tested against several common image processing attacks( geometric, non-
geometric and hybrid attacks) from Stirmark benchmark[30] . All experiments have been performed on
a PC with Intel Core i5 2.67 GHz, with 4 GB of RAM, 250 GB hard disk and window 7 64 bits using
MATLAB R2013a. The used host images (gray scale, color and medical) are of size 512×512 and the
used watermark is of size 64 x 64.The capacity, perceptual quality and the watermark robustness against
different scenario of attacks are evaluated the based on SSIM [26], PSNR, Correlation Coefficient (CC),
and Bit Error Ration (BER) [27] metrics.
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Algorithm 2 Finds the simply connected path
Require:
Require: (R) is (M/N)× (M/N) adjacent matrix,

(C) is (M/N)× (M/N) cost matrix,
(id) is the start point index,
(idD) is the destination point index

Ensure: Path, simply connected path, Cost, cost of the simply connected path
1: L←M/N. returns a vector contains the linear indices of each nonzero element in matrix R.
2: iVector← NaN(L), returns a vector of L elements and all entries are φ .
3: maxCost← In f (L), returns a vector of L elements and all entries are ∞.
4: IsSettled← False(L), returns a vector of L elements and all entries are 0.
5: Path← NaN(L), returns a vector of L elements and all entries are ∞.
6: S← idS
7: maxCost(S)← 0
8: iVector(S)← 0
9: isSettled(S)← True

10: Path(S)← S
11: while any(!isSettled(idD)) do
12: jVector← iVector
13: iVector(S)← φ

14: nodeIndex← f ind((E) == S) // returns all node I neighbors
15: for p← 1 to size of Length(nodeIndex) do
16: T ← E(nodeIndex(p))
17: if !isSettled(T ) ) then
18: cost←C(S,T )
19: empty← isnan( jVector(T )).
20: if emptyor( jVector(T )< jVector(S)+ cost)) then
21: iVector(T )← jVector(S)+ cost
22: path(T )← [path(S)T ]
23: else
24: iVector(T )← jVector(T )
25: end if
26: end if
27: end for
28: Q← f ind(!isnan(iVector))
29: if isEmpty(Q) then
30: break;
31: else
32: B← max(iVector(Q))
33: S← Q(B)
34: maxCost(S)← iVector(S)
35: isSettled(S)← True
36: end if
37: end while
38: Path← Path(idD)
39: Cost← maxCost(idD)
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Algorithm 3 Watermark embedding process
Require: The host image I of size M×M,

simply connected path blocks, and the watermark w of size N×N.
Ensure: watermarked image Iw

1: for each Blocki, = 1 : n do
2: if Block j is located in simply connected path then
3: Compute wa j using Eq.5
4: end if
5: end for

Algorithm 4 Watermark extraction process
Require: Attacked watermarked image Iw

simply connected path indexes of blocks, public key (σ ).
Ensure: Dividing Iwa as N×N blocks to results with n-blocks

1: for each Blocki, i = 1 : n do
2: if Blocki is located in simply connected path then
3: Compute blockiw using Eq.5
4: end if
5: end for

The peak signal-to-noise ratio PSNR measures the perceptual quality between the host image and the
watermarked one. Higher PSNR as defined in equation 6 value (empirically more than 34db) indicates
that the embedded watermark is imperceptible without altering significantly the quality of the host image.

PSNR(X ,Y ) = 10log10

(
2552

1
M×N ∑

M
i=1 ∑

M
j=1 (Xi j−Yi j)

2

)
dB (6)

Where Xi j is the pixel in position (i, j) in the host image X and Yi j is the pixel in position (i, j) in the
watermarked image Y , M×N is the size of images X and Y .

The SSIM: measures the perceptual quality of the watermarked image with the original one. The
SSIM is computed according to equation (7).

SSIM(X ,Y ) =
(2µxµy +C1)(2σxy +C2)(

µ2
x +µ2

y +C1
)(

σ2
x +σ2

y +C2
) (7)

Where µx is the average of original image X ; µy is the average of watermarked image Y ; σxy is the
covariance of X and Y ; σ2

x is the variance of X ; σ2
y is the variance of Y ; are two variables to stabilize the

division with weak denominator; L the dynamic range of the pixel-values (typically is 2(bits per pixel)−1
K1=0.01 and K2=0.03 by default.

The Correlation Coefficient CC: measures the similarity between the attacked watermark and the
original one. More CC is close to 1 more the two images are identical. This metric is calculated according
to equation (8).

CC(w,wa) =

(
∑i ∑ j(wi j−w)(wai j−wa)

(∑i ∑ j (wi j−w)2)(∑i ∑ j (wai j−wa)2)

)
(8)

Where wi j is the intensity of (i,j) pixel in original watermark w, wai j is the intensity of (i,j) pixel in
extracted watermark image w, w is the mean intensity of watermark w, and wa is the mean intensity of
extracted watermark w.
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The BER: measures of erroneous bits of the extracted watermark bits comparing to the total number
of original watermark bits in percentage. More the BER is close to 0 more the watermark is more robust.
The BER metric is computed according to equation (9).

BER(w,wa) =
1
n

[
n

∑
i=1

w(i)⊕wa(i)

]
×100 (9)

Where w(i) is the ith original watermark bit, wa(i) is the ith extracted watermark bit and n is the ith

total number of the original watermark bits.

4.1 Measuring the model performance for grayscale images

The performance of the proposed approach is evaluated through three criteria: Capacity, the visual per-
ception of the watermarked image and the robustness of the watermark against attacks. A comparison
with other existing approaches is conducted to judge the performance of the proposed approach.

4.1.1 Capacity analysis

The embedding process is achieved in the simply connected path blocks, where each block is sized
64×64 pixels (4096 pixels). Then, the capacity of the watermarking system can be computed by mul-
tiplying the number of simply connected path blocks with 4096 pixels. Figure 4 presents the locations
and the number of concerned blocks for the embedding process in case of grayscale Pepper, Lena, and
Airplane images.

Host image

Lena Pepper Airplane

Number of concerned blocks 11 from 64 13 from 64 13 from 64
Total number of changed pixels 11x4096 = 45056 13x4096=53248 13x4096=53248

Figure 4: Locations and number of embedded blocks (in case of grayscale images)

The proposed approach ensures a good availability to hide watermark in more than 32768 pixels. It
is noted that the minimum number of blocks that are located in simply connected path is 8 blocks as
shown in figure 4. With note that largely watermark capacity determines the robustness of the proposed
watermarking approach. On the other hand, a comparison between the capacity of the proposed model
and other related works that proposed in [3] , [4] shows that the proposed model has a capacity equal
2097152 bits, while the capacity in model [3] and [4] is 4096 and 4000 bits respectively.

4.1.2 Perceptual quality analysis

The perceptual quality of the watermarked images was performed on Lena, Pepper and Airplane images
in terms of PSNR and SSIM metrics as illustrated in figure 5.

An interesting perceptual quality of watermarked images was calculated, where the SSIM reaches
0.99 and a PSNR exceeding 55 dB for the three images as illustrated in figure 5. This reveals that the
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Host image

Lena Pepper Airplane

Watermarked image

SSIM and PSNR Results SSIM=0.99
PSNR=57.2 dB

SSIM=0.99
PSNR=57.8 dB

SSIM=0.99
PSNR=55.5 dB

Figure 5: SSIM and PSNR Results

watermark did not alter the visual quality of original image. Likewise, figure 6 illustrates a comparison
of the obtained PSNR in the proposed approach for watermarked grayscale Lena image and the obtained
PSNR in the other related works [2],[3],[21],[4],[24].

It is noted that the PSNR values in the proposed approach outperforms the PSNR values in
[2],[3],[21],[4],[24] despite operated in frequency domain as shown in figure 6. In [2],[21] the authors
proposed to embed one bit in the DC component of each DCT block; the embedding is achieved for all
DCT blocks. This in turn brings significant change in the host image since the DC component carries
most information of each DCT block. In [3], the watermark bits is embedded in high significant DCT
coefficients, which in turn decreased the visual quality of watermarked image. In [4] the authors used
four texture features to select high textured blocks for embedding watermark in spatial pixels. In [24]
the authors proposed to embed one bit in the middle frequency coefficients of each transformed block; it
makes a significant change in the pixels value of image blocks.

Figure 6: PSNR comparisons (in case of grayscale Lena image)
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4.1.3 Robustness analysis

To evaluate the robustness of the proposed approach, the watermarked images are exposed to common
geometric, non-geometric and hybrid attacks [31] such translation, rotation, affine transform, cropping,
Latestrnddist, and scaling, ReMove Line (RML) ( case of geometric attacks); While, filtering, Median
Gaussian noise, histogram equalization, Salt & Peper, JPEG compression and sharpening ( case of non-
geometric attacks) . The robustness is measured in terms of BER and CC metrics when extracting
watermarks against each mentioned attacks. A comparison study with some other related approaches is
also introduced.

Watermark extraction after geometric attacks

Figure 7 presents the BER and CC results of extracted watermark in case of attacked Lena image.
The watermark is extracted from 11 blocks that are located on simply connected path with interesting
BER and CC. It is worth to note that for analyzing the robustness in case of grayscale or color or medical
images, the extracted watermark which gains more balance between CC and BER is selected. Based on
the obtained results as shown in figure 7, it is noted that in most cases the BER values did not exceed
10% and very close to 1 in the cases of CC values which mean that the watermark robustness are very
encouraging. Under the same conditions, the obtained BER and CC results against other kind of attacks
are presented as illustrated in figure 8.

Attack Affine
transformation (2)

RML (10) Rotation (5◦)
Translation
vertically (100◦)

Latestrnddist (1)

iwa

wa 1

CC=0.57
BER=9.4

CC=0.93
BER=11.2

CC=0.93
BER=10.3

CC=0.99
BER=41

CC=0.45
BER=9.6

wa 2

CC=0.87
BER=11

CC=0.68
BER=9.7

CC=0.95
BER=10.9

CC=0.76
BER=9.3

CC=0.53
BER=9.5
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Attack Affine
transformation (2)

RML (10) Rotation (5◦)
Translation
vertically (100◦)

Latestrnddist (1)

wa 3

CC=0.74
BER=10

CC=0.70
BER=9.8

CC=0.87
BER=10.5

CC=0.50
BER=9.5

CC=0.48
BER=9.6

wa 4

CC=0.79
BER=10.5

CC=0.73
BER=9.3

CC=0.75
BER=9.2

CC=0.56
BER=9.4

CC=0.56
BER=9.4

wa 5

CC=0.22
BER=9.4

CC=0.22
BER=9.4

CC=0.19
BER=9.4

CC=0.41
BER=9.6

CC=0.21
BER=9.4

wa 6

CC=0.56
BER=9.6

CC=0.48
BER=9.7

CC=0.57
BER=9.7

CC=0.27
BER=9.5

CC=0.55
BER=9.5

wa 7

CC=0.56
BER=9.4

CC=0.48
BER=9.6

CC=0.57
BER=9.4

CC=0.27
BER=9.4

CC=0.55
BER=9.4

wa 8

CC=0.97
BER=11.6

CC=0.92
BER=10.7

CC=0.77
BER=10.4

CC=0.64
BER=9.5

CC=0.97
BER=12.6

wa 9

CC=0.97
BER=11.6

CC=0.92
BER=10.7

CC=0.77
BER=10.4

CC=0.64
BER=9.5

CC=0.97
BER=12.6
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Attack Affine
transformation (2)

RML (10) Rotation (5◦)
Translation
vertically (100◦)

Latestrnddist (1)

wa 10

CC=0.81
BER=11

CC=0.67
BER=9.8

CC=0.30
BER=9.5

CC=0.75
BER=9

CC=0.70
BER=9.8

wa 11

CC=0.98
BER=10.9

CC=0.25
BER=9.4

CC=0.99
BER=11.1

CC=0.53
BER=9.5

CC=0.79
BER=10.6

Figure 7: Attacked watermarked Lena image and the extracted watermarks after some geometric attacks

Attack Cropping center
(25◦)

Cropping left up center
(25◦)

Cropping bottom
(50◦)

scaling
(zoom)100◦)

iwa

wa 1

CC=0.93
BER=NaN

CC=NaN
BER=90

CC=0.99
BER=50.3

CC=0.93
BER=10.4

wa 2

CC=0.59
BER=9.5

CC=NaN
BER=90

CC=0.77
BER=10.3

CC=0.57
BER=9.4

wa 3

CC=0.60
BER=9.7

CC=NaN
BER=90

CC=0.80
BER=10.6

CC=0.92
BER=11.5
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Attack Cropping center
(25◦)

Cropping left up center
(25◦)

Cropping bottom
(50◦)

scaling
(zoom)100◦)

wa 4

CC=0.62
BER=9.6

CC=NaN
BER=90

CC=0.90
BER=10.9

CC=0.64
BER=9.5

wa 5

CC=0.55
BER=9.3

CC=NaN
BER=90

CC=0.66
BER=9.9

CC=0.43
BER=9.5

wa 6

CC=NaN
BER=0.90

CC=0.90
BER=12.4

CC=NaN
BER=90

CC=0.64
BER=9.5

wa 7

CC=NaN
BER=90

CC=0.76
BER=9.5

CC=NaN
BER=90

CC=0.56
BER=9.4

wa 8

CC=0.91
BER=11.1

CC=0.92
BER=10.7

CC=NaN
BER=90

CC=0.29
BER=9.4

wa 9

CC=0.99
BER=43.7

CC=0.99
BER=30.8

CC=NaN
BER=90

CC=0.96
BER=10.6

wa 10

CC=0.58
BER=9.4

CC=0.58
BER=9.4

CC=NaN
BER=90

CC=0.97
BER=11.1

wa 11

CC=0.64
BER=9.5

CC=0.64
BER=9.5

CC=NaN
BER=90

CC=0.87
BER=10.7

Figure 8: Watermarked grayscale Lena image and extracted watermarks after some non-geometric at-
tacks

96



Select Significant Blocks for Image Watermarking Lamri, Euchi, Zidi, and Mihoub

The results in figure 8, shows the efficiency of the proposed approach to extract the watermark after
cropping and scaling the watermarked Lena image with good ratios of PSNR and CC. In case of cropping
center (25%) attack the proposed model is able to extract wa1 with BER equal 11.1% and CC equal to
0.93. In case of cropping left up corner (25%) attack the proposed model extracts wa8 with BER equal to
10.7% and CC equal to 0.92.In case of cropping bottom (50%), wa4 is extracted with BER equal 10.9%
and CC equal to 0.91. Against scaling attack the wa10 is extracted with BER equal 11.1% and CC equal
to 0.97.

Accordingly, the obtained results in both figures 7 and 8, the proposed model in case of grayscale
Lena image is more robust against RML, affine transformation and cropping attacks than Latestrnddist,
rotation and translation attacks. As well as, the results in figure 7 and figure 8 proves the ability of the
proposed model to recover the attacked watermarks after most common geometric attacks.

Watermark extraction after non-geometric attacks

Figure 9 presents the robustness results of the extracted watermark after some scenarios of non-
geometric attacks in case of Lena image.

Attack Median filtering
(3 x 3)

Histogram
equalization

Sharpening
Salt & Pepper
(density = 0.01)

Gaussian Noise
σ = 20,mean = 0

iwa

wa 1

CC=0.90
BER=11.5

CC=0.83
BER=11.3

CC=0.90
BER=11.7

CC=0.90
BER=11.6

CC=0.84
BER=11.4

wa 2

CC=0.57
BER=9.4

CC=0.22
BER=9.3

CC=0.57
BER=9.4

CC=0.57
BER=9.4

CC=0.89
BER=10.6

wa 3

CC=0.58
BER=9.4

CC=0.25
BER=9.3

CC=0.58
BER=9.4

CC=0.58
BER=9.4

CC=0.80
BER=10

wa 4

CC=0.60
BER=9.8

CC=0.34
BER=9.4

CC=0.60
BER=9.8

CC=0.60
BER=9.7

CC=0.96
BER=11.1
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Attack Affine
transformation (2)

RML (10) Rotation (5◦)
Translation
vertically (100◦)

Latestrnddist (1)

wa 5

CC=0.56
BER=9.4

CC=0.80
BER=10.4

CC=0.56
BER=9.4

CC=0.56
BER=9.4

CC=0.75
BER=9.1

wa 6

CC=0.84
BER=11.2

CC=0.96
BER=10.8

CC=0.84
BER=11.2

CC=0.84
BER=11.1

CC=0.70
BER=9.8

wa 7

CC=0.73
BER=9.3

CC=0.89
BER=11.4

CC=0.73
BER=9.3

CC=0.73
BER=9.2

CC=0.67
BER=9.8

wa 8

CC=0.87
BER=10.5

CC=0.75
BER=9

CC=0.87
BER=10.9

CC=0.87
BER=10.9

CC=0.85
BER=11.2

wa 9

CC=1
BER=11.6

CC=0.98
BER=20.4

CC=1
BER=20.3

CC=1
BER=20.2

CC=0.92
BER=11

wa 10

CC=0.56
BER=9.4

CC=0.22
BER=9.3

CC=0.56
BER=9.4

CC=0.56
BER=9.4

CC=0.56
BER=9.4

wa 11

CC=0.62
BER=9.6

CC=0.86
BER=10.8

CC=0.62
BER=9.6

CC=0.62
BER=9.6

CC=0.26
BER=9.4

Figure 9: watermarked grayscale Lena image and extracted watermarks after some non-geometric attacks

The results in figure 9 ensures the ability of the proposed model to extract the watermark after non-
geometric attacks on watermarked Lena image with an interesting ratios of CC and BER. In cases of
median (3x3), sharpening and Salt&pepper (density=0.01) attacks the proposed model extracts wa 1
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Table 1: BER and CC comparisons of the extracted watermarks after common geometric and non-
geometric attacks (in case of grayscale Lena image)

Parah et al.
(2016) [4]

Hsu et al.
(2017) [5]

Das et al.
(2014) [6]

Ghadi et al.
(2016)[3] Proposed

Attacks BER CC BER BER BER BER CC
JPEG compression
(quality factor=20)

9 x 13.21 x 18 6.7 1

Median filtering (3x3) 9.95 0.94 3.05 9 5.1 11.5 0.91
Salt & pepper noise

(density=0.01)
15.6 0.85 11.65 18 5.2 11.6 0.91

Histogram equalization 3.9 0.96 x 7 5.6 11.3 0.98
Gaussian noise

(σ=0.001, mean=0)
8.6 0.93 2.17 10 5.2 11.5 0.91

Sharpening 2.9 0.97 x 6 5.1 11.7 0.91
Rotation (5◦) 2.2 0.98 x 12.5 20 11.1 0.99
Rotation (5◦) 6.57 0.96 12.23 x x 10.7 0.93
Cropping left up corner (45◦) 3.54 0.99 12.31 x x 10.7 0.92

with BER does not exceed 11.7% and CC equal to 0.90; while in case of histogram equalization attack
the wa 9 is extracted with BER equal 11.3% and CC equal to 0.98. Lastly, in case of Gaussian noise (
σ=20), the wa 4 is extracted with BER equal to 11.1% and CC equal to 0.96. To evaluate the robustness
against common geometric and non-geometric attacks in the proposed approach; table 1 presents BER
and CC comparison between the proposed approach and other related approaches presented in [2]–[4] in
case of grayscale Lena image.

The results in table 1 show that the proposed model achieves a higher robustness in terms of BER
and CC over other models against most applied attacks. With note that most of these models are based
on frequency domain such as models in [2]–[21]. Nevertheless, the proposed model achieves lower BER
than the proposed models in [2],[3],[4] against JPEG compression (quality factor=20) and salt&pepper
(density=0.01) noise attacks. As well, the proposed model achieves lower BER than model [3] against
rotation (45◦) and cropping left up corner (25%) attacks by 1.6%. In case of rotation (5◦) attack the
proposed model achieves lower BER than the proposed models in [2], [25]. In case of median filtering
(3x3) the proposed model achieves convergent BER to other proposed models in [2],[21]. In case of
sharpening and histogram equalization the proposed model achieves higher BER comparing with other
models in[2],[21],[4]. Furthermore, the achieved CC in the proposed model is convergent to he achieved
CC in the proposed model in [2], where the CC in the proposed model is ranged in [0.91-1] while in the
model [2] is ranged in [0.85-0.99].

Watermark extraction after hybrid attacks

The performance of the proposed model is also evaluated against hybrid attacks. Figure 10 presents
the robustness of the extracted watermark after some scenario of hybrid attacks. The results in figure 10
prove the ability of the proposed approach to extract the watermark after hybrid attacks.In case of median
filtering (3x3) + salt& pepper (density=0.01) attacks sthe wa 1 is extracted with BER equal 11.5% and
CC equal to 0.90.In case of (5◦) rotation + (25%) cropping attacks the wa 5 is extracted with BER equal
11% and CC equal to 0.98. In case of (5◦) rotation + (25%) cropping + histogram equalization attacks
the wa11 is extracted with BER equal 11.6% and CC equal to 0.98. In case of (5◦) degree rotation +
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(25%) cropping + sharpening attacks the wa 5 is extracted with BER equal 11% and CC equal to 0.98.
Lastly, in case of Gaussian noise (σ=0.001) + (5◦) rotation + sharpening attacks the wa 11 is extracted
with BER equal 9% and CC equal to 0.99 and. Consequently, the mentioned results in figure 10 show the
efficiency of the proposed model to extract the watermark form Lena image after hybrid attacks. The CC
of the extracted watermark against most hybrid attacks is equal 0.98 and the BER did not exceed 11.6%.

Attack

Salt pepper
(density=0.01) +
Median filtering
(3x3)

(5◦) rotation +
(25%) crop
left up corner

(5◦) rotation +
(25%) cropping
left up cor+
Histogram

(5◦) rotation +
(25%) cropping
left up cor+
sharpening

(5◦) rotation +
(25%) cropping
+histogram
equalization

iwa

wa 2

CC=0.90
BER=11.5

CC=NaN
BER=90

CC=NaN
BER=90

CC=NaN
BER=90

CC=0.97
BER=10.9

wa 2

CC=0.57
BER=9.4

CC=NaN
BER=90

CC=NaN
BER=90

CC=NaN
BER=90

CC=0.54
BER=9.5

wa 3

CC=0.58
BER=9.4

CC=NaN
BER=90

CC=NaN
BER=90

CC=NaN
BER=90

CC=0.50
BER=9.6

wa 4

CC=0.60
BER=9.7

CC=0.97
BER=10.8

CC=0.91
BER=11

CC=0.97
BER=10.8

CC=0.61
BER=9.7

wa 5

CC=0.57
BER=9.4

CC=0.98
BER=11

CC=0.92
BER=11

CC=0.98
BER=11

CC=0.34
BER=9.5
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Attack

Salt pepper
(density=0.01) +
Median filtering
(3x3)

(5◦) rotation +
(25%) crop
left up corner

(5◦) rotation +
(25%) cropping
left up cor+
Histogram

(5◦) rotation +
(25%) cropping
left up cor+
sharpening

(5◦) rotation +
(25%) cropping
+histogram
equalization

wa 6

CC=0.83
BER=11.1

CC=0.57
BER=9.4

CC=0.82
BER=10.9

CC=0.57
BER=9.4

CC=0.60
BER=9.7

wa 7

CC=0.73
BER=9.2

CC=0.57
BER=9.4

CC=0.91
BER=10.6

CC=0.62
BER=9.6

CC=0.68
BER=9.6

wa 8

CC=0.88
BER=10.3

CC=0.62
BER=9.6

CC=0.55
BER=9.4

CC=0.57
BER=9.4

CC=0.60
BER=9.8

wa 9

CC=1
BER=25.1

CC=0.57
BER=9.4

CC=0.29
BER=9.5

CC=0.57
BER=9.4

CC=0.60
BER=9.7

wa 10

CC=0.56
BER=9.4

CC=0.57
BER=9.4

CC=0.91
BER=11

CC=0.91
BER=10.7

CC=0.96
BER=10.4

wa 11

CC=0.62
BER=9.6

CC=0.91
BER=11.6

CC=0.98
BER=11.3

CC=0.98
BER=41

CC=0.99
BER=9

Figure 10: Watermarked grayscale Lena image and extracted watermarks after hybrid attacks

Table 2 presents a BER and CC comparison of the extracted watermarks after hybrid attacks with
other related model that proposed in [2] in case of grayscale Lena image.

The results in table 2 shows that the proposed model archives an convergent BER against salt&pepper
(density=0.01) + median filtering (3x3), (5◦) degree rotation + (25%) cropping left up corner + histogram
equalization and (5◦) degree rotation + (25%) cropping left up corner + sharpening attacks. The BER
obtained in the proposed model is lower than BER obtained in model [2] in case of Gaussian noise
(σ=0.001) + (5◦) degree rotation + sharpening attack. In case of (5◦) degree rotation + (25%) cropping
left up corner the BER in model [2] is lower than the BER obtained in the proposed model by (5%).
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Table 2: BER and CC comparison of the extracted watermarks after hybrid attacks (in case of grayscale
Lena image)

Parah et al.
(2016) [4]

Proposed

Attacks BER CC BER CC
Salt and pepper (density=0.01) + Median filtering (3x3) 10.10 0.93 11.5 0.91
(5◦) rotation + 25% cropping left up corner 5.03 0.98 11 0.98
(5◦) rotation + (25%) cropping left up corner + histogram equalization 7.9 0.96 11.6 0.98
(5◦) rotation + (25%) cropping left up corner + sharpening 7.8 0.96 11 0.98
Gaussian noise (σ =0.001) + (5◦) rotation + sharpening 16.02 0.85 9 0.99

However, the achieved BER in the proposed model against hybrid attacks is interesting where embedding
watermark is realized in spatial domain, while the proposed approach in [2] uses frequency domain to
embed watermark.

4.2 Measuring the model performance for color images

The performance of the proposed approach on RGB images is evaluated by analyzing the capacity, the
perceptual quality and the robustness against various attacks. The experiments result of the proposed
model on RGB Lena image is illustrated, with note that the embedding and extraction processes are
achieved in the three spaces; Red (R), green (G), and Blue (B). It is noted that capacity will be increased
on coloured images since the embedding and extraction processes are achieved in the three spaces; Red
(R), green (G), and Blue (B) instead on one space in the grey scale images represented by only luminance.

4.2.1 Capacity analysis

In case of RGB image, the capacity of the embedded watermark can be computed by multiplying the
number of simply connected path blocks in the three components (R, G, and B) with 4096 pixels.

Figure 11 presents the locations, the number of concerned blocks for watermark embedding and the
total number of embedded pixels in the three components of RGB Lena image.

RGB Lena image

Number of concerned blocks

Red space=15 blocks
Green space=13 blocks
Blue space=12 blocks
total= 40 out of 192

Total number of changed pixels 40x4096=163840
out of 786432 pixels

Figure 11: Number of embedded blocks and their locations (case of RGB Lena image)

Figure 11 shows that the proposed model provides high capacity of embedded watermark; it is more
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than 32768 x 3 pixels in case of RGB image. With note that the minimum blocks number located in
simply connected path is 8 blocks in each plane of the RGB components. The capacity of the proposed
model comparing with other related models proposed in [2],[27] is very interesting. The capacity in
our proposed model is equal to 6291456 bits, while in models [2],[27]is equal 12288 and 8192 bits
respectively.

4.2.2 Perceptual quality analysis

SSIM and PSNR are calculated without any image processing attack on the watermarked images in
order to evaluate the perceptual quality of watermarked RGB images comparing to the original image,
as illustrated in figure 12 for the case of Lena image.

Host image Watermarked image

PSNR= 55.07 dB
SSIM= 0.99

Figure 12: The perceptual quality analysis of RGB Lena image

Figures 12 shows that the perceptual quality of RGB Lena image in terms of SSIM and PSNR are
equal to 0.99 and 55.07 dB respectively. These results indicate that embedded watermark does not
alter the visual quality of image to be watermarked. Figure 13 also presents a comparison between the
obtained PSNR for watermarked RGB Lena image in the proposed approach comparing to the PSNR
from other related approaches in [3],[26]–[28].

Figure 13: PSNR comparisons (in case of RGB Lena image)

Figure 13 reveals the efficiency of the proposed approach in achieving higher perceptual quality of
watermarked image comparing over other models that embed watermark in frequency coefficients such
in [3] [27] [28] and other model where watermark is embedded in spatial domain [26]. The PSNR in the
proposed model in case of RGB image equals 55.07 dB, while it is equal 41.3 dB in [3], 49.9 dB in [26],
40.3 dB in [27], and 42.2 dB in [28].
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4.2.3 Robustness analysis

To judge the robustness of watermark in case of color image against different attacks, the watermarked
RGB Lena image is exposed to different scenarios of attacks. These attacks are JPEG compression,
affine transformation, translation vertically, Latestrnddist and hybrid rotation, cropping, and histogram
equalization attacks. It is worth to note that in case of RBG image the watermark is extracted from the
three planes. Figure 14 presents the extracted watermarks from Red component of Lena image, as well
it presents the robustness against mentioned attacks in terms of BER and CC.

Attack JPEG compression
(quality factor=30)

Affine
transformation (2)

Translation
vertically (10%)

Latestrnddist
(Latest Small
Random Distr.)

(5◦) rotation +
(25%) crop
+histogram
equalization

iwa

wa 1

CC=1
BER=7.3

CC=0.64
BER=9.5

CC=0.99
BER=10.4

CC=0.99
BER=29.1

CC=NaN
BER=90

wa 2

CC=0.97
BER=11.2

CC=0.99
BER=33.8

CC=1
BER=7.2

CC=0.98
BER=11

CC=NaN
BER=90

wa 3

CC=0.98
BER=12

CC=0.99
BER=9.3

CC=0.97
BER=10.7

CC=0.99
BER=12.1

CC=NaN
BER=90

wa 4

CC=0.98
BER=11.4

CC=1
BER=12.7

CC=0.98
BER=11.2

CC=0.99
BER=10.5

CC=1
BER=7

wa 5

CC=0.94
BER=11.1

CC=0.99
BER=10.6

CC=0.98
BER=11.8

CC=0.93
BER=11.3

CC=0.81
BER=10.5
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Attack JPEG compression
(quality factor=30)

Affine
transformation (2)

Translation
vertically (10%)

Latestrnddist
(Latest Small
Random Distr.)

(5◦) rotation +
(25%) crop
+ histogram
equalization

wa 6

CC=0.91
BER=10.6

CC=0.97
BER=11.1

CC=0.92
BER=10.7

CC=0.81
BER=10.5

CC=0.97
BER=12.6

wa 7

CC=0.90
BER=11.5

CC=0.97
BER=10.8

CC=0.86
BER=10.9

CC=0.72
BER=9.5

CC=0.99
BER=10.5

wa 8

CC=0.92
BER=10.9

CC==0.97
BER=10.7

CC=0.99
BER=10.5

CC=0.64
BER=9.4

CC=0.99
BER=9.7

wa 9

CC=0.53
BER=9.5

CC=0.63
BER=9.6

CC=0.61
BER=9.6

CC=0.25
BER=9.6

CC=0.69
BER=10.1

wa 10

CC=0.36
BER=9.4

CC=0.61
BER=9.8

CC=0.40
BER=9.5

CC=0.46
BER=9.6

CC=0.99
BER=7.5

wa 11

CC=0.91
BER=11.3

CC=0.76
BER=9.4

CC=0.53
BER=9.5

CC=0.86
BER=11.5

CC=0.96
BER=10.4

wa 12

CC=0.99
BER=9.6

CC=0.92
BER=10.9

CC=0.99
BER=9.3

CC=1
BER=20.3

CC=0.48
BER=9.6
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Attack JPEG compression
(quality factor=30)

Affine
transformation (2)

Translation
vertically (10%)

Latestrnddist
(Latest Small
Random Distr.)

(5◦) rotation +
(25%) crop
+ histogram
equalization

wa 13

CC=0.99
BER=10.5

CC=0.81
BER=11

CC=0.95
BER=10.9

CC=1
BER=7.6

CC=0.58
BER=9.4

wa 14

CC=0.86
BER=12

CC=0.31
BER=9.4

CC=0.94
BER=11.1

CC=0.88
BER=10.6

CC=0.98
BER=12.1

wa 15

CC=0.60
BER=9.7

CC=0.72
BER=9.5

CC=0.86
BER=11

CC=0.41
BER=9.5

CC=1
BER=5.5

Figure 14: Watermarked RGB Lena image and extracted watermarks after different attacks

From figure 14, it can be seen clearly that the proposed model extracts the watermark with interest-
ing ratio of BER and CC. In case of JPEG compression (quality factor=30) attack the proposed model
extracts wa 1 with BER equal to 7.3% and CC equal to 1. In case of affine transform attack, the wa 2
is extracted with BER equal 9.3% and CC equal to 0.99. In case of translation vertically (10%), the wa

15 is extracted with BER equal 7.2% and CC equal to 1. In case of hybrid (5◦) degree rotation + (25%)
cropping + histogram equalization attack, the wa 14 is extracted with BER equal 5.5% and CC equal to
1. Accordingly, the mentioned results in figure 14 proves the ability of the proposed model to recover
the attacked watermarks from RGB image against different attacks robustly, where the CC in most cases
of attacks exceeds 0.99 and BER does not exceed 9.3%.

Table 3 presents comparison of BER values of the proposed model with other related models pro-
posed in [3], [27]–[28] against different attacks in case of RGB Lena image. The results in table 3 shows
that the proposed model achieves lower BER comparing with the other related models in [2],[28] against
salt&pepper noise (density=0.01) and Gaussian noise (σ=0.001,mean=0). As well, the proposed model
achieves lower BER comparing to the proposed model in [3] against rotation (45◦), saltt&pepper (den-
sity=0.01) + median filtering (3x3), (5◦) degree rotation + (25%) cropping left up corner + histogram
equalization, and Gaussian noise (σ=0.001,mean=0) + (5◦) degree rotation + sharpening. In case of
cropping (25%) left up corner attack the proposed model achieves lower BER than the proposed model
in [28] by 1.1%. Furthermore, the proposed model achieves a convergent BER against scaling (zoom-
ing 50%), sharpening, and JPEG compression (quality factor=30). The BER against most attacks in
model [27] outperforms the achieved BER in the proposed model against less significant attacks, while
in case of cropping (25%) left up corner the BER in model [27] is equal 8.3% and converge to 10.6% that
achieved in the proposed model. For the CC results, the proposed model achieves higher CC comparing
with the achieved CC in models [3],[27].
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Table 3: BER comparisons of the extracted watermarks against different attacks (in cases of RGB Lena
image)

Parah et al.
(2016) [4]

Moosazadeh et al.
(2017) [27]

Roy et al. (2017)
[28]

Proposed

Attacks BER CC BER CC BER CC BER CC
JPEG compression
(quality factor=30)

5.5 0.98 0 1 3.5 0.97 7.3 1

Median filtering (3x3) 9.9 0.94 0.2 0.99 0.4 0.99 3.6 1
Histogram equalization 3.9 0.96 0 1 0 0.93 10.3 0.99
Sharpening 3 0.97 0 1 0 1 3.6 1
Salt&pepper noise
(density=0.01)

15.6 0.85 0.94 2.5 6.7 0.94 3.6 1

Gaussian noise
(σ=0.001, mean=0)

8.6 0.93 0.99 0.99 10.8 0.91 6.7 1

Cropping (25%) left
up corner

3.5 0.99 8.3 0.84 12.7 0.86 10.6 0.99

Scaling (zooming 50%) 6.3 0.97 0.6 0.98 x x 7.7 0.99
Rotation (1◦) 3.2 0.99 1.4 0.97 x x 9 0.99
Rotation (45◦) 6.2 0.96 x x x x 12.9 0.97
Salt&pepper
(density=0.01)
+ Median filtering (3x3)

10.5 0.94 x x x x 3.6 1

(5◦) degree rotation
+ (25%) cropping left up corner

5.07 0.98 x x x x 10.6 0.99

(5◦) degree rotation
+ (25%) cropping left up corner
+ histogram equalization

7.9 0.96 x x x x 5.5 1

(5◦) degree rotation
+ (25%) cropping
+ sharpening

5.07 0.98 x x x x 10.6 0.99

(5◦) degree rotation
+ (25%) cropping
+ sharpening

8.8 0.95 x x x x 10.5 0.99

Gaussian noise
(σ=0.001, mean=0)
+ (5◦)degree rotation
+ sharpening

16.7 0.84 x x x x 10.6 0.99

4.3 Measuring the model performance for medical images

To ensure the efficiency of the proposed model in authenticating transmitted medical images throughout
E-healthcare networks, this subsection presents the experiments result on three medical images including
CT-Head, Chest, and Skull. The tests on these images show that the simply connected path combines set
of blocks that are located in RONI as illustrated in figure 15. This result has a positive indication, where
the ROI is reserved unchanged for tele-diagnosis purposes. The results of the capacity, the perceptual
quality of embedded images and the robustness against various attacks are illustrated in the following.
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Host image

CT-Head Chest Skull

Number of concerned blocks 14 out of 64 15 out of 64 16 out of 64
Total number of changed pixels 14x4096=57344 15x4096=61440 16x4096=65536

Figure 15: Locations of concerned blocks in embedding process (in case of CT-Head, Chest, and Skull
images)

4.3.1 Capacity analysis

Figure 15 presents the locations and the number of concerned blocks in the embedding process of med-
ical images. The capacity can be computed by multiplying the blocks number that are considered in
embedding process with 4096 pixels (the size of each block is 64x64 pixels). As the results of capacity
in cases of grayscale or RGB images, figure 14 ensures that the proposed watermarking model provides
large capacity to allow embedding watermark in case of medical images..

4.3.2 Perceptual quality analysis

The perceptual quality of embedded images in terms of SSIM and PSNR is illustrated in figure 16. The
SSIM and PSNR are calculated without any image processing attacks on the watermarked images.

Host image

CT-Head Chest Skull

Watermarked image

SSIM and PSNR Results SSIM=0.74
PSNR=55.14 dB

SSIM=0.96
PSNR=56.6 dB

SSIM=0.96
PSNR=54.18 dB

Figure 16: The perceptual quality analysis of medical images

Figure 16 presents higher ratio of PSNR and SSIM for CT-Head and Chest images over Skull image,
where the SSIM exceeds 0.96 and PSNR exceeds 55dB. In case of Skull image the SSIM is equals to 0.74
and PSNR equals 54.18dB. Lower SSIM value in case of Skull image explains the significantly effect of
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embedded watermark on Skull image pixels, where the covariance between embedded Skull image and
host Skull image becomes lower. Figure 17 presents a PSNR comparison between the proposed approach
and other approach proposed in [29] in case of CT-Head image

Figure 17 shows the efficiency of the proposed model comparing with the model proposed in [29],
where the PSNR in the proposed model reaches 55.14 dB comparing with 37 dB in [29].

4.4 Robustness analysis

The performance of the proposed approach is evaluated regarding the robustness against different attacks.
Figure 18 presents the robustness of CT-Head image against different attacks in terms of CC and BER.

Figure 17: Efficiency of the proposed model

Attack Rotation
(10◦)

Cropping left top
corner (25%)

Cropping left top
corner (25%)

Histogram
equalization
+ sharpening

Rotation (10◦) +
median filtering
(3x3)+sharpening

iwa

wa 1

CC=0.99
BER=10.5

CC=1
BER=20.1

CC=NaN
BER=90

CC=0.99
BER=10.3

CC=1
BER=19.4
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Attack Median filtering
(3 x 3)

Histogram
equalization

Sharpening
Salt & Pepper
(density = 0.01)

Gaussian Noise
σ = 20,mean = 0

wa 2

CC=1
BER=6.7

CC=0.99
BER=10.9

CC=0.99
BER=90

CC=0.99
BER=30.6

CC=0.99
BER=10.9

wa 3

CC=1
BER=7.3

CC=0.99
BER=8.4

CC=NaN
BER=90

CC=0.99
BER=29.5

CC=0.48
BER=8.4

wa 4

CC=1
BER=7.3

CC=0.99
BER=9.9

CC=NaN
BER=90

CC=0.99
BER=33.5

CC=0.99
BER=9.9

wa 5

CC=1
BER=7.3

CC=0.99
BER=9.9

CC=NaN
BER=90

CC=0.99
BER=33.5

CC=0.99
BER=9.9

wa 6

CC=1
BER=7.4

CC=0.99
BER=11.1

CC=0.99
BER=40.2

CC=0.99
BER=9.8

CC=0.99
BER=11.2

wa 7

CC=1
BER=7.3

CC=0.99
BER=10.8

CC=0.99
BER=44.7

CC=0.99
BER=29.5

CC=0.99
BER=10.5

wa 8

CC=0.99
BER=7.9

CC=1
BER=7.7

CC=0.99
BER=38.6

CC=0.99
BER=42.5

CC=1
BER=7.7

wa 9

CC=0.96
BER=11.1

CC=0.99
BER=9.3

CC=0.99
BER=11.4

CC=0.99
BER=9.6

CC=0.99
BER=9.8
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Attack Median filtering
(3 x 3)

Histogram
equalization

Sharpening
Salt & Pepper
(density = 0.01)

Gaussian Noise
σ = 20,mean = 0

wa 10

CC=0.95
BER=11.1

CC=0.97
BER=11.5

CC=0.99
BER=10.7

CC=0.23
BER=9.3

CC=0.97
BER=11.5

wa 11
CC=0.93

BER=11.4
CC=0.97

BER=10.7
CC=0.98 BER=11.1

CC=0.73
BER=9.2

CC=0.97
BER=11.2

wa 12
CC=0.99

BER==8.8
CC=0.97

BER=11.1
CC=0.99

BER=37.5
CC=0.99

BER=33.4
CC=0.97

BER=11.2

wa 13
CC=0.99

BER=10.8
CC=1

BER=20.1
CC=0.99

BER=24.8
CC=0.99

BER=10.5
CC=1

BER=19.4

Figure 18: watermarked CT-Head image and extracted watermarks after some singular and hybrid attacks

Based on the mentioned results in figure 18, it can be concluded that the proposed model is able
to extract the attacked watermark against different attacks. In case of median filtering (3x3) attack, the
proposed model extracts wa 2 with BER equal 6.7% and CC equal to 1. In case of rotation (10◦) attack,
the proposed model extracts wa 8 with BER equal 7.7% and CC equal to 1. In case of cropping (25%)
top left corner attack, the wa = 10 is extracted with BER equal 10.7% and CC equal to 0.99. In case of
histogram equalization + sharpening attacks,the wa 6 is extracted with BER equal 9.8% and CC equal to
0.99. Lastly, in case of rotation (10◦) + median filtering (3x3) + Sharpening attacks, the wa 8 is extracted
with BER equal 7.7% and CC equal to 1. Furthermore, figure 18 shows that the watermark is fragile
against histogram equalization attack in case of medical images. This may help the attacker to apply one
of cryptographic attacks such as brute force to find a hole in embedding watermark algorithm to destroy
or remove watermark.

Figure 19 presents a comparison of BER values in the proposed approach with the related approach
presented in [29] against various attacks in case of CT-Head image.

Figure 19 shows that the proposed model achieves an interesting BER against some attacks over the
model proposed in [29]. In case of Gaussian noise, salt&pepper, and some hybrid attacks, the BER in the
proposed model is more interesting than the BER in [29]. However, the achieved BER in the proposed
model and the proposed model in [29] is interesting, where the BER did not exceed 11%.
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Figure 19: BER comparisons against different attacks (in case of CT-Head image).

5 Conclusion and Future Work

A new watermarking approach in spatial domain based on DC components and trees representation
has been proposed. Some connected blocks with maximum DC from the image-to-tree representation
has been selected to be considered for the watermark embedding process. The proposed approach is
summarized in three main steps. The first step consists to calculate all the DC coefficients from all
the image blocks. The second step is dedicated to represent the image concerned by watermarking as
tree and finding blocks that are situated within a simply connected path. The last step has as role to
compute the public key from the normalized values of DC coefficients of simply connected path blocks
to achieve the watermark embedding and extraction processes. The proposed approach assured a high
visual quality of watermarked images comparing to original ones, high level of watermark capacity and
excellent watermark robustness against several scenario of attacks. The evaluation results have been
achieved on grayscale, color and medical images. The most known watermarking metrics has been
also computed such PSNR, SSIM, BER and CC. The most cases that SSIM and CC values reaching 1,
PSNR exceeding 57 dB and the BER ranged 3.6-12.9% which means an interesting results in terms of
perceptual quality and robustness.
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