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Abstract

We present an efficient multi-level controlled signature. This primitive allows a signer to specify a
security level to limit the accessibility of the signature and the message. The primitive works as fol-
lows. Let the security levels of a group of users defined in the ascending order, where “1” stands for
the lowest security level and “10” represents the highest protection level, respectively. A signer signs
on a message by setting a security layer “3”, which it is indicated that all users who were authorized
with a level of security greater than “3” can verify this signature while cannot verify it. Many existing
primitives, such as designated verifier signature, hierarchical identity-based signatures, policy-based
signature, and attribute-based signature, are shared similarities with this primitive. However, our
construction for this primitive is unique, concise and efficient compared to those existing primitives.

Keywords: Attribute-based, signature, designated verifier, anonymity.

1 Introduction

In any particular organization, a good management structure (in hierarchical sense) and communication
between the management level of are essential to effectively evaluate the company strategies, plan the
actions to be taken in order to reach the business goals and execute the given command from the upper
management level among the workforce effectively. In some occasional, communication in the organiza-
tion is not only needed the integrity of message to be secured, but the ambiguity is also needed to provide
deniability for the signer.

The paper of Jakobsson et al. in [23] points out the need of the deniability and proposed the desig-
nated verifier signatures. A signature in this notion does not provide the only authentication of a message,
but it also provides the deniability property that allows the signer to deny the signature. Since the verifier
can also generate such a signature, it cannot claim that it was signed by the signer. However, only the
designated verifier can be convinced that the signature was indeed signed by the signer.

Consider a scenario where Alice, who is a sale manager in a branch of a large organization, would like
to report the performance of sales under her management to the upper management level. Alice would
like to limit the information to only people in the upper management level, but not to anyone below her
level. Hence, the signature of Alice should be designated to everyone whose level is higher than her.
Intuitively, the notion of designated verifier signature capture the above issue, however, Alice will need
to generate a designated verifier signature on a message for each person in the upper management level,
which is not so efficient.
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Let’s consider another similar scenario in the airline industry. Alice, who works as a flight scheduling
administrator in an airline company, would like to inform the change of some flight setting details to
the cabin crew and cockpit officers. Due to the nature of jobs, there is a chain of command which
can be ordered from the highest position as captains, first officers, second officers, cabin managers,
senior cabin attendants, and cabin attendants. However, the position in this chain of command is fixed
but persons in that position are always changing. Hence, this type of command’s chain is not in the
hierarchical formation but it is the multi-level formation. For example, the safety regulation for accessing
the cockpit was changed and Alice has to inform all cockpit officers and cabin managers but not senior
cabin attendants, and cabin attendants. Noted that this information is sensitive and confidential which
cannot be leaked to outside. The information must be signed and designated to every single related
personal.

Another scenario in a wireless sensor network or/and mesh network, the information transmits among
the nodes to reach its destination. In normal circumstances, a controller needs to send a message to
every single node that has the same functions. To ensure the integrity, authenticity and ambiguity, every
message needs a designated verifier signature on it. Consider that nodes are assigned in a hierarchical
structure such that the node in the same or above level can verify or/and forward the command message,
or executes it simultaneously. In this scenario, a designated verifier signature with the multi-verifier
setting will reduce the cost of the communication in this setting.

In this work, we use the notion of multi-level controlled signatures to solve the aforementioned
problem efficiently. Our scheme benefits from its short signature size. This scheme is suited for an es-
tablishment where there are many security layers required and communication cost is matter. Moreover,
the size of the signature in our scheme is contained only two elements which are one element in G1 and
another element in Zp.

1.1 Related Work

The multi-level controlled signatures was first proposed in [42] to capture the need for authenticating
messages to a specified group of verifiers that satisfy the required security level. This notion works
around the concept of attribute-based signature and designated verifier signature. Its environment setting
is in the multi security-level instead of attributed-based policy.

Bagga and Molva in [2] proposed the notion of policy-based cryptography which includes policy-
based encryption schemes and policy-based signature schemes. Since policy-based signature schemes
are closely related to our work, its concept is simplified as follows. Policy-based signatures are similar
to attribute-based signatures, where a signer can only sign a message if he/she satisfies the required
policy (or attributes). On a signer’s point of view, policy-based signatures ensure message integrity and
authenticity properties. Any verifier can verify the authenticity and integrity of the message, however,
nobody can forge the authenticity and integrity of the signatures that have been signed by a signer that
satisfies a stated policy. Later on, Bellare and Fuchsbauer formalized policy-based signatures in [3].

Following Bagga and Molva’s research, a variant called policy-controlled signature scheme was pro-
posed by Thorncharoensri, Susilo, and Mu in [43]. The property of credential collision resistance was
formalized and has been applied in that work. In contrast to policy-based signatures, policy-controlled
signatures will guard the verifiers, and hence, only a verifier who processes some credentials satisfied
the required policy can verify the authenticity and integrity of the message and non-repudiability of the
signer. These properties also are also applicable to our work.

The notion of a hierarchical identity-based cryptosystem (HIBC) is other related works. Many re-
searches are involving HIBC such as [16, 19, 6, 9, 45, 11, 29]. The hierarchical identity-based encryption
(HIBE) is a united concept between a hierarchical system and identity-based encryption scheme (IBE)
[40, 7] where an identity at the level k of the hierarchical system can issue a private key for its descendant
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identity, but it cannot decrypt a message on behalf of another identity except its descendants. Our work
has a slightly similar aspect but has a difference in key generations and distribution. In other words, every
level has only one single branch, but it can generate multiple private keys for its branch in the multi-level
controlled system.

A natural conversion from a HIBE scheme, the hierarchical identity-based signature (HIBS) scheme
[16, 12, 19] also inherits its properties where the ancestor identity of the hierarchical system can issue
a private key for its descendant identity but cannot sign a message on behalf of other identities except
its descendants. The purpose of a HIBE system is to reduce the bottleneck in a large network, where
the PKG of an IBE system is applied, and to limit the scope of key escrow. Nevertheless, similar to
policy-based signature schemes, HIBS only provides message integrity and authenticity for a signer but
not non-repudiation and authorization for a verifier.

A closely related work, Attribute-Based Signatures scheme (ABS), was introduced in 2008 by Maji
et al. [30]. Their schemes in the standard model were later presented in [31]. The objective of their study
is to propose a primitive that allows a signer, who want to reveal no information about his/her identity,
to sign a message using only the specified attributes that he/she is possessed of. Likewise, only a signer
whose set of keys from the authority predicated satisfaction of his/her attributes can sign a message.
Moreover, only the predicated attributes have authenticated the message but none of the information
regarding the identity of a signer himself/herself.

Based on the results of Maji et al’s works, many variant ABS schemes were conferred [39, 17, 18,
14, 33, 34, 32, 38] Two independent works on the attribute-based signature with threshold predicate were
presented by Shahandashti and Safavi-Naini [39], and Li et al. [26]. A revocable ABS with threshold
predicate was proposed by Escala et al. [14]. They also introduced an adaptive unforgeability property
for ABS schemes. Later, a constant size of an attribute-based signature with threshold predicate was
proposed by Herranz et al. [18]. Thereafter, Sakai et al. [38] presented an ABS scheme with arbitrary
circuits that claims to be efficient than ABS schemes proposed by Maji et al. in [32, 31] when the number
of gates is increased. Their construction is based on the combination of a witness indistinguishable and
an extractable non-interactive proof system and an existentially unforgeable signature scheme.

Designated verifier signature(DVS) schemes were introduced by Jakobsson, Sako, and Impagliazzo
in [23]. A signature of these schemes does not only provide authentication of a message, but it also
provides the deniability property that allows the signer to deny this signature (since the verifier can also
generate such a signature). Hence, only the designated verifier can verify the signature on a message.
Later, the topics on designated verifier signatures have been widely studied [25, 24, 27, 28, 21, 41, 20],
nonetheless, none of these works is a solution for the scenarios mentioned since a designated verifier
signature scheme for the multi verifiers does not exist. In 2012, Fan et al. in [15] proposed attribute-based
strong designated-verifier signature scheme (ABSDVS) with revokable and anonymity properties. This
primitive seems to provide a solution for the aforementioned problems. Nevertheless, its unforgeability
does not provide the required property, namely the authentication property. In unforgeability model of
Fan et al.’s scheme stated that its ABSDVS scheme is similar to a strong designated verifier signatures
scheme, which ensures that only the designated verifiers and the original signer can produce an ABSDVS
signature designated to the designated verifiers with the specific attributes. In Figure 1, it shows that a
verifier can produce a valid signature without any knowledge of the private key of signer. Moreover,
according to Fan et al.’s scheme, the other verifiers could verify this signature but it does not guarantee
that it signed by the signer or not due to the source-hidden property. This is because the source-hidden
property is originated from the strong designated verifier signature [37, 41, 44, 22] and it can only be
proven only when they are merely two parties namely a signer and a designated verifier. Therefore, in
multiple verifiers case, it cannot be proven. For example, a signer produces a signature on a message
with some conditions that only a CEO or a CFO can verify this signature. The CEO cannot be sure
that this signature is signed by a signer or it was generated by a CFO. The above example indicated that
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ABSDVS schemes cannot solve the aforementioned problems.

Figure 1: In ABSDVS scheme, both cases are true.

1.2 Our Contributions

To tackle the privacy issue over the information shared in a large organization, where a hierarchical
structure implemented, an efficient (short) multi-level controlled signature (SMLCS) scheme has been
proposed in this paper. The notion of MLCS scheme allows only receivers, who hold a credential for a
certain security level specified by the signer, to verify the authenticity of the signed message. An MLCS
scheme provides privacy, integrity, authenticity, and authority, and suitable for mass communication that
require a privacy. The collision-resistance property in MLCS schemes provides a non-transferable right
of verifying a signature, which is similar to the property required in a designated verifier signature (but
not in a strong designated verifier signature).

Paper Organization
The organization of the paper is organized as follows. Some preliminaries that will be used throughout
this paper is presented in the next section. The definition of MLCS and its security notions are described
in the Section 3. A construction of the efficient MLCS scheme and its proofs are provided in Section 4.
It is the most efficient compared to the MLCS scheme in [42] and it also occupies a very low commu-
nication overhead (the size of a signature are composed of only two elements). Finally, the comparison
of the concrete schemes with other schemes and conclusion of the paper will be presented in the last two
sections.

2 Preliminaries

2.1 Notation

The following notations will be used in the rest of this paper. A function f : N→ R is negligible when,
for all constant c > 0 and for all sufficiently large n, f (n) < 1

nc . poly(.) is a deterministic polynomial
function. Let [n] represent a series of numbers(or indexes), e.g., if n is integer then [n] = {0, ...,n}.
Hence, for all polynomials poly(k) and for all sufficiently large k, we say that q is polynomial-time in

k if q ≤ poly(1k). Denote by l $← L the operation of picking l at random from a (finite) set L. Let
H : {0,1}∗→G1 be a collision-resistant hash function. Let h : {0,1}∗→ Z∗p be a collision-resistant hash
function.
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2.2 Bilinear Pairing

We denote by G1 and G2 cyclic multiplicative groups where their generators are g1 and g2 respectively.
We denote by p a prime and the order of both generators. Let GT be another cyclic multiplicative group
with the same order p. Let ê be an efficient algorithm. We denote by ê : G1×G2 → GT a bilinear
mapping with the following properties:

1. Bilinearity: ∀(g1 ∈G1;g2 ∈G2;a,b ∈ Zp) : ê(ga
1,g

b
2) = ê(g1,g2)

ab.

2. Non-degeneracy: ∃ g1 ∈G1∃ g2 ∈G2 : ê(g1,g2) 6= 1.

3. Computability: ∃ ê : ∀ g1 ∈G1,∀ g2 ∈G2; ê(g1,g2) ∈GT

Note that there exists ϕ(.) function which maps G1 to G2 or vice versa in one-time unit.

2.3 Complexity Assumptions

Definition 2.1 (Computational Diffie-Hellman (CDH) Problem). Given a 3-tuple (g,gx, gy ∈ G1) as
input, output gx·y. An algorithm A has advantage ε ′ in solving the CDH problem if

Pr [A (g,gx,gy) = gx·y]≥ ε
′

where the probability is over the random choice of x,y ∈ Z∗q and the random bits consumed by A .

Assumption 1. Computational Diffie-Hellman Assumption [13, 5] We say that the (t,ε ′)-CDH
assumption holds if no PPT algorithm with time complexity t(.) has an advantage at least ε ′ in solving
the CDH problem.

Definition 2.2 (Decisional Bilinear Diffie-Hellman (DBDH) Problem). Given a random 4-tuple (g,gx,gy

,gz) ∈G1 and a random integer Z ∈GT as input, decide whether or not Z = ê(g,g)x·y·z. An algorithm A
is said to (t,ε ′) solves the DBDH problem in G1,GT , if A runs in time t, and∣∣∣Pr [A (g,gx,gy,gz,Z = ê(g,g)x·y·z) = 1]−Pr

[
A
(

g,gx,gy,gz,Z = ê(g,g)d
)
= 1
]∣∣∣≥ ε

′,

where the probability is taken over the random choices of x,y,z,d ∈ Zp, g ∈ G1, and the random bits
consumed by A .

Assumption 2. Decisional Bilinear Diffie-Hellman Assumption We say that the (t,ε ′)-DBDH
assumption in G1,GT holds if there is no PPT algorithm that (t,ε ′) solves the DBDH problem.

3 Multi-level Controlled Signature Schemes (MLCS)

There are three main players in multi-level controlled signature (MLCS) schemes. A signer S generates
a signature that can be verified only by a verifier V who holds a credential satisfying the multi-level
security policy. The last player is a trusted authority TA who issues credentials associated with a security
level in a multi-level security system. The verifier V uses these credentials to verify the signature. Let
LV denote a security level in the multi-level security policy. Let ML be a multi-level security policy
contained a level of security clearance of the verifier. For example, ML = “LV > n” where n is the
number indicating the security level. Noted that ML can be applied to another type of index or symbol
to indicate the security level. Without losing generality, we assume that the order of the security levels
increases, for example, a higher number means a higher security level1.
1We note that for a decreasing order of security levels, our scheme can be slightly modified.
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A multi-level controlled signature scheme Σ is a 6-tuple (Setup, T KeyGen, SKeyGen, CreGen, Sign,
Veri f y), which is described as follows.

System Parameter Generation (Setup):
Given a security parameter ` as input, a probabilistic algorithm Setup outputs the system parameter
param. That is,

Setup(1`)→ param.

TA Key Generator (T KeyGen):
Given param as input, a probabilistic algorithm T KeyGen outputs the private key (skTA) and the
public parameter (pkTA) of a trusted authority. That is,

T KeyGen(param)→ (pkTA,skTA).

Signer Key Generator (SKeyGen):
Given param and pkTA as input, a probabilistic algorithm SKeyGen outputs the private key (skS)
and the public parameter (pkS) of a signer. That is,

SKeyGen(param, pkTA)→ (pkS,skS).

Verifier Credential Generator (CreGen):
Given param, skTA and an assertion LV indicated a security level of a verifier as input, a proba-
bilistic algorithm CreGen outputs a verifier’s credential . That is,

CreGen(param,skTA,LV )→ .

Multi-level Controlled Signature Signing (Sign):
Given param, pkTA, skS, pkS, a message M and the multi-level security policy ML as input, a
probabilistic algorithm Sign outputs a signer’s signature δ. That is,

Sign(param,M,skS, pkS, pkTA,ML )→ δ.

Multi-level Controlled Signature Verification (Veri f y):
Given param, pkTA, pkS, ML , , M and δ as input,a deterministic algorithm Veri f y outputs a
verification decision d ∈ {accept,reject}. That is,

Veri f y(param,M,δ, pkTA, pkS,ML ,)→ d.

3.1 Unforgeability Property

In MLCS, the unforgeability property means an attacker accessing the credential oracle cannot generate
a multi-level controlled signature δ∗ on a new message M∗. This model provides an assurance that, with
access to the signing oracle S S O , the verifying oracle V C O , pkS and pkTA, no one should be able to
produce a multi-level controlled signature on a new message M∗ even if it arbitrarily chooses a multi-
level security policy ML , a message M and the entire credentials as input. The model was named a
security against existential unforgeability under adaptive chosen message and credentials exposure attack
(EUF−CMCEA).

Before describing the formal definition of this model, some definitions are first defined. AU is defined
as the adaptively chosen message and credentials exposure adversary that attack the unforgeability of an
MLCS scheme. Let F be a simulator. Noted that is defined as the credentials for the entire security
level, for example, if the system has 12 security levels, then = (1, ..., 12, 1, ..., 12). To precisely describe
the ability of adversaries breaking the unforgeability of an MLCS scheme, S S O and V C O oracles are
illustrated as below.
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S S O(., .) : At most ǫS times, when a query for a signature δ on its choice of a message M was issued,
S S O runs the Sign algorithm to generate a signature δ on a message M corresponding with pkTA,
pkS and ML and then returns δ.

V C O(.): At most ǫC times, when a query for the credential i corresponding to the arbitrarily chosen
security level LV was issued, V C O responses with the corresponding credentials .

ExptEUF−CMCEA
AU ,Σ (k):

param $← Setup(1k) ; (pkTA,skTA)
$← T KeyGen(param) ; (pkS,skS)

$← SKeyGen(param, pkTA)

(st,M,ML )
$←AU

S S O(.,.),V C O(.)(choose, pkTA, pkS,param);

δ
$←AU

V C O(.)(forge,st,M,ML )
If sso(M,ML ) has never been exectued;Veri f y(param,M,δ, pkTA, pkS,ML ,) = 1

Return 1
EndIf
Return 0

Figure 2: Experiment used to define unforgibility

Let us now proceed the formalization of unforgeability. To any multi-level controlled signature, an
adversary AU associated with the experiment was given in Figure 2. AU has two functions namely a
choose stage and a forge stage. With an adaptive strategy, AU , in the choose stage, arbitrarily chooses
a message and makes queries to the signing oracle S S O(., .) and the credential oracle V C O(.). The
query processes are allowed repeatedly according to AU ’s strategies. At the end of the stage, AU outputs
a message M and a multi-level security policy ML along with some state information(st) to be used
in the forge state. In the second stage, AU takes M,ML ,st as an input and outputs a valid multi-level
controlled signature δ. AU wins the above experiment if

1. AU outputs a forged signature δ on a new message M with respect to pkS and ML .

2. accept←Veri f y(M,δ, pkS,ML ,).

3. AU never makes a request for a multi-level controlled signature with M, pkS,ML to the S S O
oracle.

Let us denote ADVEUF−CMCEA(.) as the success probability of AU winning the above experiment.

Definition 3.1. An MLCS scheme is (t,ǫS,ǫC,ε)-secure existential unforgeable under a chosen message
and credentials exposure attack if there is no PPT adversary AU such that the success probability

ADVEUF−CMCEA(k) = Pr
[
ExptEUF−CMCEA

AU ,Σ (k) = 1
]
= ε

is non-negligible in k, , where AU runs in time at most t, and makes at most ǫS signing queries and ǫC
credential queries.
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3.2 Coalition-resistance Property

The definition coalition-resistance was first formalized by Thorncharoensri et al. in [43]. In general, the
unforgeability property in an MLCS scheme implies security against the coalition-resistance’s attacker
trying to forge the signature. In the unforgeability game, the attacker possesses the credentials of the
entire security level, therefore, the ability of this attacker implies the ability of coalition-resistance’s
attacker. Consequently, the MLCS’s coalition-resistance property has redefined the aim to prevent a
group of corrupted credential holders (malicious verifiers) verifying a multi-level controlled signature δ∗

on a message M∗ with a multi-level security policy ML , where these malicious verifiers do not have
enough credentials to satisfy the security level indicated in ML . Intuitively, given two signatures that
one of the signatures is a valid signature for a certain multi-level security level while another is not, a
malicious verifier should not be able to identify which one of the signatures is valid.

Before describing the formal definition of this model, some definitions are first defined. AC is defined
as the adaptive chosen message and chosen multi-level security policy distinguisher. ECR is denoted
as the existential coalition-resistance property of an MLCS scheme. The signing oracle S S O and
credential generator oracle V C O are used to describe the abilities of AC breaking the coalition-resistance
property. The S S O and V C O oracle have been described in 3.1 The formalization of the coalition-

ExptECR−b
AC,Σ

(k):
Phase 1:

param $← Setup(1k) ; (pkTA,skTA)
$← T KeyGen(param) ; (pkS,skS)

$← SKeyGen(param, pkTA)

(st,M,ML )
$←AC

S S O(.,.),V C O(.)(challenge, pkTA, pkS,param);
If b = 0, then

δ
$←{0,1}∗

Else

δ
$← Sign(param,M,skS, pkS, pkTA,ML )

EndIF
Phase 2:

d $←AC
V C O(.)(guess,st,M,ML ,δ)

If vco(LV = min(ML )),sso(M,LV ) have never been exectued.
Return d

EndIf
Return ⊥

Figure 3: Experiment used to define the coalition-resistance

resistance is described as follows. To any multi-level controlled signature, an adversary AC associated
with the coalition-resistance experiment was given in Figure 3. AC has two functions that are a challenge
stage and a guess stage. With an adaptive strategy, AC, in the challenge stage, arbitrarily chooses a
message and makes queries to the signing oracle S S O(., .) and the credential oracle V C O(.). The
query processes are allowed repeatedly according to AC’s strategies. At the end of the stage, AC outputs
a message M, a multi-level security policy ML along with some state information(st) to be used in
the guess state. The experiment randomly outputs a valid multi-level controlled signature δ or random
strings, according to a bit b. In the second stage (Phase 2), AC takes M,ML ,st,δ and outputs accept
or reject (1 or 0). Note that if any of the conditions below is not satisfied then the experiment will be
aborted.
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1. AC never issues a query for a multi-level controlled signature with ML and M as input to the
S S O oracle.

2. With a restriction that ML = “LV ≥ l”, AC can only make a request for credentials that a
security level LV < l to the V C O oracle.

Let ADVECR(.) be the success probability of AC braking the coalition-resistance property of MLCS.

Definition 3.2. An MLCS scheme is (t,ǫS,ǫC, ε)-secure existential coalition-resistant under a chosen
message and chosen multi-level security policy attack if there is no PPT distinguisher AC such that the
success probability

ADVECR(k) = |Pr
[
ExptECR−0

AC,Σ
(k)
]
−Pr

[
ExptECR−1

AC,Σ
(k)
]
|= ε

is non-negligible in k, where AC runs in time at most t, and makes at most ǫS signing queries, and ǫC
credential queries.

4 The Short Multi-level Controlled Signature Scheme (SMLCS)

The scheme is described as follows.

Setup : On input a security parameter `, a trusted third party randomly chooses a prime p ≈ poly(1`).
Let G1, G1 and GT denote three groups of prime order p. Let ê be the bilinear mapping function,
which maps G1 and G2 to GT . The above mapping function is defined as ê :G1×G2→GT Choose
a random generator g ∈G1, o ∈G2 and a bilinear mapping function ê. Select a hash function h(.)
Let us denote by param = (p, ê,g,o,h) a system parameter. Then, Setup returns param.

T KeyGen : Let n be a number of security levels. On input a system parameter param, a trusted authority
TA randomly generates a private key skTA and a public key pkTA for each security level as follows:
select random integers µ0, ...,µn,γ0, ...,γn+1,a,b∈Zp. Let pkTA = (U1 = oµ1·a, ...,Un = oµn·a,V0 =
gγ0 , ...,Vn = gγn ,W1 = g∑

n
i=1 γi·µi·a+γ0·µ0·a+b, ...,Wn = g∑

n
i=n γi·µi·a+γ0·µ0·a+b) denote a public key. Then,

T KeyGen returns skTA = (µ0, ...,µn, γ0, ...,γn+1,a,b) as a private key of the trusted authority and
pkTA = (U,V,W) as a public key of the trusted authority where the vectors U, V and W are
(U1, ...,Un), (V0, ...,Vn) and (W1, ...,Wn), respectively.

SKeyGen : On input a system parameter param and a public key of the trusted authority, SKeyGen
randomly generates a private key skS and a public key pkS as follows: First, choose a random
integer x ∈ Zp. Let X= (X0 =V x

0 , ...,Xn =V x
n ). Then, SKeyGen set skS = x as a private key of the

signer and pkS = X as a public key of the signer. Finally, SKeyGen returns skS, pkS.

CreGen : Let LV indicate a security level of a verifier, for example, LV =“D” or “5”. On input param
pkTA, skTA and a security level of a verifier ML = l that a verifier is satisfied to obtain, CreGen
randomly generates a credential skCR, as follows: CreGen randomly selects ν0 ∈ Z∗p and computes
a credential at a security level of ML = l, where νl = ((γ0 ·µ0 + γl ·µl) ·a+b−ν0 · γ0)/γl; C0 =
oν0 ; Cl = oνl . CreGen returns V =(C0,Cl) to the verifier as a credential for a security level assertion
LV = l.

Sign : Given param, pkTA, skS, pkS, ML = “LV ≥ l” and a message M, Sign computes a multi-level
controlled signature σ on a message M as follows:

r $← Zp, R = ê(Wl,or), σ1 = h(R||pkS||pkTA||ML ||M), σ2 = oσ1·x+r,

The multi-level controlled signature on a message M is σ = (σ1,σ2). Sign responses with σ .
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Veri f y : Let a verifier possesses a credential for a security level assertion LV = k, where k ≥ l. Given
pkS, pkTA, V , ML = “LV ≥ l”, σ and a message M, Veri f y checks whether the following
equations hold or not.

σ1
?
= h(ê(Wl,σ2) · ê(X0,C0)

−σ1 · ê(Xk,Ck)
−σ1

n

∏
i=l;i 6=k

ê(Xi,Ui)
−σ1 ||pkS||pkTA||ML ||M).

If it does not hold, then Veri f y outputs reject. Otherwise, it outputs accept.

4.1 Security Analysis

4.1.1 Completeness

The signature verification is described as follows:

σ1
?
= h(ê(Wl,σ2) · ê(X0,C0)

−σ1 · ê(Xk,Ck)
−σ1

n

∏
i=l;i 6=k

ê(Xi,Ui)
−σ1 ||pkS||pkTA||ML ||M).

h(R||pkS||pkTA||ML ||M)
?
= h(ê(Wl,σ2) · ê(X0,C0)

−σ1 · ê(Xk,Ck)
−σ1

n

∏
i=l;i 6=k

ê(Xi,Ui)
−σ1 ||pkS||pkTA||ML ||M).

From the above equation R is the point of interest for the completeness. Hence, the verification for R can
be illustrated as follows:

R = ê(Wl,or)
?
= ê(Wl,σ2) · ê(X0,C0)

−σ1 · ê(Xk,Ck)
−σ1

n

∏
i=l;i 6=k

ê(Xi,Ui)
−σ1 .

ê(Wl,or)
?
= ê(Wl,oσ1·x+r) · ê(X0,C0)

−σ1 · ê(Xk,Ck)
−σ1

n

∏
i=l;i 6=k

ê(Xi,Ui)
−σ1 .

ê(Wl,oσ1·x)
?
= ê(X0,C0)

σ1 · ê(Xk,Ck)
σ1

n

∏
i=l;i6=k

ê(Xi,Ui)
σ1 .

ê(g∑
n
i=l γi·µi·a+γ0·µ0·a+b,oσ1·x)

?
= ê(gγ0·x,oν0)σ1 · ê(gγk·x,o((γ0·µ0+γk·µk)·a+b−ν0·γ0)/γk)σ1

n

∏
i=l;i 6=k

ê(gγi·x,oµi·a)σ1 .

ê(g,o)∑
n
i=l γi·µi·a+γ0·µ0·a+b)·σ1·x ?

= ê(g,o)ν0·γ0·x·σ1 · ê(g,o)((γ0·µ0+γk·µk)·a+b−ν0·γ0)·σ1·x ·
ê(g,o)∑

n
i=l;i 6=k γi·µi·a·σ1 .

ê(g,o)∑
n
i=l γi·µi·a+γ0·µ0·a+b)·σ1·x ?

= ê(g,o)∑
n
i=l γi·µi·a+γ0·µ0·a+b)·σ1·x.

4.1.2 Unforgeability

Theorem 4.1. The short multi-level controlled signature scheme is existentially unforgeable under an
adaptive chosen message and credential exposure attack if the CDH assumption holds in the random
oracle model.

10
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Proof. Assume that there exists a forger algorithm AU running the existential unforgeability game de-
fined in Section 3.1. Then we will show that, by using AU , an adversary F solves the CDH problem.

We now begin with the construction of oracles. First, on input g1, gx
1 and gy

1 as an instance of the
CDH problem, F runs Setup and sets g = g1,o = gy

1 and obtains param = (p, ê,g,o,h). F then runs
T KeyGen to obtains TA’s public-private keys and sets Xb = (X0 = gx·γ0

1 , ...,Xn = gx·γn
1 as the signer public

key pkS. Then, F constructs oracles as follows:

H O oracle: On input a string Γ, if it is a request for a hash value of h(Γ), H O check whether Γ in
the queried list or not. If it exists in the list then return the corresponding value, otherwise, H O

randomly chooses ι
$← Zp then returns h(Γ) = ι . Noted that H O keeps (Γ, ι) in the list and this

list can be accessed only by F .

V C O queries : On input a secret key skTA, V C O runs CreGen to generate the credential VCR for the
security level assertion LV = l and then returns VCR.

S S O queries : On input ML = “LV ≥ l” and a message M, S S O computes a multi-level con-
trolled signature as follows:

r, ι $← Zp,

R = ê(W x
l ,o)

ι ê(Wl,or) : W x
l = (gx

1)
∑

n
i=l γi·µi·a+γ0·µ0·a+b,

σ1 = h(R||pkS||pkTA||ML ||M) = ι , σ2 = or,

Γ = R||pkS||pkTA||ML ||M.

Noted that S S O has an access to the list of (Γ, ι) via F . There, S S O uses this advantage to
update (Γ, ι) to the list in H O . S S O then responds with σ = (σ1,σ2).

Now, we begin the game by giving an access to the above oracles to AU . Assume that AU always
makes a query for a string or a message to H O oracle before it outputs a potential forgery, denoted by
M∗,σ∗,ML ∗. After executing an adaptive strategy with the above oracles, AU outputs a forgery σ∗ on
a message M∗ with respect to ML ∗. AU wins the game if a multi-level controlled signature σ∗ on the
message M∗ with respect to ML ∗ is valid and is not an output from the S S O queries.

We denote by ε the success probability ADVEUF−CMCEA(.) that AU wins the game. Let e be the base
of the natural logarithm. As we mentioned early, a query for a hash of a string or message to H O is
always issued before AU issues a query for a signature to S S O queries, hence, qH ≥ qS. In order to
solve CHD problem, we using the Forking technique in [36, 4]. F first obtain a signature σ∗ on message
M∗ where σ∗1 = h(Γ∗) = ι∗. Next, F resets AU to the initial state and repeats again the above experiment
with AU with a different hash value σ

′
1 = h(Γ∗) = ι

′
. Hence, AU will output another signature σ

′
on

11
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message M∗ where h(Γ∗) = ι
′
. From those signatures, F compute

(
σ∗2
σ
′
2
)

1
σ∗1 −σ

′
1 = (

oσ∗1 ·x+r

oσ
′
1·x+r

)

1
σ∗1 −σ

′
1

= (
(gy

1)
ι∗·x+r

(gy
1)

ι
′ ·x+r

)

1
ι∗− ι

′

= ((gy
1)

ι∗·x+r−ι
′ ·x−r)

1
ι∗− ι

′

= (gy·x(ι∗−ι
′
)

1 )

1
ι∗− ι

′

= gy·x
1

Let ε ′ the success probability ADVCDH(.) that F solves the CDH problem. From the Forking Lemma in
[36, 4],analyze the success probability that F uses AU to solve CDH problem as follows:

ε
′ ≥ frk ≥ acc(

acc
qH
− 1

2l )

frk ≥ ε(
ε

qH
− 1

2l )

frk ≥ ε2

qH
− ε

2l

frk >
ε2

qH

ε
′ >

ε2

qH

∴ ε <
√

qHε ′

Since F behaves naturally and does not need to abort the experiment in any event, acc = ε . Noted that
ε

2l is negligible, hence, it is omitted. To summarize the probability, AU wins the above game and outputs

a signature σ∗ on a message M∗ with a probability less than
√

qHε ′. The above success probability
shows that our multi-level controlled signature scheme secures against existentially unforgeable under
an adaptive chosen message and credential exposure attack if the success probability of solving CDH
problem is negligible.

4.1.3 Coalition-resistant

Theorem 4.2. The short multi-level controlled signature scheme is existentially coalition-resistant against
the adaptively chosen message and chosen multi-level security policy distinguisher AC if the DBDH as-
sumption holds in the random oracle model.

Proof. Assume that an adversary AC runs the existentially coalition-resistant game defined in Section
3.2 and successfully outputs a correct guess. We then will show that an adversary F can solve the DBDH
problem by using AC as a tool. On input g, gx, gy, gz and Z as an instance of the DBDH problem, F runs

12
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Setup and sets g = g,o = gy and obtains param = (p, ê,g,o,h). F then sets b = z and runs T KeyGen to
obtains TA’s public-private keys. F also sets x = x and runs SKeyGen to obtains the signer public key
pkS. Assume that there exists an algorithm managing the list of each queries and such algorithms will be
omitted. F constructs the oracles as follows:

H O oracle: On input a string Γ, if it is a request for a hash value of h(Γ), H O check whether Γ in
the queried list or not. If it exists in the list then return the corresponding value, otherwise, H O

randomly chooses ι
$← Zp then returns h(Γ) = ι . Noted that H O keeps (Γ, ι) in the list and it can

be accessed only by F .

V C O queries : F randomly chooses a integer d $← Z∗n+1. On input LV = l, if l ≥ d then output ⊥.
Otherwise, V C O randomly chooses a integer kc ∈ Zp and compute V as follows:

k1
$← Zp : k1 = k2 + kc

C0 = ok2 ,

Cl = o((γ0·µ0+γl ·µl)·a+k1−k2·γ0)/γl ,

V C O then returns V = (C0,Cl).

S S O queries : On input ML = “LV ≥ l” and a message M, if l ≥ d then output ⊥. Otherwise,
S S O computes a multi-level controlled signature as follows:

r, ι $← Zp,

R = ê(Wl,or) · ê(X0,oµ0·a+kc·γ−1
0 )ι

n

∏
i=l

ê(Xi,Ui)
ι :

σ1 = h(R||pkS||pkTA||ML ||M) = ι , σ2 = or,

Γ = R||pkS||pkTA||ML ||M.

Noted that S S O has an access to the list of (Γ, ι) via F . There, S S O uses this advantage to
update (Γ, ι) to the list in H O . S S O then responds with σ = (σ1,σ2).

At the beginning of a game, AC is given with An access to the above oracles. Next, we run an experiment
between AC and F as modeled in Section 3.2 as follows:

1. Phase 1 : With any adaptive strategy, AC arbitrarily makes queries to S S O , V C O oracles. The
oracles response as we mentioned in the above.

2. Challenge : At the end of the first phase, AC decides to challenge and then outputs M∗ and ML ∗.
F aborts the game if

1. On input ML ∗ and M∗, AC issued a request for a multi-level controlled signature to S S O
queries.

2. AC has a credential that equal or higher than the security level assigned to the multi-level
security policy ML ∗.

Otherwise, F computes a response as follows:

r, ι∗ $← Zp,

R = Zι∗ · ê(Wl,or) · ê(X0,oµ0·a)ι∗
n

∏
i=l

ê(Xi,Ui)
ι∗ :

σ
∗
1 = h(R||pkS||pkTA||ML ∗||M∗) = ι , σ

∗
2 = or,

Γ
∗ = R||pkS||pkTA||ML ∗||M∗.

13
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Noted that F has an access to the list of (Γ∗, ι∗). There, F uses this advantage to update (Γ∗, ι∗)
to the list in H O . F then responds with σ∗ = (σ∗1 ,σ

∗
2 ) to AC.

3. Phase 2 : In this phase, AC can go back to Phase 1 or Challenge as many as it requests. However,
F will abort the game if

1. On input ML ∗ and M∗, AC issued a request for a multi-level controlled signature to S S O
queries.

2. AC has a credential that equal or higher than the security level assigned to the multi-level
security policy ML ∗.

4. Guessing : On the valid challenge M∗,ML ∗,σ∗, AC finally outputs a guess b′.

Let ADVECR = ε be an advantage that AC wins the above game. Let q be a polynomial upper bound
of queries that AC issues to the H O oracle. Note that q ≥ qH and q << p. Since only F and S S O
access H O before it outputs a response, thus, we can conclude that qH ≥ qS. Therefore, we can analyze
the advantage that AC’s guess is correct and wins the above game as follows:

• E1: F does not abort during the issuing of queries to the V C O . Let qVC be the highest security
level that AC issued to the vco oracle rather than a number of queries that make to the vco oracle.
Since AC can make just one query for the security level LV = n−1 , AC can use this credential
to verify signatures with the entire security level except for the security level n. Note that d is a
random integer chosen at the beginning of the game and n is the upper bound of the security level.
The fact is that AC can make a request for credential up to the security level qVC = n− 1 to the
V C O oracle and the value of d is in range of {1, ...,n}. However, if qVC ≥ d, then the V C O
will always terminate the experiment. Otherwise, qVC < d, then the V C O will not terminate the
experiment. To pick up qVC and d randomly, the probability that AC chooses qVC is 1

n and the
probability that F chose d is 1

n Therefore, the probability of this event is 1
n2 .

• E2: F does not abort after Phase 1 and Phase 2. Since we have assumed that AC follows the
experiment and outputs a guess with a valid challenge (M∗,ML ∗,σ∗), then the probability of
this event is 1.

The advantage that AC wins the above game and outputs a correct guess b′ = b is

Pr[ADVECR] ·Pr[ADVECR|E1|E2]≥ ε
1
n2 .

Let ε ′ be an advantage to solve the DBDH problem. From the above game, F outputs a guess for
the DBDH problem with AC’s guess. Note that AC can choose a challenge multi-level security policy
ML ∗, which AC does not have a credential for that security level or above.

Hence, there is an event that the AC’s guess in the game is not the right guess for the DBDH problem,
where ML ∗ 6= “LV ≥ d”. The probability of this event is 1

n . To conclude, an advantage that F outputs
a correct guess for the DBDH problem by using AC is ε ′≥ ε · 1

n2 · 1
n = ε · 1

n3 . Hence, the advantage that AC

breaks the existentially coalition-resistant of our MLCS scheme against the adaptively chosen message
and chosen multi-level security policy attack is ε ≤ n3ε ′. Since n << qH << q, the analysis of the above
advantages shows that the success of breaking the existentially coalition-resistant of our MLCS scheme
is non-negligible if the advantage of breaking the DBDH problem is non-negligible.
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5 Asymptotic Analysis and Experimental Results

We proposed the efficient multi-level controlled signature (MLCS) schemes to capture the need for au-
thenticating messages to a specified group of verifiers that satisfy the required security level.

Version / Size&Comp. First MLCS in [42] Second MLCS in [42] SMLCS
PKTA (2n+2)|G1| (n+3)|G1| (3n)|G1|
SKTA (3n+2)|p| (n+3)|p| (2n+2)|p|
PKS 3|G1| (n+1)|G1| n|G1|
SKS |p| |p| |p|
VCRV (2l)|G1| 2|G1| 2|G1|
Signature 6|G1|+2|p| (5+n− l)|G1|+2|p| |G1|+ |p|
Sign Comp. H +7E +M+P H +(6+n− l)E +M+P 2E +P
Verify Comp. H +E +2lM+10P H +E +(2(n− l)+8)P ((n− l)+2)P

Table 1: The comparison of three MLCS schemes.

Computation cost for the security of discrete log with 1024 bits SMLCS PS-IDS BLS-SS
Signer Key Generation Computation Time (Avg) 273ms 45ms 22ms
Verifier Key Generation Computation Time (Avg) 46ms N/A N/A
Signature Generation Computation Time (Avg) 61ms 61ms 71ms
Verification Computation Time (Avg) 148ms 73ms 79ms
Computation cost for the security of discrete log with 2048 bits SMLCS PS-IDS BLS-SS
Signer Key Generation Computation Time (Avg) 4310ms 766ms 372ms
Verifier Key Generation Computation Time (Avg) 740ms N/A N/A
Signature Generation Computation Time (Avg) 923ms 785ms 385ms
Verification Computation Time (Avg) 2229ms 1223ms 609ms

Table 2: The practical computation time comparison of SMLCS scheme, PS identity-based signatures
[35] and BLS signature scheme [8].

The comparison between our scheme and the schemes in [42] is summarized in Table 1. Note that l is
a security level in the multi-level security policy where MP = “LV ≥ l”. n is the number of security
level. Let E denote a computation of exponential in G1 or GT . Let M be a computation of multiplication
in G1. Let P be a computation of bilinear pairing function ê. A computation for hash functions in G1
denoted as H. Since computation for a hash function in Zp is trivial, it is omitted.

We conducted an experiment to implement our schemes using the Java Pairing-Based Cryptography
Library (JPBC) provided by [10]. The experiment was conducted on Intel Xeon CPU model X5650
with CPU clocked at 2.67 GHz with 2 cores and 4 threads configuration and 16 Gigabyte of memory.
The operation system used in these experiments is Window 8.1. The experiment was executed with two
different types of curves, which are Type A and Type A1. Type A curve is a curve that produces the
fastest bilinear pairing computation and it achieved the security comparable to the 1024 bits of discrete
logarithm (DLog) security. On another hand, Type A1 provides a higher security, which is 2048 bits of
DLog security. The parameters of these two curves are provided in Table 3. The experiment was con-
ducted 100 times for each scheme to find the average of times consumed in each computation process. A
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Curve Type A value

Base field size (bits) 512
k 2
DLog security (bits) 1024
q 878071079966331252243778198475404981580688319941420821102

865339926647563088022295707862517942266222142315585876958
2317459277713367317481324925129998224791

h 1201601226489114607938882136674053420480295440125131182291
9615131047207289359704531102844802183906537786776

r 730750818665451621361119245571504901405976559617
exp1 107
exp2 159
sign0&sign1 1

Curve Type A1 value

Base field size (bits) 1024
k 2
DLog security (bits) 2048
q 4851287589630375249971227725458962851641935218829452119818

95675110090731581150453612948393470993158989600453985246820
07334164928531594799149100548036445760110913157420655690361
89129085844136080715824725946050134344919971253282806394000
86837400485009804419897137396896556105784583881269342426305
57397618776539259

l 1304
n (=r) 3620363872858488992515841586163405113165623297633919492402

20653067231889239664517621603278709696387305671980586005089
60697138006366861790409776528385407283664860565239295291314
84424690928459761728227407422425473391731321830808064473134
97639851108216271955147117460370564258048196926320404795750
42834043863089

Table 3: Curve Type A and Type A1 parameters used in PBC library[1].

messages use in the experiment has been randomly generated with the fixed size of 100 bytes. Without
losing generality, we compare the computation cost of our SMLCS scheme with the provided example
schemes in the JPBC library, which are Paterson-Schuldt’s efficient identity-based signatures [35] and
Boneh-Lynn-Sham’s short signature scheme [8]. The results are shown in Table 2. Although the com-
putation time for the signer key generation is much higher than the reference schemes, the computation
time of signature generation and verification are similar to the reference schemes for the 1024 Bits of
Dlog security. It shows that our schemes are practical for the real world applications. Meanwhile, for
the higher security requirement, our scheme shows that our signature generation computation time is just
about 17% more than Paterson-Schuldt’s IDS scheme compare with the benefits form our schemes, it is
acceptable. In the Verification computation time, the security setting for our scheme was set at 12 levels
of security and the verifier policy was set at 5, which is about in the middle of the security levels. Hence,
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the cost of computation was about double of Paterson-Schuldt’s IDS scheme for the 2048 Bits of Dlog
security.

6 Conclusion

Privacy issue over the information shared in the organization without an efficient and proper control
mechanism has motivated us to provide schemes to resolve it. The notion of a multi-level controlled
signature scheme captures the need for the integrity, authenticity, and authority, which presents as a
perfect tool to enable access control systems for a large organization where the hierarchical structure
are applied. To further enhancing the privacy of our scheme by hiding the security-level policy, it can
achieved by simply removing the security level policy from the hash in the first part of a signature
(σ1 = h(R||pkS||pkTA||M)).

However, there are some remaining issues that can be handled in the future work. For the credential
revokable property in the event of the credential disputes or discloses to others, a system should be able
to resolve without reissuing a new credential to other users.
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